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PRIVACY AND SECURITY INDICATORS

PRIVACY INDICATORS
General Privacy Policies, Procedures and Practices

indicator: Response:

The dates privacy policies and Since the time of last approval by the IPC in 2020,

procedures were reviewed since HHS/CritiCall’s privacy policies and procedures have

prior review by the IPC. been reviewed in accordance with the annual policy
review cycle as follows {see table below):

i W
305 Date 0 Date
. L February
Privacy Policy in Respect of
P1 HHS as a Prescribed Person through 4/1/21 5/13/22
March
POHCY and P.mCEdure.S for February February 2022-07-
Ongoing Review of Privacy
P2 Policies, Procedures and through through 06 and
Practices March April 8/24/2022
Policy on the Transparency of February February 12/5/2022
P3 Privacy Policies, Procedure and through through and 2022-
Practices March April 05-29
Policy and Procedure for the February February
P4 Collection of Personal Health through through 6/30/22
Information March April
List of Data Holdings and P7- February 22;2—0:
P5 & P7 Statements of Purpose for PHI through 9/14/21 an
) 2022-10-
Data Holdings March 1

Policy and Procedures for

Statements of Purpose for Data February February

Pe Holdings Containing Personal ch;?:fh th;ot:”gh 9/29/22
Health Information P
Policy and Procedure for February 2022-03-
P8 Limiting Agent Access to and through 3/1/22 03 and

Use of Personal Health March 7/1/2022
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Information
February 2022-04-
Disclosure of PHI for Non- 29 and
P12 Research through 4/5/21 2022-05-
March
12
February
P13 Disciosure of PHI for Research through ' 6/3/21 6/6/22
March
February
P14 Template Research Agreement | through 6/3/2021 | 6/15/22
{for PHI or Quasi) March
Policy and Procedures for the February February |
P16 Execution of Data Sharing through through 10/13/22
Agreemenits March April
Template Data Sharing February
P17 Agreement Disclosure through 9/9/2021 3/4722
March
Policy and Procedures for February
P19 Executing Agreements with through 4/14/21 8/9/22
Third Party March _
February February
P20 Template Agreement for All through through 10/25/22
Third Parties March April
February February
P22 Policy and Procedures for the through through 6/1/2022
Linkage of Records of PH! March April
February
P24 Policy and Procedures for De- through 6/4/21 | 5/12/2022
Identification and Aggregation March
February February
P25 Privacy Impact Assessment through through 6/30/2022
Policy and Procedures March April
February February
P27 Policy and Procedures In through through 11/18/22
Respect of Privacy Audits March April
February February 8/18/2022
P29 Policy and Procedure for through through and 2022-
Privacy Breach Management March April 10-28
February February
P31 Policy and Procedures for through through | 9/29/2022
Privacy Complaints March April
February February
P33 Policy and Procedures for through through | 6/30/2022
Privacy Inquiries March Agpril
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Policy and Procedures for February

1
H Privacy Training and Awareness through 12/13/21 6/21/2022
March
Policy and Procedure for February February
2 2
H3 Security Training and through through 1 /32/ 02
Awareness March April
Policy and Procedures for the February February
H5 Execution of Confidentiality through through 6/22/2022
Agreements March April
. - February
HE CCIs Confldt.antlallty Agreement through 6/17/21 6/21/2022
with Agents
March
H8 & y-to-bay through | through | 6/28/2023
Authority to Manage the o
: March April
Privacy Program
H9 g. y Y through through 6/28/2022
Authority to Manage the A
. Mairch April
Security Program
Policy and Procedures for February February
H10 Termination or Cessation of the through through 7/5/2022
Employment or Contractual .
R . March April
Relationship
Policy and Procedures for February February
Discipline and Corrective through through 6/23/2022

Action March April

2022,
“Review:

February

Privacy Governance and
01 Accountability Framework through 4/6/21 3/4/22
March :
. February
Security Governance and
02 Accountability Framewaork tgz;'lcih 4/9/21 3/4/22

Terms of Reference for
Committees with Roles with February February
03 Res n;ct to the Privacy and through through 4/20/22

P Y March April

Security Programs

Corporate Risk Management February February

04 through through Aug-22
Framework March April
Policy and Procedures for February February
06 Maintaining a Consolidated Log | through through B/9/22
of Recommendations Maich April
. . February February
B Continuit d
08 usiness Lohtinuity an through | through | 5/12/22

Disaster Recovery Plan

March April
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Whether amendments were made to
existing policies and procedures as a
result of the review.

If so, a list of the amended privacy
policies and procedures.

A brief description of the
amendments made.

No amendments were made to existing policies during
the 2020 review cycle.

During the 2021 policy review cycle: most policies were
amended with role changes and new approvers to align
with organizational changes and other minor edits.
Additional amendments are as follows:

s P7 List of Data Holdings and P5 Statements of
Purpose for PHI Data Holdings was updated to
include pandemic information and a NICU
statement of purpose.

¢ Clarification edits were made to H1 Policy and
Procedures for Privacy Training and Awareness
around the annual board report.

¢ Fine tuning of the Log of Attendance at Initial
Privacy Orientation and Ongoing Privacy Training,
Log of Attendance at Initial Security Orientation
and Ongoing Security Training, and Log of Executed
Confidentiality Agreements (H2, H4 & H7) ta
ensure better documentation around compliance
with the IPC Manual {logs for privacy and security
training and the confidentiality agreement).

s (1-Privacy Governance and Accountability
Framewaork: Updated the organizational charts and
clarifications around committees and privacy
governance at Hamilton Health Sciences (HHS} and
CritiCall Ontario (CritiCall).

s 02-Security Governance and Accountability
Framework: Updated the organizational charts and
clarifications around committees and security
governance at HHS and CritiCall.

o P12-Disclosure of PHI for Non-Research: Updated
the process for handling requests to be more
precise and other clarifying edits.

e P13-Disclosure of PHI for Research: Updated the
process for handling requests to be more precise
and other clarifying edits.

During the 2022 policy review cycle most policies were
amended with role changes and new approvers as
applicable to align with organizational changes, and
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other minor edits to style, formatting. Additional
amendments made are as follows:

e P8-Policy and Procedure for Limiting Agent Access
to and Use of Personal Health Information:
Updated Admin User to SysAdmin for accuracy,
minor procedural edits. Changed Audit User to
Audit Officer and updated whao has access
(Privacy Lead). Updated the review and approval
process to reflect organizational process changes.

s P12-Disclosure of PH!I for Non-Research: Made
procedural clarifications around requests for
de-identified or aggregate data and other policy
edits.

¢ P13-Disclosure of PHI for Research: Made
procedural clarifications.

s P24-Policy and Procedures for De-ldentification
and Aggregation: Removed duplicate procedure
that is in P12-process and policy edits, added in
reference to P13.

o (01-Privacy Governance and Accountability
Framework: Updated who CCIS Operations
Committee reports fo.

e 02-Security Governance and Accountability
Framework; Updated who CCIS Operations
Committee reports to.

s (03-Terms of Reference for Committees with Roles
with Respect to the Privacy and Security
Programs: Updated Approvals and removed
former committees, added new committees such
as PSITSC to reflect current structure.

s H3-Policy and Procedure for Security Training and
Awareness: Updated Organizational Structure.

o H5-Policy and Procedures for the Execution of
Confidentiality Agreements: Updated
Organizational Structure.

e H8- Job Descriptions for Positions Delegated Day-
to-Day Authority to Manage the Privacy Program:
Updated Organizational Structure.

o HOY-Job Descriptions for Positions Delegated Day-
to-Day Authority to Manage the Security
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Program: Updated Organizational Structure,

e H10-Policy and Procedures for Termination or
Cessation of the Employment or Contractual
Relationship: Updated Organizational Structure.

e H11- Policy and Procedures for Discipline and
Corrective Action: Updated Organizational
Structure.

Whether new privacy policies and
procedures were developed and
implemented as a result of the
review, and if so, a brief description of
each of the policies and procedures
developed and implemented.

No new privacy policies and procedures were developed
and implemented as a result of the reviews of privacy
policies and procedures for the CCIS undertaken in 2020,
2021 and 2022.

The date that each amended and
newly developed privacy policy and
procedure was communicated to
agents and the nature of the
communication for each
policy/procedure.

No new privacy policies were developed as a result of the
2020- 2022 reviews.

All policies and procedures are communicated via
SharePoint and the CCIS Document Library. Policies are
discussed at leadership meetings for leaders to share
with their staff or at the PSITSC Committee to provide
awareness. Recently CritiCall has begun emailing
updated policies and procedures to all staff. Please see
a list below of policies and how they were
communicated In 2022.

 policy/proced

Privacy Policy in Respect of

L.Jp'loaded td. CCIS Pol.iéy Libfér‘\r and 7
uploaded on SharePoint {all staff have
access), announced at Leadership for

Practices

Pl . 5/13/22 them to bring to their teams on May
HHS as a Prescribed Person 26, 2022. Email to everyone with the
new policy. Email sent to all staff
2022-09-06.
Policy and Procedures for 2022-07- Uploaded to CCIS Policy Library and
P2 Ongoing Review of Privacy 06 and uploaded on SharePoint (all staff have
Policies, Procedures and 8/24/202 access) on 2023-01-27

2
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Policy on the Transparency of 12/5/202 Uploaded to CCIS Po_ficy Library and
P3 Privacy Policies, Procedure and 2 and uploaded on SharePoint {all staff have
. 2022-09- access), 2023-01-27
Practices 20
Policy and Procedure for the Uploaded to CCIS Policy Library and
P4 Collection of Personal Health 6/30/22 uploaded on SharePoint (all staff have
Information access).
List of Data Holdings and P7- 2022-02- Uploaded to CCIS Policy Library,
PE 8 P7 Statements of Purpose for PHI 17 and announced at PSITJaInuary 20, 2022,
: 2022-10- | Uploaded to SharePoint (all staff have
Pata Holdings
21 access).
Policy and Procedures for Uploaded to CCIS Policy Library and
Statements of Purpose for Data uploaded on SharePoint {all staff have
P& . L 9/29/22
Holdings Containing Personal access).
Health Information
Policy and Procedure for Email sent to all staff 2022-10-21 in
Lo 2022-03- . .
P8 Limiting Agent Access to and 03 and addition to shared with leaders to
Use of Personal Health 7/1/2022 raise at staff meetings and discussed
Information at PSIT meeting relevant staff.
Uploaded to CCIS Policy Library,
2022-04- | announced at Leadership for them to
P12 Disclosure of PHI for Non- 29 and bring to their teams on May 26, 2022.
Research 2022-05- | Email to everyone with the new policy
12 pending. Emall sent to all staff 2022-
09-06.
Uploaded to CCIS Policy Library,
announced at Leadership for them to
P13 Disclosure of PHI for Research 6/6/22 brlng to their teams on May 26, 20%2'
Email to everyone with the new policy
pending. Email sent to all staff 2022-
09-06.
Uploaded to CCIS Pelicy Library and
Template Research Agreement 6/15/22 uploaded on SharePoint {all staff have
P14 (for PHI or Quasi}) access).
Policy and Procedures for the Uploaded to CCIS Policy Library and
Execution of Data Sharing 10/13/22 | uploaded on SharePoint (all staff have
P16 Agreements access).
Uploaded to CCIS Policy Library and
Template Data Sharing 3/4/22 uploaded on SharePoint (all staff have
- P17 Agreement Disclosure access).
Policy and Procedures for Emailed to all staff {pending), and
Executing Agreements with 8/9/22 uploaded to the CCIS Document
P19 Third Party Library 2023-01-27
Uploaded to CCIS Policy Library and
Template Agreement for All 10/25/20 | uploaded on SharePoint {all staff have
P20 Third Parties 22 access).
Uploaded to CCIS Policy Library and
Policy and Procedures for the uploaded on SharePoint (all staff have
P22 Linkage of Records of PHI 6/1/2022 access).
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Uploaded to CCIS Policy Library,
announced at Leadership for them to
bring to their teams on May 26, 2022.
Email to everyone with the new policy

Policy and Procedures for De- | 5/12/202 | pending. Email sent to all staff 2022-
p24 Identification and Aggregation 2 09-06.
Uploaded to CCIS Policy Library and
Privacy Impact Assessment 6/30/202 | uploaded on SharePoint (all staff have
P25 Policy and Procedures 2 access).
Uploaded to CCIS Policy Library and
Policy and Procedures In 11/18/20 | uploaded on SharePoint {all staff have
P27 Respect of Privacy Audits 22 access).
8/18/202 Email sent to all staff 2022-11-28.
2 and Presented at EC 2023-01-26. Leaders
Policy and Procedure for 2022-10- are to review at Staff Meetings as
P29 Privacy Breach Management 28 well,
Uploaded to CCIS Policy Library and
Policy and Procedures for 9/29/202 | uploaded on SharePoint (all staff have
P31 Privacy Complaints 2 access).
Uploaded to CCIS Policy Library and
Policy and Procedures for 6/30/202 | uploaded on SharePoint (all staff have
access).

P33

Privacy Inquiries

“Num,

“procedure was’ hammunicated:to

communicatlon for each
policy/procedure.

“The date_that each amended and

o agents and, the nature of the' -

Uploaded to CCIS Policy Library,
announced at Leadership for them to

i1 Policy and Procedures for 6/21/202 | bring to their teams on May 26, 2022,
Privacy Training and Awareness 2 Email to everyone with the new policy
pending. Email sent to all staff 2022-
09-06.
Policy and Procedure for 12/30/20 Uploaded to CCIS Policy Library and
H3 Security Training and - uploaded on SharePoint {all staff have
Awareness access).
Policy and Procedures for the 6/22/202 Uploaded to CCIS Policy Library and
H5 Execution of Confidentiality ) uploaded on SharePoint {all staff have
Agreements access).
CCIS Confidentiality Agreement | 6/21/202 Uploaded ta CCIS PD.|ICV Library and
H6 . uploaded on SharePoint (all staff have
with Agents p
access).
Job Descriptions for Positions Uploaded to CCIS Policy Library and
hg Delegated Day-to-Day 6/28/202 | uploaded on SharePoint (all staff have
Authority to Manage the 3 access).
Privacy Program
Job Descriptions for Positions 6/28/202 Uploaded to CCIS Policy Library and
H9 Delegated Day-to-Day 5 uploaded on SharePoint (all staff have

Authority to Manage the

access).
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Security Program

Policy and Procedures for
Termination or Cessation of the

7/5/2022

Uploaded to CCIS Policy Library and
uploaded on SharePoint (all staff have

Employment or Contractual access).
H10 Relationship
Policy and Procedures for 6/23/202 Uploaded to CCIS Policy Library and
Discipline and Corrective 5 uploaded on SharePoint {all staff have
Hi1 Action access)
| oom )
[ Review : |-
o |- Dateg-.
Uploaded to CCIS Pollcy lerary,
) announced at Leadership for them to
o1 Privacy Governance and 3/4/22 bring to their teams on May 26, 2022.
Accountability Framework Email to everyone with the new policy
pending. Email sent to all staff 2022-
09-06.
Uploaded to CCIS Policy Library,
annhounced at Leadership for them to
02 Security Governance and 3/4/22 bring to their teams on May 26, 2022.
Accountability Framework Email to everyone with the new policy
pending. Email sent to all staff 2022-
09-06.,
Terms of Reference for Uploaded to CCIS Policy Library and
03 Committees with I.Roles with 4/20/22 uploaded on SharePoint (all staff have
Respect to the Privacy and access).
Security Programs
‘ . Uploaded to CCIS Policy Library and
04 Corporate Risk Management Aug-22 uploaded on SharePoint (all staff have
Framework
access).
Policy and Procedures for Uploaded to CCIS Policy Library and
06 Maintaining a Consolidated Log 8/9/22 uploaded on SharePoint (all staff have
of Recommendations access).
. . Uploaded to CCIS Policy Library and
08 Business Continuity and 5/12/22 uploaded on SharePointy(aII s’fa;':c have

Disaster Recovery Plan

access).
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Whether the communication
materials available to the public and
other stakeholders were amended as
result of the review, and if so, a brief
description of the amendments.

The following policies were updated on the CritiCall
website in 2021 and 2022:

s P1-Privacy Policy in Respect of HHS as a Prescribed
Person: Updated with minor edits; and

s P7 List of Data Holdings and P5 Statements of
Purpose for PHI Data Holdings: Updated to include
pandemic information and a NICU statement of
purpose.

Collection

The number and data holdings
containing PHI maintained by the
prescribed person.

In its capacity as a prescribed person under PHIPA,
HHS/CritiCall maintains one data holding, the CCIS
Data Holding (P5).

The number of statements of purpose
developed for data  holdings
containing PHI.

The CCIS Data Holding has one table outlining the
statements of purpose which is contained within P7;
Statements of Purpose for Data Holdings Containing
Personal Health Information. There are currently 14
statements of purpose in the table for 13 data element
groups.

The number and a list of statements
of purpose for data holdings
containing PHI that were reviewed
since the prior review by the IPC.

The Statement of Purpose for the CCIS Data Holding has
been reviewed at least three times since the prior review
by the IPC {annually).

Whether amendments were made to
existing statements of purpose for
data holdings containing PHl as a
result of the review, and if so, a list of
the amended statements of purpose
and, for each statement of purpose
amended, a brief description of the
amendments made.

CritiCall amended P5 Statements of Purpose for PHI Data
Holdings in 2021, to include a NICU statement of purpose.

‘Use

The number of agénts granted
approval to access and use PHI for
purposes other than research.

28 HHS/CritiCéII agents have been granted approval to
access and use the CCIS for job-related accountabilities
only {not for research).

(In addition, as of July 20, 2022, there are 4,540 agents
of participating Ontario hospitals approved to access
and use PHI for purposes other than research.)
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The number of requests received for
the use of PHI for research since the
prior review by the IPC.

HHS/CritiCall has not received any requests for the use
of PHI for research since the prior review by the IPC.

The number of requests for the use
of PHI for research purposes that
were granted and that were denied
since prior review by the IPC.

No requests for the use of PHI for research have been
granted or denied by HHS/CritiCall since the prior
review by the IPC.

Disclosure

The number of requests received for
the disclosure of PHI for purposes
other than research since prior review
by the IPC.

There have been fhreérecjuests for the disclosure of PHI
for purposes other than research since prior review by
the IPC.

The number of requests for the
disclosure of PHI for purposes other
than research that were granted and
that were denied since prior review by
the IPC.

Three requests for the disclosure of PHI for purposes
other than research have been granted since prior review
by the IPC.

The number of requests received for
the disclosure of PHI for research
purposes since prior review by the IPC,

Six requests have been received for the disclosure of PHI
for research purposes since prior review by the IPC.

The number of requests received for
the disclosure of PHI for research
purposes that were granted and that
were denied since prior review by the
IPC.

Two requests have been granted and three requests
have been denied by HHS/CritiCall for the disclosure of
PHI for research purposes since prior review by the IPC,
One request was referred to its originating Hospital for
review and approval.

The number of Research
Agreements executed with
researchers to whorm PHI was
disclosed since the prior review by
the IPC.

Two research agreements have heen executed with
researchers to whom PHI was disclosed since prior
review by the IPC.

The number of requests received for
the disclosure of de-identified and/or
aggregate information for both
research and other purposes since
prior review by the [PC.

Two requests for de—identified/aégregate data for
research and other purposes were received since prior
review of the IPC.
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The number of acknowledgements or
agreements executed by persons to
whom de-identified and/or aggregate
infermation was disclosed for hoth
research and other purposes since the
prior review by the IPC. '

One Agreement that addresses two requests in relation
to de-identified/aggregate data for research and for
other purposes has been executed since prior review of
the IPC.

‘Data Sharing Agreements

The number of DSA’s executed for
the collection of PHI by the
prescribed person since the prior
review by the IPC.

Since the prior review .by the IPC, 97 hosbitals signed

amending DSA’s to address data flows and uses of the
personal health information provided by participating
hospitals.

The number of DSAs executed for
the disclosure of PHI by the
prescribed person since prior review
by the IPC,

One DSA has been executed for the disclosure of PHI by
CritiCall to a prescribed entity since prior review by the
IPC. An amendment to that DSA is in progress.

Agreements with Third Party Service Providers =~ .~~~ -

The number of agreements executed
with third party service providers with
access to PHI since prior review hy the
IPC.

Since the prior review by the IPC, one new agreement
has been executed with a third-party service provider
(March 2021); and one amending agreement with
another third-party service provider was executed
(March 2021).

Data Linkage

The number and a list of data
linkages approved since the prior
review by the IPC.

Three dafa Iin.kages were approve.d since.pfior review by
the iPC as follows:

1. Linking with ICES Data Holdings;

2. Ministry of Health {(MOH) for data modelling for
COVID-19 pandemic response; and

3. Ontario Health for planning, monitoring and

'Privacy Impact Assessments

evaluation of the health care system.

The number and a list or PlAs
completed since the prior review by
the IPC and for each PIA:

- The data holding,
information system,
technology or program

- The date of completion of

No net new PIA’s of the CCIS have been completed since
prior review of the IPC. The most recent PIA dated 2017
has been reviewed in 2020 and 2021 for continued
relevancy.
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the PIA

- Abrief description of each
recommendation

- The date each
recommendation was
addressed oris proposed to
be addressed and

- The manner in which each
recommendation was
addressed oris proposed to
be addressed

The number and a list of PIAs
undertaken but not completed since
the prior review by the IPC.

In fall 2021, CritiCall received funding to upgrade and
modernize the CCIS. This project includes the
engagement of a third-party vendor to provide an expert
and impartial review (Privacy Impact Assessment and
Threat Risk Assessment) of the AWS cloud migration and
other aspects of the project. In addition, CritiCali is also
ensuring that internal, preliminary reviews are
conducted within the Information Technology & Security
and Privacy teams to ensure compliance with PHIPA, the
IPC Manual for Prescribed Persons, our policies and
procedures, and industry best practices.

A new PIAis in draft and will be based on the current and
future state of CCIS. This is part of an iterative process as
the CCIS Modernization Project progresses with an
anticipation completion in the summer of 2023

The number and a list of PIAs that
were not undertaken but for which
PlAs will be completed and the
proposed date of completion.

Not Applicable

The number of determinations made
since the prior review by the IPC that
a PIA is not required and, for each
determination, the data holding,
information system, technology or
program at issue and a brief
description of the reasons for the
determination.

1. A PIA was not undertaken in 2019/2020 for the
addition of NICU and Pandemic data elements
collected in the CCIS, as these were minor additions
assessed under a Threat Risk Assessment.
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The number and a list of PlAs
reviewed since the prior review by
the IPC and a brief description of the
amendments made.

The most recent PIA dated 2017 has been reviewed in
2020 and 2021 for continued relevancy.

_Privacy Audit Program

The dates of audits of agents

granted approval to access and use

PHI since the prior review by the IPC

and for each audit conducted:

e Abrief description of the
recommendation made

s The date each recommendation
was addressed or is proposed to
be addressed and

» The manner in which each
recommendation was addressed
or is proposed to be addressed

Refer to Appendix 1 - Privacy Auditﬁ for détails

The number and a list of all other

privacy audits completed since the

prior review by the IPC and for each

audit:

* Adescription of the nature and
type of audit conducted

¢ The data of completion of the
audit

s Abrief description of each
recommendation made

¢ The date each recommendation
was addressed or is proposed to
be addressed and

» The manner in which each
recommendation was addressed
or is proposed to be addressed.

Refer to Appendix 1 - Privacy Audits for details

Privacy Breaches

The number of notifications o
privacy breaches or suspected
privacy breaches received by the
prescribed person since the prior
review by the IPC.

None
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With respect to each privacy breach
or suspected privacy breach: The
date that the notification was
received.

N/A

The extent of the privacy breach or
| suspected privacy breach.

N/A

Whether it was internal or external.

N/A

The nature and extent of personal
health information at issue.

N/A

The date that senior management
was notified. '

N/A

The containment measures
implemented.

N/A

The date(s) that the containment
measures were implemented.

N/A

The date(s) that notification was
provided to the health information
custodians or any other
organizations.

N/A

The date that the investigation was
commenced.

N/A

The date that the investigation was
completed.

N/A

A brief description of each
recommendation made.

N/A

The date each recommendation was
addressed or is proposed to be
addressed.

N/A

The manner in which each
recommendation was addressed or
is proposed to be addressed.

N/A

‘Privacy Complaints - -

The number of privacy .complaints
received since prior review by the
IPC.

None
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Of the privacy complaints received,
the number of privacy complaints
investigated since the prior review by
the IPC and with respect to each:

The date the complaint was
received

The nature of the complaint
The date that the investigation
was commenced

The date of the letter to the
individual who made the privacy
complaint in relation to the
commencement of the
investigation

The date the investigation was
completed

A brief description of each
recommendation made

The date each recommendation
was addressed or is proposed to
be addressed

The manner in which each
recommendation was addressed
or is proposed to be addressed
and

The date of the letter to the
individual who made the privacy
complaint describing the nature
and findings of the investigation
and the measure taken in
response to the complaint.

None

Of the privacy complaints received,
the number of privacy complaints not
investigated since the prior review by
the IPC and with respect to each:

The date the complaint was
received

The nature of the complaint
The date of the letter to the
individual who made the
privacy complaint and a brief
description of the content of the

None
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letter.
SECURITY INDICATORS

General Security Polici

es and Procedures

Indicatar: Response:

The dates that the security policies Since the time of last approval hy the IPC in 2020,

and procedures were reviewed by the | HHS/CritiCall’s security policies and procedures have been
prescribed person since the prior reviewed in accordance with the annual policy review

review by the 1PC.

cycle as follows (see table below}:

ipaii R e [ -2022Review.
Lo policyortog T Review - |' -~ Date
c R el TEE -~ Dates pate. |
February | February
s1 Information Security Policy through through 10/4/2022
March April
Policy and Procedures for February | February 5/11/22
52 Ongoing Review of Security through through
Policies March April
Policy and Procedure for February | February 5/22/22
53 Physical Securit through through
y Y March [  April
Policy and Precedures for Februa Februa
Secure Retention of Records ry ¥ 5/24/22
55 through through
of Personal Health h
: March April
Information
Pclicy and Procedures for
Secure Retention of Records | February | February 5/30/22
S6 of Personal Health through through
Information on Mobhile March April
Devices
Policy and Procedures for Februa Februa
Secure Transfer of Records ry Y 5/25/22
S7 through through
of Personal Health A
- March April
Infarmation
Policy and Pracedures for Februa Eebrua
Secure Disposal of Records Y Y 5/25/22
S8 through through
of Personal Health .
. March April
Infarmation
Policy and Procedure February | February 5/25/22
59 Relating to Passwords through through
g March April
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Policy and Procedure for Febr Feb
Maintaining and Reviewing ehruary ebruary 5/30/22
510 ) through through
System Control and Audit .
March April
Logs
; February | February
S11 Po:;;gcahn:nz:)aceedmu;:or through through 5/30/22
g March April
Policy and Procedures February | February 5/30/22
512 Related to Change through through
Management March April
Policy and Procedures for Februa Februa
Back-Up and Recovery of Y ry 5/31/22
513 through through
Records of Personal Health .
. March April
Information
Policy and Procedures on February | February 5/31/22
S14 the Acceptable Use of through through
Technology March April
Policy and Procedure In February | February 10/4/22
515 Respect of Security Audits through through
P ¥ March April
Paolicy and Pracedure for February | February 10/4/22
517 Informaticon Security Breach through through
Management March April

Whether amendments were made to
existing security policies and
procedures as a result of the review
and, if so, a list of the amended
policies and procedures and, for
each, a brief description of the
amendment made

No amendments were made to existing policies during
the 2020 and 2021 review cycle.

During the 2022 policy review cycle the following
amendments were made:

e All policies were reviewed and are pending minor
amendments to role changes and new approvers
to align with organizational changes.

Whether new securiiy policies and
procedures were developed and
implemented as a result of the
review, and if so, a brief description of
each of the policies and procedures
developed and implemented.

No new security policies and procedures were
developed as a result of these reviews.
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The dates that each amended and
newly developed security policy and
procedure was communicated to
agents, and, for each amended and
newly developed policy and procedure
communicated to agents, the nature of
the communication

No new security policies were developed as a result of
the 2020- 2022 reviews.

All policies and procedures are communicated via
SharePoint and the CCIS Document Library. Policies are
discussed at leadership meetings for leaders to share
with their staff or at the PSITSC Committee to provide
awareness. Recently CritiCall has begun emailing
updated policies and procedures to all staff. Please see
a list below of policies and how they were
communicated in 2022.

The date that each amended, and -
| newly developed privacy policy and
In progress —pending final review
51 Information Security Policy 10/4/2022
Policy and Procedures for In progress — pending final review
S2 Ongoing Review of Security 5/11/2022
Policies
; - In progress — pending final review
3 Policy an.d Procedl{re for 5/22/2002
Physical Security
Policy and Procedures for In progress — pending final review
S5 Secure Retention of Records of | 5/24/2022
Personal Health Information
Policy and Procedures for In progress — pending final review
Secure Retention of Records of
56 Personal Health Information on 5/30/2022
Mobile Devices
Policy and Procedures for In progress — pending final review
57 Secure Transfer of Records of 5/25/2022
Personal Health Information
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Policy and Procedures for In progress — pending final review
S8 Secure Disposal of Records of 5/25/2022
Personal Health Information
i i In progress —pending final review
59 Policy and Procedure Relating 5/25/2022
to Passwords
Policy and Procedure for In progress — pending final review
510 Maintaining and Reviewing 5/30/2022
System Control and Audit Logs
s11 Pclicy and Procedure for Patch 5/30/2022 In progress —pending final review
Management
; In progress — pending final review
512 Policy and Procedures Related 5/30/2022
to Change Management
Policy and Procedures for Back- In progress —pending final review
S13 Up and Recovery of Records of | 5/31/2022
Personal Health Information
Policy and Procedures on the In progress — pending final review
S14 Acceptable Use of Technology 5/31/2022
Presented to Exec Council and
Policy and Procedure In emailed to all staff (2022-11-03), IT
S15 Respect of Security Audits 10/4/2022 leader te communicate to all IT staff
at a staff meeting.
Policy and Procedure for Presented to Exec Council and
517 Information Security Breach 10/4/2022 emailed to all staf.f (2022-11-03), IT
leader to communicate to all IT staff
Management .
at a staff meeting.

Whether the communication materials
available to the public and other
stakeholders were amended as a result
of the review, and if so, a brief
description of the amendments.

Communication materials available to the public and
other stakeholders were not amended as a result of the
review.

Physical Security
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The dates of audits of agents

granted approval to access the

premises and locations within the

premises where records of PHl are

retained since prior review by the

IPC and for each audit

* A brief description of each
recommendation made

¢ The date each recommendation
was addressed or is proposed to
be addressed, and

¢ The manner in which each
recommendation was addressed
oris proposed to be addressed

Refer to Appendix 2- Security Audits for details

Security Audit Program

The dates of the review of system
control and audit logs since the prior
review by the [PC and a general
description of the findings if any,
arising from the review.

Refer to Appendix 2- Security Audits for details.

The number and a list of security

audits completed since prior review

by the IPC and for each audit:

* Adescription of the nature and
type of audit completed

s The date of completion

¢ A brief description of each
recommendation made

s The date that each
reccmmendation was addressed
or is proposed to be addressed
and

. *  The manner in which each

recommendation was addressed

or is expected to be addressed.

Refer to Appendix 2- Security Audits for details.

Information Security Breaches

The number of notifications of
information security breaches or
suspected breaches received since
prior review by the IPC.

None
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With respect to each information None
security breach or suspected
information security breach:
s The date that the notification was
received.
¢ The extent of the breach or
suspected breach.
¢ The nature and extent of PHI at
issue.
¢ The date that senior management
was notified.
¢ The containment measures
implemented.
¢ The date(s) that the containment
measures were implemented.
e The dates that notification was
provided to the HIC or any other
organization.
» The date that the investigation
was commenced.
* The date that the investigation
was completed.
» Abrief description of each
recommendation made.
» The date each recommendation
was addressed or is proposed to
be addressed; and
* The manner in which each
recommendation was addressed
or is proposed to be addressed.
HUMAN RESOQURCES INDICATORS
Privacy Training and Awareness
Indicator: N Response:

The number of agents who have
received and who have not received
initial privacy orientation since the
prior review by the IPC

All staff working at HHS/CritiCall receive initial privacy
and security orientation prior to their start date.

73 HHS/CritiCall agents attended initial privacy and
security orientation since the prior review by the IPC.
Zero agents have not received initial privacy orientation.
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The date of commencement of
employment, contractual or other
relationship for agents that have yet
to receive initial privacy orientation
and the scheduled date of the initial
privacy orientation.

All HHS/CritiCall staff and other agents have received
CCIS privacy and security orientation as part of their
onboarding.

The number of agents who have
attended and who have not attended
ongoing privacy training each year
since the prior review by the IPC.

In 2019 — 89 HHS/CritiCall agents attended ongoing (role
specific) privacy and security training since the prior
review by the IPC.

In 2020 — 93 HHS/CritiCall agents attended ongoing {role
specific) privacy and security training since the prior
review by the IPC.

In 2021 - 119 HHS/CritiCall agents attended ongoing
(role specific) privacy and security training since the prior
review by the IPC.

From January 1, 2022 to August 2, 2022 — 4 agents
completed ongoing privacy and security training. Zero
agents have not attended ongoing privacy and security
training.

Zero agents have not attended ongoing CCIS privacy and
security training each year since the prior review by the
IPC.

The dates and numbers of
communications to agents by the
prescribed person in relation to
privacy since the prior review by the
IPC and a brief description of each
communication.

Since the prior review by the IPC, the following
communications have been provided to agentsin
relation to privacy:

CCIS privacy and security policies and procedures
were reviewed during CCIS Role Specific Privacy and
Security Training and Education sessions (provided to
HHS/CritiCall staff and other agents, including CCSO
and third-party service provider staff) on the
following dates:

e January 2020

s  May 2020

e June 2020

¢ September 2020
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s QOctober 2020

e QOctober 26, 2021

s November 26, 2021
* May19, 2021

s Jlanuary 12,2022

e August 2, 2022

Privacy and security are standing items on CritiCall
Ontario’s CCIS Operations Committee which meets
guarterly at a minimum. The following are the dates of
all meetings held since the prior review by the IPC:

« April 23, 2020

« May 25, 2020

« June 29, 2020

o July29, 2020

e September 22, 2020
e Qctober 29, 2020

s December 14, 2020
e June 2021

e lanuary 21, 2021

e March 02, 2021

e April 07, 2021

¢ May10, 2021

e June 07, 2021

e July15, 2021

e August 18, 2021

e February 4, 2022

Effective June 2021, many of these committee
meetings were rolled into the CCIS Modernization
Project discussions. These discussions are taking
place several times a week and will continue until
further notice.

The PSIT Steering Committee meets monthly with a
small working group, addressing privacy and security
matters; and quarterly with a larger cross-sectional
group. The Committee has met on the following
dates since its inception:
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s 2021-06-10
o 2021-07-08
o 2021-07-14
e 2021-07-26
s 2021-09-09
e 2021-10-14
e 2021-12-02
e 2022-01-20
s 2022-03-03
e  2022-04-07
e 2022-05-05
e 2022-06-16 .
e 2022-07-21

On occasion, the Privacy Lead will share media
articles related to privacy with the Leadership
team or all staff such as:

e 2021-11-18: email sent to leadership re:
Province sued aver privacy breach.

s 2022-01-28: email to all CritiCall staff sent
on data privacy day with tips about privacy
and data protection.

Security Training and Awareness

The number of agents who have All staff working at HHS/CritiCall receive initial privacy |

received and who have not received and security orientation prior to their start date.
initial security orientation since the
prior review by the IPC. 73 HHS/CritiCall agents with access to PHI for their CCIS

job-related accountabilities, have attended initial CCIS-
role specific privacy and security orientation since the
prior review by the IPC.

The date of commencement of All HHS/CritiCall staff and other agents have received
employment, contractual or other initial CCIS privacy and security orientation.
relationship for agents that have yet
to receive initial security orientation
and the scheduled date of the initial
security orientation.
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The number of agents who have
attended and who have not attended
chgoing security training each year
since the prior review by the IPC,

In 2019 — 89 HHS/CritiCall agents attended ongoing (role
specific) privacy and security training since the prior
review by the IPC.

In 2020 —93 HHS/CritiCall agents attended ongoing (role
specific) privacy and security training since the prior
review by the IPC,

In 2021 - 119 HHS/CritiCall agents attended ongoing
(role specific) privacy and security training since the prior
review by the IPC.

From January 1, 2022 to August 2, 2022 — 4 agents
completed ongoing privacy and security training. Zero
agents have not attended ongoing privacy and security
training.

Zero agents have not attended ongoing CCIS privacy and
security training each year since the prior review by the
IPC.

The dates and numbers of
communications to agents by the
prescribed person in relation to
information security since the prior
review by the IPC and a brief
description of each communication

See the answer to Indicator 4 under Privacy Training
and Awareness.

Confidentiality Agreements -~

The number of agents who have
executed and who have not executed
confidentiality agreements each year
since prior review by the IPC.

73 HHS/CritiCall agents have executed confidentiality
agreements since prior review by the IPC. Zero agents
have not executed confidentiality agreements, The
breakdown by year is as follows:

2019: 16 Agents have executed confidentiality agreements
2020: 14 Agents have executed confidentiality agreements
2021: 17 Agents have executed confidentiality agreements
2022: 26 Agents have executed confidentiality agreements

There are no agents who have yet to execute
confidentiality agreements.
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rThe date of commencement of
employment, contractual or other
relationship for agents that have yet
to execute the confidentiality
agreement and the date by which the
agreement must be executed.

All agents have executed Confidentiality Agreements.
There are no agents who have yet to execute the
Confidentiality Agreement.

Términation or Cessation

The number of notifications
received from agents since prior
review by the IPC related to
termination of their employment,
contractual or other relationship
with the prescribed person.

HHS/CritiCall has received 26 notifications from
agents since prior review by the IPC related to
termination of their employment, contract or other
relationship with the prescribed person.

ORGANIZATIONAL INDICATORS
Risk. Management R

Indicator:

| Response:

The dates that the corporate risk
register was reviewed by the
prescribed person since prior review
by the IPC.

HHS/CritiCall maintains a Corporate Risk Register for the
CCIS.

The CritiCall risk register, in relation to the CCIS, was
reviewed on:

e  March 2020

e QOctober 2020
September 21, 2021
June 21, 2021
February 24, 2022
April 6, 2022
August 15, 2022

In addition to CritiCall’s Enterprise Risk Committee {ERM),
the CCIS Modernization Project maintains a CCIS Risk
Register and has been meeting at least weekly since June
2021.

Whether amendments were made to
the corporate risk register as a result
of the review, and if so, a brief
description of the amendments
made.

No amendments were made to the HHS Corporate Risk
Register related to CCIS in response to the reviews
noted above. However, additional risks are added as
identified or updates to risks are made as risks are
mitigated. This is an iterative process.

Business Continuity and Disaster Recovery .
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The dates that the business
continuity and disaster recovery
plan was tested since the prior
review by the IPC.

CritiCall Ontario’s Onsite generator (Diesel) and
uninterruptable power supply (UPS) were tested on the
following dates: '

2020:

UPS Gamma - (Yearly) -07/21/2020
Generators - DG1-16{quarterly)
03/09/2020

06/01/2020

09/14/2020

12/07/2020

2021:

UPS Gamma - (Yearly) - 07/20/2021
Generators - DG1-16{quarterly)
03/08/2021

06/07/2021

09/06/2021

12/06/2021

2022 Response:

UPS Gamma - (Yearly) —07/19/2022
Generators - DG1-16(quarterly)
3/07/2022 - Completed

6/06/2022 - Completed

9/06/2022 - Scheduled

12/05/2022 - Scheduled
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Whether amendments were made to
the business continuity and disaster
recovery plan as a result of the
testing, and if so, a brief description
of the amendments made.

11/2021: IT updated the Rogers diagram in the BCP
appendices.

2021/11/27: Removal of Joanne Dempsey.

2022/09/01: Replace Ryan Rebello with Maheen Shaikh.
2023/06/16: Replace Maheen Shaikh with lvy Dao and
replace Anoshan Ariharakumaran with Jagbir Sandhu,
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