
What’s New at the IPC 

Brian Beamish 
Information and Privacy  

Commissioner 

PHIPA Connections Summit 

December 3, 2015  



Strategic Direction 

• 2015 has seen a re-focusing of IPC priorities: 

– Focus on Ontario 

– Practical advice to Ontario institutions and 
organizations 

– Co-operative consultations on legislative initiatives 

– Ensure IPC is an efficient, effective tribunal 

 



Updating PHIPA 



Recommendation in Support of ePHIPA          
from our 2014 Annual Report 





Bill 119  

• Introduced on September 16, 2015 – similar to Bill 78 

• In relation to the shared provincial electronic health 
record (EHR), the Bill: 

– Sets out rules for collection, use and disclosure;  

– Establishes processes by which individuals can 
implement consent directives; and  

– Establishes processes by which individuals access 
their records of PHI. 

 



Additional Features 

• The Bill proposes to: 

- Require privacy breaches to be reported to the 
IPC and to relevant regulatory colleges; 

- Remove the six month limitation period for 
prosecutions; and 

- Double fines for offences to $100,000 for 
individuals and $500,000 for organizations. 



 

PHIPA Process Review 



PHIPA Process Review 

• 10+ years of experience handling PHIPA complaints. 

• Volume of complaints will continue to increase with no 
expectation of increased resources. 

• Are changes to our processes required for efficiency, 
fairness, consistency? 

• Are IPC processes transparent enough to the 
public/custodians? 

• Can we do a better job of providing precedents and 
guidance through our tribunal function? 

 

 



Simplifying the PHIPA Process 



NEW PHIPA PROCESSES 

• As a result of these changes, the IPC will now be: 

– publishing an expanded range of PHIPA decisions; 

– clarifying the roles and responsibilities of the three 
stages of the tribunal processes: Intake; 
Investigation/Mediation; and Adjudication; 

– following similar processes for all types of complaints. 

 
 



First Two PHIPA Decisions 



PHIPA Decision 17 
• Issued Nov. 10, 2015; 

• First IPC Decision examining 
application of PHIPA and FIPPA             
to a request made to a hospital; 

• Decision discusses: 

– Status of hospital under the acts; 

– Application of PHIPA/FIPPA to 
records; 

– Meaning of “primarily dedicated” 
to health care; 

– Ability of complainant to make 
request on behalf of wife/daughter. 



Updates and 
Improvements 



• Privacy impact assessments    
(PIAs) are tools to identify    
privacy impacts and risk 
mitigation strategies. 

• PIAs are widely recognized as a 
best practice. 

• This guide provides institutions 
with step-by-step advice on how 
to conduct a PIA from beginning to 
end.  
 

Planning for Success: Privacy Impact 
Assessment Guide 



PIA Methodology and Tools 

Key Steps Tools 

1. Preliminary Analysis 
    Is personal Information involved? 

Appendix A: Questionnaire 

2. Project Analysis 
    Gather project info, people and resources, and map    
data flows 

Appendix B: Questionnaire 

3. Privacy Analysis 
     Identify and mitigate risks 

Appendix C: Checklist 

4. PIA Report 
     Document findings, get approval, proceed 

Appendix D: Template 

 Downloadable Worksheet containing all Appendices: https://goo.gl/aRS8I4  

https://goo.gl/aRS8I4


Updates and Improvements 

• We are in the process of updating our health privacy 
publications to respond to frequently asked questions 
about PHIPA and to address changes over time that 
affect the information management practices of health 
information custodians (HIC). 

• We are also in the process of launching a new website – 
coming early spring. It will: 

– cover a broader range of subjects in both access and privacy; 

– be easier to navigate with a more streamlined search function; 

– be targeted to both public and professional audiences. 



Updated Circle of Care 

• Updated August, 2015. 

• Thorough review. 

• Introduced gender-
neutral language. 



Updated PHIPA FAQ 
• Revised October, 2015. 

• Updated information includes: 

– Questions on assumed implied consent and 
consent from children under 16. 

– Questions regarding the relationship 
between PHIPA and FIPPA/MFIPPA. 

– Notification requirements in the event of a 
breach. 

– Responsibilities with respect to 
accountability and openness. 

– Requirements in the event of a change of 
practice. 

– Emergency disclosure. 

– Obtaining health records of a deceased 
individual. 

– Storing, accessing and disclosing personal 
health information outside of Ontario. 

– Fees associated with a request to access 
health records. 

 



Updated Health Cards/Numbers FAQ 

• Revised November, 2015. 

• Revision answers these questions: 

– Who may require individuals to 
provide their health cards? 

– Who may collect, use or disclose 
health numbers and under what 
circumstances? 

– Can health cards serve as proof    
of identification? 

– What should you consider before 
asking individuals to provide a 
health card or health number? 

 



Frontline #HealthPrivacy 

• New initiative from our office. 

• Goal is to establish an online 
community between the IPC and 
frontline health care workers. 

• This resource will provide a constant 
stream of information to health care 
workers on their responsibilities to 
protect privacy and the confidentiality 
of personal health information (PHI).   

• You can join us on Facebook, Twitter, 
LinkedIn and YouTube. 



Unauthorized Access 



Meaning of Unauthorized Access 

• When you view, handle or otherwise deal with phi 
without consent and for purposes not permitted by 
PHIPA, for example: 

• When not providing or assisting in the provision of health 
care to the individual; or 

• When not necessary for the purposes of exercising 
employment, contractual or other responsibilities. 

• The act of viewing PHI on its own, without any further 
action, is an unauthorized access. 
 



Consequences  
of Snooping 

• Reviews and Decisions by 
the IPC 

• Prosecution and fines 

• Statutory or common law 
actions  

• Investigation by law 
enforcement 

• Reputational Damage 

 

 

• Disciplinary action by 
employers  

• Disciplinary action by  
health regulatory bodies 

• Costs of containing, 
investigating and 
remediating privacy 
breach 

 

 



 

Orders HO-002, HO-010 and HO-013 
 

  

 
The IPC has issued three orders involving unauthorized access:  

Order HO-002 

 Registered nurse accessed records of the estranged spouse of 
her boyfriend to whom she was not providing care over a period 
of six weeks during divorce proceedings. 

Order HO-010 

 Diagnostic imaging technologist accessed records of the current 
spouse of her former spouse to whom she was not providing 
care over a period of nine months. 

Order HO-013 

 Two employees accessed records to market and sell RESPs 
 



Common themes 

• Orders underline need for: 

– Well developed privacy program – vip flags, notices, 
annual oath of confidentiality; 

– Staff training – and not just at orientation  

– Audit program  

– Breach response  

– Consequences 

 



Guidance Document: 
Detecting and Deterring Unauthorized Access 

• Impact of unauthorized access 

• Reducing the risk through: 

• Policies and procedures 

• Training and awareness 

• Privacy notices and warning flags 

• Confidentiality and end-user 
agreements 

• Access management 

• Logging, auditing and monitoring 

• Privacy breach management 

• Discipline 



How to Reduce the Risk 

• Clearly articulate the purposes for which employees, staff and 
other agents may access phi. 

• Provide ongoing training and use multiple means of raising 
awareness such as: 

• Confidentiality and end-user agreements. 

• Privacy notices and privacy warning flags. 

• Immediately terminate access pending an investigation. 

• Implement appropriate access controls and data minimization. 

• Log, audit and monitor access to phi. 

• Impose appropriate discipline for unauthorized access. 

 



Three Referrals for Prosecution 

• 2011 – Nurse at North Bay Health Centre. Case 
was dismissed due to an unreasonable delay. 

• 2015 – Healthcare professionals at the University 
Health Network who accessed Rob Ford’s medical 
records for unauthorized purposes. 

• 2015 – Breaches involving a family health team. 





Jones v. Tsige, 2012 ONCA 32  

• In 2012, the Ontario Court of Appeal recognized a new cause of action 
for “intrusion upon seclusion.” 

• Under this new cause of action, the plaintiff must prove that: 

• The defendant's conduct was intentional;  

• The defendant invaded, without lawful justification, the plaintiff's 
private affairs or concerns; and, 

• A reasonable person would regard the invasion as highly offensive 
causing distress, humiliation or anguish. 

• Proof of actual loss is not required for an award of damages under this 
tort. 

• Court of Appeal capped damages at $20,000.  



Hopkins v. Kay, 2015 ONCA 112  

• Plaintiffs allege that the  Peterborough Regional Health Centre 
(the “Hospital”) breached the privacy interests of approximately 
280 patients when their records were intentionally and 
wrongfully accessed. 

• Hospital argued that PHIPA was an “an exhaustive code that ousts 
the jurisdiction of the Superior Court to entertain any common 
law claim for invasion of privacy rights in relation to patient 
records.” 

• Hospital relied on the provisions in PHIPA allowing proceedings in 
Superior Court based on IPC orders and convictions for offences. 

 

 



Hopkins v. Kay  

• IPC intervened and submitted that PHIPA did not oust common 
law claims for invasion of privacy. 

• Court of Appeal agreed, stating that: 

– IPC was not intended to play a comprehensive or expansive 
role in dealing with individual complaints; and, 

– PHIPA expressly contemplates other proceedings in relation 
to PHI. 

• An application for leave to appeal was dismissed by the Supreme 
Court of Canada. 

 

 

 



 

 

 

 

 

 

How to Contact Us 

Information and Privacy Commissioner of Ontario 

2 Bloor Street East, Suite 1400 

Toronto, Ontario, Canada 

M4W 1A8 
 

Phone: (416) 326-3333 / 1-800-387-0073 

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca 

https://www.ipc.on.ca/
mailto:info@ipc.on.ca
https://www.facebook.com/IPCOntario/?fref=ts
https://twitter.com/IPCinfoprivacy
https://www.linkedin.com/company/office-of-the-information-and-privacy-commissioner---ontario-canada
https://www.youtube.com/channel/UCff_vJ7GY4Q8gR-_oBKsaNA

