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• The Office of the Information and Privacy Commissioner of Ontario
• Update on Bill 194
• The Shifting Regulatory and Governance Landscape for AI
• Fundamental Principles for the Responsible Development and Use of AI
• AI Scribes in Ontario’s Health Sector: Guidance for Procurement, 

Implementation, and Use 
• Discussion and Questions for the Fellows

Agenda
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The Office of the Information and 
Privacy Commissioner of Ontario
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Information and Privacy Commissioner of Ontario
• Ontario’s Information and Privacy Commissioner (IPC) is

an officer of the legislature
• Appointed by and reports to the Legislative Assembly of Ontario
• Independent of the government of the day 

• The IPC has authority under the following laws: 
• Freedom of Information and Protection of Privacy Act (FIPPA) 
• Municipal Freedom of Information and Protection of Privacy Act 

(MFIPPA)
• Personal Health Information Protection Act, 2004 (PHIPA)
• Child, Youth and Family Services Act, 2017 (CYFSA)
• Anti-Racism Act, 2017 (ARA)
• Coroners Act

Patricia Kosseim
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IPC’s Role in the Health Sector
Health Policy
• Consult with government regarding proposed health-

related legislation and regulation

• Provide guidance for the health sector and public

• Participate in speaking engagements and provide 
presentations 

• Conduct three-year reviews of prescribed entities, 
persons, and organizations

• Participate in consultations with health sector 
organizations including selected review and comment on 
health sector organization policies

• Conduct research on access and privacy issues relevant 
to the health sector

• Consult with Ontario Health regarding interoperability 
standards 

Tribunal
• Investigate privacy complaints under PHIPA 

• Resolve access to information/correction appeals 

• Issue access and privacy decisions

• Receive/investigate point-in-time privacy breach reports

Communications
• Respond to questions from the public regarding PHIPA 

through info@ipc.on.ca

• Provide information to the public, including on our 
website https://www.ipc.on.ca/en 

• Receive annual statistical reporting of breaches and 
prepare annual reports

https://www.ipc.on.ca/en/resources/guidance
https://www.ipc.on.ca/en/resources/forms/speaking-engagement-request
https://www.ipc.on.ca/en/media-centre/multimedia/past-presentations
https://www.ipc.on.ca/en/media-centre/multimedia/past-presentations
https://www.ipc.on.ca/en/decisions/three-year-reviews-and-approvals-under-phipa
https://www.ipc.on.ca/en/resources/guidance-organizations/policy-consultations
https://www.ipc.on.ca/en/privacy-individuals/filing-a-privacy-complaint
https://www.ipc.on.ca/en/resources/forms/file-complaint-about-accesscorrection-request-under-ontarios-health-privacy-law
https://www.ipc.on.ca/en/decisions/latest-decisions
https://www.ipc.on.ca/en/resources/forms/report-privacy-breach-your-organization
mailto:info@ipc.on.ca
https://www.ipc.on.ca/en
https://www.ipc.on.ca/en/access-organizations/annual-statistical-reporting
https://www.ipc.on.ca/en/all-annual-reports
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Update on Bill 194: Strengthening Cyber Security and 
Building Trust in the Public Sector Act, 2024 
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Bill 194
• On November 25, 2024, Bill 194, the Strengthening Cyber Security and Building Trust in the Public 

Sector Act, 2024 received Royal Assent.
• Bill 194 aimed at strengthening digital infrastructure and data privacy protections within public 

entities and services in Ontario.
• In addition to making amendments to FIPPA, Bill 194 created a new law, the Enhancing Digital 

Security and Trust Act, 2024 (EDSTA) that includes provisions related to:
• The development and implementation of cyber security programs and reports that are to be submitted to the 

Minister of Public and Business Service Delivery on cyber security.

• How public sector entities use AI systems.

• How children’s aid societies and school boards collect, use, retain or disclose digital information relating to 
individuals under age 18.

• The EDSTA and some of the amendments to FIPPA came into force on Jan 29, 2025. 
• Other amendments to FIPPA will come into force on July 1, 2025.
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IPC’s Submission on Bill 194
“The legislation, as drafted, would establish significant regulation-
making powers in respect of cyber security, AI systems, and digital 

technologies affecting individuals under the age of 18. 
The IPC agrees that these areas of societal activity pose high risk to 

Ontarians’ privacy and human rights and require urgent 
government intervention. 

However, as currently worded, Schedule 1 of Bill 194 lacks the 
statutory protections needed to protect privacy and human rights 
and fails to provide the level of transparency and accountability 

that are necessary to secure Ontarians’ trust in how the 
government will effectively govern these high-risk areas.”

https://www.ipc.on.ca/en/resources/ipc-comments-bill-194-strengthening-cyber-security-and-building-trust-public-sector-act 

https://www.ipc.on.ca/en/resources/ipc-comments-bill-194-strengthening-cyber-security-and-building-trust-public-sector-act
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IPC’s Recommendations on the AI portion of the EDSTA 

• Codify fundamental AI principles and guardrails into the statute.
• Adopt a risk-based regulatory approach for AI.
• Specify no-go zones.
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Bill 194: Ontario’s Missed Opportunity to Lead on AI

“AI is already transforming public services in Ontario, shaping 
decisions in health care, education, and social services. Done right, 
AI can enhance efficiency and improve outcomes. Done wrong, it 

can cause serious harms and have discriminatory impacts. 
Bill 194 was Ontario's chance to set clear statutory guardrails for 

public sector use of AI. 
Unfortunately, that chance has come and gone, leaving Ontarians 

without the certainty and protections they deserve.”

https://www.ipc.on.ca/en/media-centre/blog/bill-194-ontarios-missed-opportunity-lead-ai 

https://www.ipc.on.ca/en/media-centre/blog/bill-194-ontarios-missed-opportunity-lead-ai
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Shifting Regulatory and Governance 
Landscape for AI 
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Paris AI 
Action 
Summit 
Feb 2025

https://www.transformernews.ai/p/paris-ai-summit-failure 

https://aigs.ca/  newsletter Feb 28, 2025

https://www.transformernews.ai/p/paris-ai-summit-failure
https://aigs.ca/
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International AI Safety Report (Jan 2025):
Some Key Findings

https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf 

https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
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The Shifting Regulatory 
and Governance Landscape 



Information and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

https://www.cnbc.com/2025/03/13/openai-lobbies-trump-admin-to-
focus-ai-on-speed-light-regulation.html 

https://www.biometricupdate.com/202503/as-trumps-ai-deregulation-job-
cuts-sink-in-industry-gets-spooked 

https://www.cnbc.com/2025/02/20/europe-risks-becoming-museum-without-innovating-
in-ai-swedish-pm.html 

https://buenosairesherald.com/business/tech/is-argentina-going-to-be-
the-worlds-next-ai-hub 

https://www.japantimes.co.jp/news/2025/02/23/japan/crime-
legal/personal-info-law-revision-ai/ 

https://www.cnbc.com/2025/03/13/openai-lobbies-trump-admin-to-focus-ai-on-speed-light-regulation.html
https://www.cnbc.com/2025/03/13/openai-lobbies-trump-admin-to-focus-ai-on-speed-light-regulation.html
https://www.biometricupdate.com/202503/as-trumps-ai-deregulation-job-cuts-sink-in-industry-gets-spooked
https://www.biometricupdate.com/202503/as-trumps-ai-deregulation-job-cuts-sink-in-industry-gets-spooked
https://www.cnbc.com/2025/02/20/europe-risks-becoming-museum-without-innovating-in-ai-swedish-pm.html
https://www.cnbc.com/2025/02/20/europe-risks-becoming-museum-without-innovating-in-ai-swedish-pm.html
https://buenosairesherald.com/business/tech/is-argentina-going-to-be-the-worlds-next-ai-hub
https://buenosairesherald.com/business/tech/is-argentina-going-to-be-the-worlds-next-ai-hub
https://www.japantimes.co.jp/news/2025/02/23/japan/crime-legal/personal-info-law-revision-ai/
https://www.japantimes.co.jp/news/2025/02/23/japan/crime-legal/personal-info-law-revision-ai/
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Fundamental Principles for the 
Responsible Development and Use of AI
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Valid & 
Reliable

Privacy 
Protective

Safe

Transparent

Human 
Rights 

Affirming

Accountable

Fundamental Principles for the Responsible 
Development and Use of AI 
From the IPC’s submission on Bill 194

• There are many sets of principles related to AI that have been developed 
worldwide - across these we can see universal principles emerging.

• At a fundamental level, public sector entities developing or deploying AI 
systems must ensure that such systems are: 

• Valid and reliable
• Safe
• Privacy protective
• Transparent
• Accountable
• Human rights affirming
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AI Scribes in Ontario’s Health Sector 
Guidance for Procurement, Implementation, and Use
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What is an AI Scribe?

• Fundamentally, an AI scribe is a transcription tool that can summarize 
health care visits and populate this information into a health 
information custodian’s (custodian) electronic medical record.

• They may also produce medical notes, reports, or referral letters. 
• Some offer additional features such as recommended diagnosis, 

treatment, prescription medications, and laboratory tests. 
• Some vendors are actively seeking to expand to other settings 

including physiotherapy, chiropractic, and mental health. 
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AI Scribe Guidance for the Health Sector

• AI scribes have the potential to bring relief to the primary care crisis in 
Ontario, but there is a risk that they may worsen or create new 
problems if they are not robustly developed and maintained. 

• It is important for custodians to consider the potential harms and 
challenges of AI in the health sector, especially related to 
accountability, validity, reliability, safety, privacy, transparency, and 
human rights. 

• As AI scribes evolve and implementation expands, so too will the risks 
and human rights considerations. 
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Reliable

Accountable Accountable
• Under PHIPA, custodians are 

ultimately accountable for the 
actions of their agents and any 
other party acting on their behalf 
to collect, use, disclose, retain, 
transfer, or dispose of records of 
personal health information that 
are in their custody or control. 

• Before procuring, implementing, 
and using an AI system like an AI 
scribe, custodians should have a 
robust AI Governance and 
Accountability Framework in place.

AI Governance and Accountability Framework
Recommended components
• AI governance committee

• Policies, practices, and procedures
• Training and awareness
• Initial and ongoing assessment, monitoring, 

and testing

• AI risk management framework
• Human oversight
• Complaint and inquiry mechanisms

• Recourse, reporting, and notification 
mechanisms

• Confidentiality and end user agreements
• Contractual safeguards
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• Robust design and third-party assessment
• Before procuring, implementing, and using AI scribes, custodians are 

expected to take steps to ensure it has been the subject of robust design 
and has been rigorously tested, ideally by an independent third-party. 

• Role of custodians in ensuring accuracy
• Under PHIPA, custodians are required to take reasonable steps to ensure 

that the personal health information they use and disclose is accurate, 
complete, and up to date.

• Custodians who procure, implement, and use AI scribes must have 
adequate administrative and technical safeguards in place to protect 
records of personal health information from inaccuracy. 

Valid & 
Reliable
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Privacy Protective
• Legal authority and compliance

• Custodians have obligations under PHIPA that cover the collection, use, and disclosure of 
personal health information, and this includes through the use of an AI system like an AI scribe. 

• Consent
• Custodians must ensure that individuals are meaningfully informed of the use of an AI scribe. 
• Where the collection, use or disclosure of PHI is done with consent, custodians must ensure that 

individuals are provided an opportunity to withhold consent prior to using the AI scribe. 

• Access and correction of health records
• Custodians must ensure that adequate administrative and technical measures are in place to 

ensure they meet their obligations to provide individuals with access to and correction of 
records of their PHI that are generated or altered by AI scribes.

• Data minimization and purpose limitation
• In the context of AI scribes, custodians must consider whether they have the authority to 

disclose PHI to the AI scribe vendor or if other information, such as de-identified data would 
serve the purpose. 
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Safe
• Assessments

• Privacy Impact Assessment (PIAs)
• Threat Risk Assessments (TRAs)
• AI specific assessments (e.g. Algorithmic Impact Assessments)
• Vendor assessments
• Ethical assessments

• Ongoing monitoring and testing of the AI model
• Custodians should take reasonable steps to ensure that the AI scribe is subject to monitoring 

and testing that is both regularly scheduled as well as based on certain trigger thresholds.

• Collection and retention of recordings and transcripts
• Custodians must carefully consider their legal authority to collect and retain recordings and 

transcripts and the necessary safeguards to protect them.

• Disclosure and data sharing with AI scribe vendors
• Custodians must not disclose personal health information without a legal authority to do so 

and must have appropriate administrative, technical, and physical safeguards in place. 
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• Custodian monitoring, auditing, and logging and agents

• Custodians must ensure they have robust administrative, technical, and physical safeguards 
in place to protect records of PHI against unauthorized use or disclosure by their agents. 

• Safeguarding against cybersecurity breaches
• Custodians must ensure that they and their AI scribe vendor both have in place robust 

administrative and technical safeguards to prevent, detect, mitigate, and remediate against 
cybersecurity attacks. 

• Secure storage and transfer of PHI when using AI scribes
• PHIPA sets out obligations for custodians that require them to transfer and store records of 

PHI in a secure manner.

• Secure disposal of PHI when using AI scribes
• If a decision has been made to dispose of the AI scribe’s recordings or transcripts, custodians 

need to ensure they are meeting their obligations under PHIPA related to secure disposal. 
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Transparent

• Custodian transparency
• Written public statements
• Contact person and responding to inquiries and complaints
• Access and correction of records of PHI
• Breach notification, reporting obligations, and complaints to the IPC

• AI scribe vendor transparency
• Transparency of vendor privacy policy and data practices
• Transparency measures related to the AI model
• Technical measures to support transparency
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• Ethical assessments
• Prior to procuring, implementing, or using an AI system, custodians 

must consider whether their application in the health sector is 
appropriate and ethical. 

• The OHRC and the Law Commission of Ontario have developed a 
Human Rights AI Impact Assessment to assist in the prevention, 
detection, and mitigation of bias and discrimination and to uphold 
human rights obligations throughout the AI lifecycle.

• Consultation with affected individuals and groups
• Custodians should take steps to ensure sufficient consultation and 

involvement with affected individuals and groups when they 
procure, implement, and use AI scribes.

Human Rights Affirming

https://www.ohrc.on.ca/sites/default/files/Human%20Rights%20Impact%20Assessment%20for%20AI.pdf
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Discussion and Questions for the Fellows 
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Questions for the Fellows

• What types of AI solutions are being considered or have been implemented 
in your organizations and what is your impression of them so far?

• When it comes to safeguarding patient privacy, what are some of the 
biggest challenges you are facing as you think about developing or 
procuring AI solutions?

• What sort of guidance would you find helpful from the IPC as you consider 
developing, procuring, implementing, or using AI in your organizations?
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Additional Resources
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IPC-Related References
• Bill 194: Ontario’s missed opportunity to lead on AI (Blog post) 

• Written Submission on Bill 194: Strengthening Cyber Security and Building Trust in the Public Sector Act, 2024 

• Artificial intelligence in health care: Balancing innovation with privacy (IPC Podcast)

• Privacy Complaint Report PI21-00001 

• Joint statement on the use of AI technologies (Ontario IPC and Ontario Human Rights Commission)

• Principles for Responsible, Trustworthy and Privacy Protective Generative AI Technologies 
(Joint resolution of the federal, provincial, and territorial information and privacy commissioners)

• Resolution on Generative Artificial Intelligence Systems (Joint resolution of the Global Privacy Assembly)

• Statement on Generative AI (Roundtable of G7 Data Protection and Privacy Authorities)

• IPC Ontario Comments on Ontario’s Trustworthy AI Framework

https://www.ipc.on.ca/en/media-centre/blog/bill-194-ontarios-missed-opportunity-lead-ai
https://www.ipc.on.ca/en/resources/ipc-comments-bill-194-strengthening-cyber-security-and-building-trust-public-sector-act
https://www.ipc.on.ca/en/media-centre/podcast/s4-episode-4-artificial-intelligence-health-care-balancing-innovation-privacy
https://decisions.ipc.on.ca/ipc-cipvp/privacy/en/item/521580/index.do
https://www.ipc.on.ca/en/media-centre/news-releases/joint-statement-information-and-privacy-commissioner-ontario-and-ontario-human-rights-commission-use
https://priv.gc.ca/en/privacy-topics/technology/artificial-intelligence/gd_principles_ai/
https://globalprivacyassembly.org/wp-content/uploads/2023/10/5.-Resolution-on-Generative-AI-Systems-101023.pdf
https://www.edps.europa.eu/system/files/2023-06/23-06-21_g7roundtable_202306_statement_en.pdf
https://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwis96eAjeWCAxVcNzQIHTZqDxwQFnoECCAQAQ&url=https%3A%2F%2Fwww.ipc.on.ca%2Fwp-content%2Fuploads%2F2021%2F06%2F2021-06-04-ipc-comments-on-ai-framework.pdf&usg=AOvVaw1igfeNARw0RdFx3ku5sNFU&opi=89978449
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2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 

Thank you!


	AI in Ontario’s Health Sector�Discussion with AMS-Fitzgerald Fellows
	Agenda
	The Office of the Information and �Privacy Commissioner of Ontario
	Information and Privacy Commissioner of Ontario
	IPC’s Role in the Health Sector
	Slide Number 6
	Bill 194
	IPC’s Submission on Bill 194
	IPC’s Recommendations on the AI portion of the EDSTA 
	Bill 194: Ontario’s Missed Opportunity to Lead on AI
	Slide Number 11
	Paris AI Action Summit �Feb 2025
	International AI Safety Report (Jan 2025):�Some Key Findings
	The Shifting Regulatory �and Governance Landscape 
	Slide Number 15
	Slide Number 16
	Fundamental Principles for the Responsible Development and Use of AI 
	Slide Number 18
	What is an AI Scribe?
	AI Scribe Guidance for the Health Sector
	Accountable
	Valid and Reliable
	Privacy Protective
	Safe
	Safe
	Transparent
	Human Rights Affirming
	Slide Number 28
	Questions for the Fellows
	Additional Resources
	IPC-Related References
	Thank you!

