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Disclaimer
• IPC guidance and presentations are for informational purposes ONLY.
• We do not endorse, approve, or certify any proposal, program, service, device, or technology, and we do not confirm 

or provide legal advice.  (Also:  I’m not a lawyer!)
• What I say here today does not bind the IPC’s Tribunal, which may be called upon to adjudicate the authorities under 

which a person or organization completes its roles and responsibilities, and whether it has complied with the 
obligations applicable to those roles.

• In addition, my views do not necessarily represent the views of the organization as a whole.
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Research under PHIPA
• PHIPA is one of the most misunderstood pieces of legislation I’ve ever observed.

• PHIPA is fundamentally an enabler of the work that you do in clinical trials, despite the widespread 
perception that it’s a barrier.

• Sets out authorities for conducting research on the foundational understanding that a) health 
research is an important thing and b) basic protections for the personal health information are 
expected.

• Avoids codifying exactly what research conduct is or is not, allowing enormous flexibility in what 
can be done

• Specifically, defines research as PHIPA defines research as “a systematic investigation designed to 
develop or establish principles, facts or generalizable knowledge, or any combination of them, and 
includes the development, testing and evaluation of research” .

• The IPC – the regulator of PHIPA – has as one of its key priorities “Trust in Digital Health”, which 
specifically refers to the promotion of the (privacy-protective) use of personal health information for the 
public good.
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Research expectations under PHIPA 
• Research is allowed as a general use by the custodian, with a research plan and REB 

approval.
• Disclosure for research requires an application in writing, a research plan, and a copy of an 

REB approval.
• The research plan must describe the affiliation of researchers, the nature and 

objectives of the research, and the anticipated scientific benefit.
• The REB must consider the data minimization principles, appropriate privacy and 

security safeguards, the public interest of the research, and the practicality of 
obtaining consent to perform the research, and must specify any conditions for the 
research.

• The discloser and researcher must have an agreement.
• The researcher must comply with the REB, must use the PHI only for the specified 

purpose, must not publish identifiable information, must not disclose PHI except by law, 
must not make contact with the subjects without their consent, and must notify in bases of 
breach.
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UTOPIAN Decision (PHIPA Decision 243)
• The recent UTOPIAN decision (PHIPA Decision 243) was a major finding about the conduct of research studies, and found 

that 
• there was a failure to comply with the section 44 PHIPA obligations for research
• the IPC found that the university failed to provide custodians with a research plan and the REB decision approving 

the plan. 
• the university collected personal health information without valid REB approval at times when the REB approval 

had lapsed, and failed to provide notice of one of these breaches.
• the investigator was also not satisfied with the university’s claim that the Provider Agreement was effectively 

amended by sending the amendment emails about changes to the collection, finding that the university should 
have taken steps to ensure that custodians clearly, unambiguously and unequivocally communicated their 
acceptance of the proposed amendment to the Provider Agreement, instead of relying on silence.
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Key Takeaways from PHIPA 243
• Researchers must ensure that they provide custodians with all required information under PHIPA so that custodians can 

make an informed decision about their participation in a health research project. 

• When significant amendments are made to a health research plan, researchers should take steps to ensure custodians 
clearly and explicitly communicate their acceptance of the proposed amendments. For instance, in this case, copies of the 
revised Provider Agreement with the updated consent form could have been sent with the request that custodians execute 
these, by including a link in the email for the custodians to click to indicate acceptance, or similar means.

• Researchers should reconsider their traditional methods of notifying patients about research (by way of posters in 
physicians’ physical offices) and reassess their effectiveness particularly in a context of virtual health care. For instance, a 
research plan could be varied in such a way as to propose an alternative and more effective form of notice where virtual 
care is more prevalent.

• Researchers should be transparent and maintain open lines of communication with custodians about the collection and 
use of personal health information to build up their trust in the research

• Researchers should periodically reassess the robustness of their de-identification procedures to minimize re-identification 
risks that evolve over time with changes to the research plan and/or changes to the dynamic research environment. 
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Other Relevant Points
• REB approval does not grant legal authority to collect, use, or disclose PHI!
• PHIPA specifies that only one REB approval is required for a research project.  

• Multiple approvals are the business of the organizations requiring them, not of 
the law.

• Your organization’s protocols for research – including for clinical trials - must be robust, 
and can help set the minimum standards for agreements for data sharing.

• It sets the law and legal expectations generally for you.
•  Getting consent from individuals:  PHIPA specifies this as a legitimate use when the 

personal health information used by the custodian for this purpose is limited to the 
name and contact information of the individual and the name and contact information 
of the substitute decision-maker, where applicable.
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HOW TO CONTACT US

2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539   
 

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Direct: andrew.drummond@ipc.on.ca
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