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Mission, Mandate & Values 

• MISSION: We champion and uphold the public’s right to know 
and right to privacy

• MANDATE: We resolve access to information appeals and privacy 
complaints, review and approve information practices, conduct 
research and deliver education and guidance on access and 
privacy issues, and comment on proposed legislation, programs 
and practices

• VALUES: Respect, Integrity, Fairness, Collaboration and Excellence



Recent IPC Highlights 
• Highlights:

– Revitalized Reaching Out 
to Ontario program

– Record number of 
consultations/working 
groups

– Sharing the results    
of our work in practical        
guidance materials 

– Legislative consultations on Recordkeeping, Street Checks, 
ePHIPA, Ontario Retirement Pension Plan 



ACCESS
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Total Appeals Received Per Year  

2005


Chart1

		756

		916

		1403



2010

2015

1,403



Sheet1

		2005		756

		2010		916

		2015		1,403





Sheet1

		





Sheet2

		





Sheet3

		







Total Orders Issued
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Mediation: 
Success Behind the Scenes

• Many appeals and privacy 
complaints resolved through 
intake and mediation

• Goal is to find a resolution 
which satisfies all involved

• Mediation saves significant 
time and resources 

• Vast majority of health 
privacy complaints resolved 
through mediators
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Open Contracting 
• High public interest in how government resources are 

used 
• Procurement process must be transparent and open
• Benefits:  

– Improved public confidence and trust
– Increased accountability on spending
– Increased fairness and competition
– Reduction in the number of access to information 

requests and appeals



• Contracts are not exempt–negotiated, not supplied

• IPC has called for greater transparency through routine 
and proactive disclosures in last three annual reports

• Multiple orders to disclose contracts in response to FOI 
requests for access

• Provided advice to Government of Ontario on disclosure 
of procurement information 

• OPS Open Data Directive released in January 2016

Open Contracting and the IPC 



Open Data Directive: 
Procurement and Contracts

• All contracts between the Ontario government and its  
vendors must include provisions:
– Giving the government and its vendors the right to 

publish contracts as open data
– Requiring vendors to agree that financial data of 

contracts are not commercially sensitive and may 
be released

• Information for every contract awarded (e.g. vendor 
name, financial payment information) must be 
published in a timely manner



• Improve transparency of government 
spending and reduce resources 
required to respond to access 
requests

• Guidance on how to make 
procurement records publically 
available

• Protecting sensitive third-party 
information and personal 
information (PI)

Open Contracting 



Proactive Disclosure Examples



Public Sector and MPP Accountability and 
Transparency Act, 2014

• Became law January 2016 

• Institutions must implement reasonable measures to 
preserve records 

• Offence to alter, conceal or destroy a record with intention 
of denying access

• Changes reflect most of IPC’s recommendations from 2013 
investigation report Deleting Accountability: (“Gas Plants”)



Bill 8 Recordkeeping Amendments

• What’s new?

• Is my institution required to comply?

• What are records?

• What are the requirements?

• What are reasonable measures?

• Implementation strategies 

• Information management strategies

• Duty to document



Councillor Records 
• Request for emails between a councillor 

and an individual who was hired by the 
city to investigate alleged wrongdoings 
of City of Oshawa staff

• The city denied access, claiming it did 
not have custody of the records because 
they came from a personal email 
account

• We ordered the information be released

• Records related to government business 
that are sent from a personal email 
account are subject to access laws



New Fact Sheet Series  
• Clarifies confusion about records 

held by municipal councillors

• When and how councillors’ 
records are subject to access

• First in a new IPC series to help 
parties navigate the access to 
information process and 
understand IPC views



Personal Email/Instant Messaging
• New guidance: Instant Messaging 

and Non-Institutional Email 
Accounts: How to Meet Your Access 
and Privacy Obligations

• Designed to help manage the use of 
instant messaging and non-
institutional email accounts

Personal email and instant messaging 
(such as BBM) are subject to freedom 

of information requests. We advise 
institutions to prohibit use or enact 

measures to ensure records are 
preserved



PRIVACY



Thinking About Clouds?

• Evaluate whether cloud 
computing services are 
suitable

• Identify risks associated with 
using cloud computing

• Outline strategies to mitigate 
risks



Clouds
Risks and Mitigation Strategies

Risks
• Unauthorized Processing    

and Secondary Uses
• Covert Surveillance
• Insider Threats 
• Data Permanence 
• Loss of Access
• Identifying Applicable 

Law
• Audit
• Inability to negotiate 

terms   of service

Risk Mitigation Strategies
• Understand Your Legal and 

Policy Obligations 
• Conduct a PIA and TRA
• Minimize PI
• Know Your Cloud Service 

Provider
• Negotiate Comprehensive and 

Enforceable Contracts
• Consider Applicable Standards
• Incident Management Plan



• Complaint about municipality publishing PI collected 
as part of a variance application

• IPC found publishing was not in contravention of the 
MFIPPA – it was required under the Planning Act

• IPC recommended protective measures to keep 
information from search engines and automated 
agents

Privacy Complaint –
Publishing Private Information



Transparency, Privacy and the Internet:
Municipal Balancing Acts

Risk mitigation strategies:   
– Redaction: remove unnecessary PI
– Data minimization: request and 

store only as much PI as is 
necessary 

– Technological measures: to limit 
search-ability, E.g., robot exclusion 
protocols, images instead of text

– Transparent administration: be 
clear if information will be 
published; manage expectations



De-identification 
Guidelines for Structured Data

• “De-identification” - the process of 
removing PI from a record or data set

• Outlines a risk-based, step-by-step 
process to assist institutions in de-
identifying data sets containing PI

• Covers key issues to consider when 
publishing data:
– Release models 
– Types of identifiers 
– Re-identification attacks
– De-identification Techniques



Exercising Discretion: SIU 
• Privacy laws allow institutions 

to use discretion in releasing 
PI

• Special Investigations Unit 
(SIU) investigation of the 
shooting of Andrew Loku 
attracted significant public 
attention 

• Institutions may disclose 
details for the purposes of 
accountability and 
transparency, public 
confidence



Doctor’s Billings 

• Significant public 
attention about the 
amount doctors bill to 
public

• Decision in 1990s kept 
this information private

• New order requires 
information to be 
released – cites 
business info, public 
interest



Yes, You Can
• Collaboration with Provincial 

Advocate for Children and Youth

• Professionals sometimes cited 
privacy as the reason for refusing 
to disclose information to child 
protection workers

• Dispels myths - privacy 
legislation is not a barrier to 
sharing information about a
child who may be at risk



Disclosure to Prevent Harm 

• Ontario law (FIPPA, MFIPPA, PHIPA and the Child and 
Family Services Act) permits professionals working with 
children to share this information with a Children’s Aid 
Society, including:

– Teachers

– Police officers

– Health workers

– Social service workers 



CONSULTATIONS



ORPP

• The Ministry of Finance consulted with IPC on a series of bills 
creating the Ontario Retirement Pension Plan 

• ORPP pension administrator is not an institution under FIPPA

• We worked to ensure that the bill protects individuals’ access to 
their own PI and protects privacy by granting:

– Individuals the right to file an appeal with the IPC if not 
satisfied with an access decision

– IPC the authority to review the PI practices of the 
administrator



Situation Tables 

• Regular meetings between representatives from agencies 

• Can include police, municipalities, hospitals, social 
services and schools

• Discussions about individual cases and concerns about 
community safety or well-being

• Participants in situation tables should use de-identified 
information 

• Only share PI on a ‘need-to-know’ basis



Guidance on Situation Tables

• Wilfrid Laurier University’s Centre for Public Safety 
and Well-Being, with support from the OPP, released 
an online situation table training package 

• IPC worked with the OPP to ensure that the 
information sharing scheme in the guidance:

– Based on need-to-know principle

– Operates in a privacy-protective manner



Growing Use of 
Surveillance Technology

• Increasing use of technology in law enforcement 

• New technologies from body-worn cameras to 
stingray (ISMI catchers) raise privacy concerns 

• Balance between transparency, accountability, law 
enforcement needs and right to privacy is imperative

• To address these issues, we recommended a 
province-wide standard for police use of surveillance 
technologies in our 2016 submission to the MCSCS’ 
consultation on a Strategy for A Safer Ontario 



Body Worn Cameras 

• Body Worn Cameras (BWCs) present different challenges 
from CCTV and dashboard camera systems 

• They are mobile – increased potential to capture 
information in various settings like residences, hospitals, 
places of worship

• BWCs viewed as important transparency and 
accountability tools

• IPC was consulted by the Toronto Police Service on its 
pilot project

• Results of pilot expected this spring



PHIPA



EHR Records under Bill 119

• Sets out rules for collection, use and disclosure by:

– Establishing processes by which individuals can 
implement instructions for the use of their 
personal health information (PHI)

– Determining processes by which individuals access 
their records of PHI



Bill 119 Summary
• If passed, the Bill will:

– Require privacy breaches to be reported to our office 
/relevant regulatory colleges

– Remove requirement that prosecutions be started 
within six months 

– Double fines for offences

• 50,000 to $100,000 for individuals 

• $250,000 to $500,000 for organizations



Referrals for Prosecution
• Since my 2014 appointment, I have referred five cases to the 

attorney general for prosecution under PHIPA:
– 2015

• Two Radiations therapists at the University Health 
Network

• A social worker at a family health team
– 2016

• A registration clerk at a regional hospital
• A regulated professional at a Toronto hospital



Convictions
• Successful offence prosecutions: 

– Two radiation therapists pled guilty to willfully 
collecting, using or disclosing PHI 
• Each fined $2,000, $500 victim surcharge:

– Registration clerk pled guilty to same offence
• Clerk agreed to $10,000 fine, $2,500 victim 

surcharge 
• professional discipline 

– Two Nurses in North Bay and Peterborough 
suspended by College of Nurses of Ontario for four 
months each



PHIPA Process Review

• 10+ years of experience handling PHIPA complaints

• Volume continue to increase 

• Are changes to our processes required for efficiency, 
fairness, consistency?

• Are IPC processes transparent enough to the 
public/custodians?

• Can we do a better job of providing precedents and 
guidance through our tribunal function?



New PHIPA Processes

• Publish an expanded range of PHIPA decisions

• Clarify the roles and responsibilities of the three 
stages of the tribunal processes

• Following similar processes for all types of 
complaints



Simplifying the PHIPA Process



How to Contact Us
Information and Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073
TDD/TTY: 416-325-7539
Web: www.ipc.on.ca
E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

mailto:info@ipc.on.ca
mailto:media@ipc.on.ca
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