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Can we store personal information using 
a US based cloud service?
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Cloud computing risks
Yes, but be aware of risks such as
• loss of control by customer over technology infrastructure/loss of 

governance
• retention and secure destruction
• security
• storage location (outside Canada, subject to another country’s privacy laws, 

accessible by other country’s law enforcement?)
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Report PC12-39 – MNR hunting and fishing licensing 
system

Two MPPs raised concerns about the collection and storage of personal 
information in the US in light of the PATRIOT Act

IPC investigation found Ontario’s privacy laws do not prevent an institution 
from outsourcing services (inside our outside Canada)

Regardless of where information stored, institution is always responsible for 
privacy/security
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You can outsource data/services …

…but you can’t outsource accountability 

You always remain accountable
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Thinking about clouds?

• evaluate whether cloud computing services 
are suitable

• identify risks associated with using cloud 
computing

• outline strategies to mitigate risks
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What is a Privacy Impact Assessment 
and how to conduct a PIA?
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What are PIAs?

• process/approach for identifying and analyzing privacy risks when creating or 
changing program or system

• a good PIA analysis gives senior management, program/system designers 
sufficient information to reduce, mitigate or avoid privacy risks
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PIA benefits

ETHICAL: respond to privacy rights, and best practices, and need to be transparent 
about information handling practices

RISK MITIGATION: tool to identify privacy risks, document and implement measures to 
mitigate risks

COMPLIANCE: directives, policies, law and other legal requirements

SAVE TIME AND MONEY: avoid re-designs, delays, risk of project cancellation
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PIA guide
• includes tool to identify privacy impacts 

and risks

• intended for FIPPA and MFIPPA 
institutions

• simplified 4-step methodology

• basis for developing internal PIA policies 
and procedures
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PIA methodology and tools

Downloadable Worksheet containing all appendices can be found at www.ipc.on.ca

http://www.ipc.on.ca/
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When does the third party information 
exemption apply?
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Third party business information

Three-part test to determine if 3P exemption applies:
1. Does record contain business information

o trade secrets, scientific information, technical information, commercial information, financial 
information, labour relations information

2. Was the information supplied in confidence, implicitly or explicitly, and

3. Could disclosure cause harm to the 3P
o significant damage to competitive position, interference with contractual or other negotiations, 

similar information no longer being supplied, undue loss or gain
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Fact sheet – third party information 
exemption

• helps institutions understand how to use the 
three- part test

• additional information on how to notify affected 
third parties 
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Order PO-3721 – Ministry of Environment and Climate Change

Request to MOECC for access to storm water 
management plan for wind farm

Wind farm company appeals ministry decision to 
grant access, arguing contents would be exploited 
by anti-wind energy activists

IPC disagrees, upholds ministry’s decision; 
insufficient evidence that contents of plan could be 
used to harm the company
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Can we proactively disclose contracts?



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

Open contracting – proactive disclosure of 
procurement records
Yes, this guide explains how to make procurement 
records publicly available, while protecting 
sensitive third party information and personal 
information

Steps to take towards open contracting include:
o make proactive disclosures the default
o be transparent about your transparency
o engage stakeholders
o designing procurement process with 

limited confidentiality exceptions



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

Legal Aid Ontario
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Order MO-3499 – Dufferin-Peel Catholic School Board

School board asked for details of successful bid – to whom awarded, winning price

Board notifies contractor that it intends to release details of contract

Contractor appeals, claims record contained trade secrets

IPC disagrees - claim did not meet third party exemption test

In general, contents of a contract are not supplied – they are negotiated
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Can we release labour relations and 
employment information?
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Labour relations and employment records exclusions 
and exceptions
Most employment and labour relations records are excluded from M/FIPPA - acts do not apply

If excluded, records can be released outside of the FOI process (unless any other prohibition 
against disclosure in other law or binding agreement)

There are exceptions to the exclusion – M/FIPPA does apply to:
• agreement between institutions and trade union (collective agreements)

• agreement between institution and employee which ends proceeding before court/tribunal on 
employment-related matters (minutes of settlement)

• agreement between institution and employee resulting from negotiations between them about 
employment-related matters (severance agreements)

• expense accounts submitted by employee for reimbursement (travel expense claim)
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Releasing labour relations and employment records

Excluded

• use your discretion to release records 
outside of formal FOI process, if there are no 
prohibitions in other laws or agreements

M/FIPPA applies

• determine whether any exemptions apply before 
releasing records, for example third party 
information, solicitor-client privilege, personal 
information
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Order PO-3642 – Ministry of Community Safety and 
Correctional Services
Ministry received request for records relating to nuclear emergency management in 
the province

Ministry withheld a portion of a record about a new government facility because 
the information concerned workforce labour relations at the facility, therefore 
excluded

IPC orders release of record, explains that exclusion cannot apply to part of a record

When examined as a whole, the record was not about labour relations and 
therefore not excluded
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Can we collect, use and disclose 
information with consent?
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Privacy rules under M/FIPPA
M/FIPPA sets out rules for collection, use, disclosure of personal 
information

To collect PI, it must be:

• expressly authorized by 
statute

• used for law enforcement 
purposes, or

• necessary to proper 
administration of lawfully 
authorized activity – more 
than merely helpful

You can only use PI:

• with consent

• for original purpose 
collected

• for consistent purpose 

You can only disclose PI:

• with consent

• for consistent purpose

• to comply with legislation

• for law enforcement

• for health and safety 
reasons

• for compassionate reasons
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Collecting personal information directly/indirectly

General rule: personal information should be collected directly from the individual

Exceptions to this rule, if
• individual consents to indirect collection
• Commissioner has authorized the manner of collection
• information was collected for a court or quasi-judicial proceeding
• it is for the purposes of law enforcement
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Valid consent
Consent is considered valid when

• it is the consent of the individual
• it is knowledgeable
• it relates to the information
• is not obtained through deception or coercion

As a best practice, consent should be in writing and specifically mention the information to which it relates

If consent is not received in writing, institutions should document

• the specific personal information being used, disclosed or indirectly collected
• the purpose for which the information is being used, disclosed or indirectly collected
• the name of the individual and the date the consent is received
• the name of the institution receiving the consent
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When can we use video surveillance?
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Surveillance technologies
• IPC supports use of surveillance technologies to enhance community safety 

and deter unlawful activity, providing they are implemented in a manner 
that protects privacy

• privacy implications associated with surveillance technologies include:
• potential to collect large amounts of personal information about individuals, 

including who they communicate with and what they communicate about
• ability to track locations of individuals over time and to facilitate profiling of law-

abiding individuals going about their everyday activities
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Video surveillance best practices

• ensure lawful collection
• expressly authorized by statute
• used for purposes of law enforcement or
• necessary to proper administration of lawfully authorized activity – more than merely helpful

• minimize PI collected, used, retained, disclosed
• ensure camera does not capture information from adjacent areas and locations
• avoid collecting audio if possible
• ensure lawful use and disclosure
• limit retention of video to what’s necessary to achieve purpose

• provide notice of collection
• notify individuals about collection of their information 
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Guidance for video surveillance
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Sudbury’s “Eye in the Sky”
Sudbury Police operate the “Lion’s Eye in the Sky” program, using cameras on 
downtown streets, live-monitored by volunteers

An expansion of the program led IPC to review it to ensure it complied with 
privacy law

IPC decided program and expansion were justified

Our policy department worked with police to make sure details of the 
surveillance program complied with privacy best practices
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When can we disclose personal 
information to the police?
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Metrolinx disclosing personal information to police 
June 2017, Toronto Star reported that Metrolinx had been 
“quietly sharing Presto users’ information with police”

Star reported that
• Metrolinx has received 26 requests from police over 

previous 5 months, 12 of which it had granted
• requests related to alleged criminal offences and missing 

persons cases

Metrolinx committed to revising its privacy policy following Star 
investigation

Metrolinx legal and privacy team consulted with IPC during the 
review of their new policy
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Fact sheet: disclosure of personal 
information to law enforcement
When can an institution disclose personal information 
to a law enforcement agency?

• when legally required
• to aid a law enforcement investigation
• for health or safety reasons

Disclosing institutions need to
• document disclosure requests and court orders
• be transparent about their decisions
• develop and publish policies about their practices
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Dealing With law enforcement

• answers the public’s frequently asked 
questions about access and privacy 
rights

• explains obligations of law 
enforcement agencies under Ontario 
law
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Should we contact IPC if we have a 
privacy breach?
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Privacy breaches: guidelines 
for public sector organizations

• What is a privacy breach 
• How to respond to a breach
• How and when to notify affected parties
• When to report a breach to IPC
• What to expect when you report a breach
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Notification - individuals
Institutions should notify individuals affected by a breach as soon as reasonably 
possible if the breach poses a real risk of significant harm to the individual

Institutions should notify directly i.e. by telephone, letter, email or in person

Notice to individuals should include
• details of the extent of the breach
• steps taken to address the breach
• contact information for someone within the institution
• information about their right to make a complaint to IPC
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Cont’d
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Cont’d

Notification - IPC
Institutions should notify the IPC of a significant breach as soon as reasonably 
possible , e.g. breaches that may involve sensitive personal information, or 
large number of individuals

If contacting a large number of affected individuals, contact the IPC prior to 
starting the notification process

IPC can assist institutions with their breach response plan
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What should we do about increasing 
cybersecurity threats?
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Phishing

Guides public institutions on how to protect 
personal information from phishing attacks

• What is phishing
• Impacts of phishing attacks
• How to recognize phishing messages
• How to protect against phishing attacks
• How to respond to a phishing attack
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Guard against ransomware 
Protect your organization 

• Train employees
• Limit user privileges 
• Use software protections and back-ups
• Have an incident response plan in place  
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Questions?
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HOW TO CONTACT US

2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 
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