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ROTO is an ongoing program where the IPC visits communities 
across Ontario to discuss the latest developments in access and 
privacy

• St. Catharines

• Ottawa

• Sault Ste. Marie

• Kingston

• London

• Thunder Bay

• Windsor

• Hamilton

• Barrie

• Waterloo

• Sudbury
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IPC’s Mandate

• Freedom of Information and Protection of Privacy Act (FIPPA)
• 300 provincial institutions

• Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
• 1,200 municipal organizations

• Personal Health Information Protection Act (PHIPA)
• individuals and organizations involved in the delivery of health care services

• Expanded Mandate: Child, Youth and Family Services Act (January 1, 2020)
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ACCESS
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Access Requests Per Year
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Appeals Received per Year

2006 2011 2017 2018

893
1,124

1,392 1442
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Appeals for 2018
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OHIP Billings

• Toronto Star sought access to top 100 OHIP billing physicians for 2008-2012 

• Ministry discloses the dollar amounts but withholds names under the 
personal privacy exemption

• IPC orders disclosure – OHIP billings are “business” not “personal”

• Ontario Medical Association applies for review at Ontario Divisional Court ‒ 
dismissed 

• OMA appeals ‒ Ontario Court of Appeal Upholds IPC order
An individual's gross professional or business income is not a reliable indicator of the 
individual's actual personal finances or income [not PI]
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Supreme Court of Canada Denies OMA 
Leave

• SCC Denies OMA leave to appeal – March, 2019

• IPC’s 2016 decision stands

• sharing names of physicians who bill OHIP with the public falls in line with growing 
public expectation for transparent government and accountability 

• billings of other professionals and consultants not considered personal information 
and are accessible to the public under Ontario’s access legislation

• Ontarians have a right to scrutinize government spending and decision-making; right 
to access government-held information is a cornerstone of a healthy democracy

• individuals need to know what their government is doing to hold it accountable
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Government Mandate Letters

• Journalist was refused access to mandate 
letters from Premier Ford to government 
ministers 

• Access denied based on cabinet 
documents exemption

• IPC determines exemption does not 
apply; orders government to disclose by 
August 16

• IPC notified on August 14 of government 
application to challenge decision in court
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PRIVACY
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Total Privacy Complaints Opened Per Year

2007 2012 2017 2018

213
282 268

306
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Privacy Complaint Process: Early Resolution

• Most complaints are resolved at the 
intake stage

• All complaints are received by the IPC 
registrar

• The registrar or intake analyst may 
attempt to resolve the complaint 
informally

• Complaint can be dismissed at an 
early stage if:
• it is clearly outside the IPC’s jurisdiction
• the IPC is satisfied with the response to 

the complaint
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Privacy Risks of Smart Cities

• Privacy not barrier to smart cities, but they 
require strong privacy protections

• Without adequate safeguards, excessive 
personal information may be collected, used, 
disclosed

• Potential hazards:
• tracking individuals as they go about their 

daily activities (surveillance)

• use/disclosure for other purposes without 
consent (function creep)

• security breaches (cyberattacks) 
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Keep in Mind

• Smart City issue far more than Sidewalk 
Toronto

• These are CITIES

• The private sector needs to realize that 
involvement with public sector changes 
the rules
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Annual Report Recommendation 

• MFIPPA is outdated in the face of current 
digital technologies and practices

• Government should lead a comprehensive 
review of our privacy laws and modernize 
them to address the risks inherent in smart 
city technologies

• Areas of concern:

• Need for proper oversight and 
enforcement

• Address public/private partnerships

• Data trust?
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Ransomware and Cyber Attacks on the Rise

•Hacker gained access to eight City 
of Stratford servers that contained 
personally identifiable information

•The servers were disconnected to 
contain the attack

•The city returned to normal 
business operations about two 
weeks after the attack
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The Philadelphia Model 

• Review of police sexual assault files      
to look for deficiencies and biases

• Since implementation in Philadelphia  
17 years ago, “unfounded rape” rate 
dropped to four per cent

• U.S. national average is seven per cent

Globe and Mail Series: Unfounded
Robyn Doolittle
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MOU for Use by Ontario Police

• IPC worked with police and stakeholders to 
develop model Memorandum of 
Understanding and Confidentiality Agreement

• Sets the terms for the review of sexual assault 
cases by police and external reviewers  

• In 2018, the Ontario Association of Chiefs of 
Police endorsed this approach to sexual 
violence case review 

• The IPC has reviewed elements of the OACP’s 
guidance document that sets best practices for 
police response to sexual violence
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Privacy Rules for Political Parties 

• Political parties collect large volumes of sensitive personal information
to target voters

• Increasingly sophisticated data practices and tools raise new privacy
and ethical concerns

• The IPC is calling for measures that would make Ontario’s political parties 
subject to privacy laws and oversight 
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RECENT DECISIONS AND RESOLUTIONS
Sherry Liang

Assistant Commissioner
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Algoma Public Health
• Order MO-3295 - Algoma Public Health (APH) received a request for final 

report of 2015 KPMG forensic review

• Report relates to whether conflict of interest regarding appointment of 
APH’s former interim CFO, and whether any funds were subsequently 
misappropriated or lost by APH

• APH decides personal privacy exemption applies, but decides full report 
should still be disclosed on basis of public interest override (first time 
ever!)

• IPC upholds APH decision to disclose

• April 2019:  Ontario Court of Appeal affirms APH/IPC decision
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Compelling Public Interest in Salary 
Information

• Order MO-3684-I- a request to the City of North Bay for all records related 
to a specific employment opportunity revealed one responsive record – an 
employment agreement – and denied the appellant full access 

• City claimed a number of exemptions, including discussions held at a 
closed meeting and personal privacy

• IPC did not uphold city’s decision

• The agreement revealed the results of the closed meeting, it did not 
contain the deliberations that occurred 

• Compelling public interest in the disclosure of salary information

• Personal privacy considerations did not justify withholding 
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A Streetcar Named Disclosure

• Order MO-3827 --An access request to the TTC for records related to the 
company manufacturing streetcars, including information about delays in delivering 
streetcars

• The TTC notified the manufacturer and granted partial access to the responsive 
records

• The manufacturer appealed the TTC’s decision on the basis that third party 
information applied to information

• IPC found that some of the information at issue was exempt under the act but 
ordered it disclosed on public interest grounds

• TTC agreed there was a public interest in disclosure of the information
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Personal Privacy Exemption and Marijuana 
Grow Operations

• Order MO-3685 – The Greater/Grand Sudbury Police Services Board 
received a request for information about marijuana grow operations

• Police disclose a chart, listing the dates of seizures and number of plants 
seized but withheld property addresses claiming personal privacy 
exemption

• Public interest outweighs privacy considerations; public scrutiny, consumer 
protection and promotion of public health and safety
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Mediation: Critical to Our Success

• Usually, 75 per cent of access appeals are closed before adjudication

• More than 60% are fully mediated, and others screened out or otherwise resolved at 
an early stage

• Goal is to find a resolution which satisfies the needs of all involved

• Saves significant time and resources for all parties

• Even appeals that go forward to adjudication are often considerably narrowed through 
mediation
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Mediation Success Stories:
Access for Compassionate Reasons

• A police services board received a request for access to reports and photographs related 
to the death of the requester’s sibling 

• The investigation into the death was ongoing and access to the records was denied  

• The investigation concluded during mediation and the police issued a revised decision 
granting partial access to the reports and photographs

• The mediator notified several affected parties and obtained consent to disclose most of 
their personal information, which the police subsequently disclosed to the appellant  

• The appellant viewed the photographs with an officer  

• The appellant subsequently advised the mediator that she would not proceed further 
with the appeal
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Ministry of the Environment 
and Climate Change

• Citizens group asked Ministry of the Environment and Climate Change for 
records relating to concerns about wells near a quarry

• After notifying an affected party, ministry granted partial access, denied 
access to some based partly on personal privacy

• Third party (quarry owner) also appealed, objecting to ministry’s decision 
to grant partial access

• Through mediation, third party consented to disclosure of all records at 
issue, also invited citizens group to view quarry site and ask questions
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PRIVACY COMPLAINTS
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School Photos

• Privacy Complaint MC16-5 – complaint from a parent about a school board’s picture-taking 
program because students’ personal information was shared with the photographer 

• Conclusions/Findings:

• collection and use of students’ photographs for education-related purposes permissible 

• however, use of photos for ID cards in association with Canadian Centre for Child Protection goes 
beyond original purpose

• Recommendations:

• parents/guardians can:

• opt out of receiving marketing from photographers and the ID card program 

• request the photographer destroy their children’s personal information, so long as it does not interfere with 
the board’s administrative requirements
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Casino Rama Investigation

• In November 2016, OLG reported to the IPC that Casino Rama Resort was subjected to a 
cyberattack

• IPC launched investigated the circumstances of the breach and whether reasonable 
security measures were in place to protect personal information of Rama customers

• The investigation revealed weaknesses in the cyber security practices – particularly with 
response to suspicious activity

• OLG/Casino Rama have taken steps to address the weaknesses identified – IPC satisfied

• Institutions should plan for cyberattacks by having appropriate measures in place to 
secure their systems and ensure early detection
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RESOURCES
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Part X of the Child, Youth and Family Services 
Act: A Guide to Access and Privacy for Service 
Providers

• Overview for service providers on the rules 
for collecting, using, disclosing, safeguarding 
personal information under Part X 
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Privacy Breaches: Guidelines 

for Public Sector Organizations

• This guide explains what a privacy breach is 
and how to respond to one. It also describes 
the IPC’s process when notified of a privacy 
breach. 
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Resources for Schools

• Answers to common questions 
about privacy and access to 
information in schools 

• Helps school officials and 
teachers understand rights and 
obligations related to students’ 
personal information 
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Dealing With Law Enforcement

• Answer frequently asked questions 
about access and privacy rights

• Explains the obligations of law 
enforcement agencies under 
Ontario’s laws
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Next Sessions

• Session A 

Latest Developments in Protecting Personal Health Information

SalleTrisac

• Session B 

Responsibilities under Part X of the Child, Youth and Family Services Act

Au Pied Du Rocher
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CONTACT US
Information and Privacy Commissioner of Ontario

2 Bloor Street East, Suite 1400 Web: www.ipc.on.ca

Toronto, Ontario, Canada  M4W 1A8 E-mail: info@ipc.on.ca

Phone: 416-326-3333 / 1-800-387-0073 Media: media@ipc.on.ca/416-326-3965

TDD/TTY: 416-325-7539


