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Who is the Information and Privacy 
Commissioner?

• Brian Beamish appointed 
by Ontario Legislature 
(March 2015)

o 5 year term

o reports to Legislature, not 
government or minister

o ensures independence as 
government “watchdog”



Commissioner’s Mandate
• Commissioner oversees three statutes:

o FIPPA/MFIPPA:  public sector access (FOI) and privacy 
(ministry, municipality, police, school board, university, hospital)

o PHIPA:  privacy of health information

• Commissioner’s tribunal role in access matters:
o if government agency denies access to document, or 

gives only partial access

o appeal to Commissioner, who can conduct inquiry, order 
agency to disclose document

o order is final, unless judicial review (JRPA)



Commissioner’s Mandate
• Commissioner’s tribunal role in privacy matters:

o investigate complaints about government/HIC breach 
of FIPPA/PHIPA privacy rules
 e.g. improper collection, use, disclosure

 can be on Commissioner’s “own motion”

o FIPPA:  report with findings of fact and law, 
recommendations (no JR or appeal; Ombudsman-like role)

o PHIPA:  binding order with legal/factual findings (must 
be complied with unless appeal to Divisional Court)



Commissioner’s Mandate
• Commissioner’s policy role:

o comment on proposed legislation, programs that 
impact access/privacy rights

o educate through research, publications, public 
speaking



Doctor’s Billings 
• significant public attention about 

amount doctors bill to public

• previous IPC decisions kept this 
information private

• recent order, PO-3617, requires 
disclosure – personal privacy 
exemption does not apply

• even if it applied, overriding 
public interest in disclosure given 
the importance of transparency 
in use of substantial public 
money (order currently under 
judicial review)



Privacy:  Survey Guidelines

• updated from 1999 
version, co-authored 
with OPS

• changes reflect use of 
online survey tools, 
use of mobile devices



Privacy:  Video Surveillance Guidelines

• update and 
consolidation of two 
older papers



• tools to identify privacy 
impacts and risk mitigation 
strategies

• step-by-step advice on how 
to conduct a PIA

Planning for Success: Privacy Impact 
Assessment Guide



Thinking About Clouds?

• evaluate whether cloud 
computing services are 
suitable

• identify risks associated with 
using cloud computing

• outline strategies to mitigate 
risks

• aimed to assist smaller 
organizations



Yes, You Can
• IPC collaborates with Provincial 

Advocate for Children and Youth 
on guide about privacy and 
children's aid societies

• dispels myths, explains privacy 
legislation not a barrier to 
sharing information about a child 
who may be at risk [see CFSA]

• aimed mainly at school, police, 
social services, health care staff



• online educational services 
innovative, accessible, cost little 
or nothing, but may pose privacy 
risks to students and parents

• may also impact a school board’s 
ability to respond to students’ 
requests for their own records

• teachers should ask their school 
board about services that have 
been approved for classroom use



Privacy Breach Protocol

• privacy breach protocol helps 
identify privacy risks, 
potential and actual breaches

• ensure training on protocol 

• ensure staff know their 
responsibilities when a 
breach occurs



How Do Computers Get Infected?
• phishing attacks
• software exploits

How to Protect Your Organization
• employee training
• back up data
• antivirus software
• update software
• quarantine suspicious emails
• minimize user privileges
• limit active content
• simulate attacks

Ransomware



De-identification 
Guidelines for Structured Data

• De-identification:  process of removing PI 
from a record or data set

• risk-based, step-by-step process to assist 
institutions in de-identifying data sets 
containing PI

• covers key issues to consider when 
publishing data:
• release models 
• types of identifiers 
• re-identification attacks
• de-identification techniques



Big Data Fact Sheet
• released for Data Privacy Day 

(Jan 28)

• to help public understand what 
it is, impacts on individual 
privacy

• key issues:

 proportionality

 accuracy of results

 bias in data sets

 individual rights



Coming Soon:  Big Data Guidelines
• spring 2017

• for institutions, key points to consider, best 
practices when conducting big data projects 
involving personal information
 data linking protocols

 ethics review boards

 public notification

 profiling



Privacy Day Symposium
January 26, 2017

Government and Big Data: Privacy Risks and Solutions

• key issues:
 benefits and risks of big data analytics
 potential for bias
 appropriate safeguards

• Guest panelists:
 Patricia Kosseim, Senior GC, Privacy Commissioner of Canada
 Samantha Liscio, Senior Vice President, eHealth Ontario
 Jonathan Obar, Assistant Professor, York University
 John Roberts, Chief Privacy Officer and Archivist of Ontario

• watch webcast at ipc.on.ca

http://www.cba.org/cba/cle/PDF/PRV10_Kosseim_bio.pdf
http://www.ehealthontario.on.ca/en/leadership/view/samantha-liscio#content
http://people.laps.yorku.ca/people.nsf/researcherprofile?readform&shortname=jaobar
https://librarianship.ca/news/archivist-of-ontario/
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