


Our office

* Oversees Ontario’s access and privacy laws
* these laws establish the public’s right to access government-held information and
protect their personal privacy rights

* Provides independent review of government decisions and practices on
access and privacy

 Commissioner appointed by, reports to, Legislative Assembly to ensure
impartiality



Role of the IPC

* As the oversight body
responsible for overseeing
compliance with Part X, the
IPC

* receives and resolves
complaints

* investigates significant privacy
breaches

e issues recommendations and
orders if we have to

e collects and publishes annual
statistics about Part X
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IPC’s role

* Under the CYFSA, the IPC may also:

e offer comments on a service provider’s actual or proposed information
practices, at their request

* receive representations from the public about the purposes of Part X

* engage in or commission research into matters affecting the carrying out of
Part X

* in appropriate circumstances, authorize indirect collections of personal
information

e conduct public education programs and provide information about Part X and
the IPC’s role (this includes guidance materials for stakeholders)
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Overview of Part X

* Part X applies to personal information
related to child and family services

* |t sets out:

* rights for individuals to access their
information

 privacy rules that service providers
must follow, including requirements to
report privacy breaches

* Service providers include CASs,
Indigenous child and family well-being
societies, and other entities funded
under the CYFSA
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Responding to breaches

* Service providers must notify
individuals if their information is
stolen, lost, used, or disclosed without
authority

e At the first reasonable opportunity,
they must tell affected individuals:

* what happened

* steps taken to address the breach

* who to contact if they have questions
* their right to complain to the IPC
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Mandatory breach notification

* Service providers must also notify the
IPC of certain privacy breaches,
including those involving:

* theft of personal information
e a pattern of similar breaches

» use/disclosure by someone who knew
they lacked authority to do so

* an employee being disciplined or
resigning due to the breach

a breach that has led or could lead to
further breaches
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CYFSA Annual Statistics

* The child and family services sector
s also required to report detailed
statistics to my office on an annual
basis
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www.ipc.on.ca/guidance-documents/
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IPC Tribunal process

Early

. Mediation Adjudication
Resolution
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Early Resolution and Mediation: Critical to our success

* 75% of appeals, almost all privacy complaints, closed before
adjudication/investigation

* Goal is to find resolution that satisfies the needs of all involved
* Saves significant time and resources for all parties

Information and Privacy Commissioner of Ontario | www.ipc.on.ca




IPC Tribunal process: Adjudication

Early

Mediation Adjudication

Resolution

o
P Information and Privacy Commissioner of Ontario | www.ipc.on.ca



e Deadline for submitting
2021 statistics Is

e |PC will host an online
session for submitting
annual statistics

statistics.ipc.on.ca

e Email to

SIgn up Guide and answers to FAQs:
WWW.ipc.on.ca/access-organizations/annual-statistical-reporting/
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2021 CYFSA Tribunal stats: Breaches

» 77 breaches reported to our office:

e 36 misdirected or lost personal
information

27 general unauthorized collection, use
or disclosure

* /snooping

3 stolen personal information
2 cyberattacks

* 1 ransomware

1 lost or stolen mobile devices
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2021 CYFSA Tribunal stats: Files opened

* 168 CYFSA files opened
e 77 reported breaches

77 Reported Breaches

* 64 access/correction complaints
» 27 collection/use/disclosure complaints

27 Collection / Use /
Disclosure Complaints

64 Access / Correction
Complaints
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2021 CYFSA Tribunal stats: Files closed

* 96 CYFSA files closed

_ 70 at Early Resolution
e 70 resolved at early resolution

* 24 resolved at mediation
e 2 resolved at adjudication

o 24 at Mediation
2 at Adjudication
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CYFSA Decision 1

e First CYFSA Decision issued in November 2021.

* The complainant, a teacher, sought access to “records of service” relating to
himself from the Children’s Aid Society of Toronto (CAST).

e CAST received two reports from a third party about a child who may be in need of
protection. Both reports named the complainant as the alleged wrongdoer.

e CAST refused the complainant’s access request on the basis that it had not
provided a “service” to the complainant within the meaning of section 281 under
Part X and in combination with section 312(1) (right of access) of the CYFSA.

* Therefore, the complainant has no right of access under the act.
* The IPC upheld CAST'’s decision.

* The requested records do not relate “to the provision of a service” to the
complainant, who is neither a child nor a family member of a child.

* No order issued.
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CYFSA Decision 2

* An adopted person made a request to the Children’s Aid Society of Ottawa

(CASO) for access to all information about himself, including information about
his birth parents.

e CASO issued a decision granting partial access to the information contained in
the requester’s file, redacting all information that might identify his birth parents.

* The requester filed a complaint with the IPC seeking access to his birth parents’
identifying information.

* The identifying information about the requester’s birth parents is excluded from
the scope of Part X of the CYFSA under the exception at section 285(4)(a) as
information that relates to an adoption.

* As a result of the application of the exception, Part X did not apply to the

requested information and the requester did not have a right of access to his
birth parents’ identifying information under that part.

* The complaint was dismissed.
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Process improvements

e Secure document exchange
 Electronic appeal form

* Online payment portal
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IPC’s Strategic Priorities

Privacy and Transparency in a
Modern Government

Children and Youth in a Digital
WWelgle

Next-Generation Law
Enforcement

Trust in Digital Health
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Children and Youth in a Digital World

Champion the access and privacy rights
of Ontario’s children and youth by
promoting their digital literacy and the
expansion of their digital rights while
holding institutions accountable for
protecting the children and youth they

SErve.




Privacy in the classroom
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Registration details at: www.ipc.on.ca/media-centre/events/




Empowering a new generation of digital citizens

There is in every child at every stage a new miracle of vigorous unfolding,
which constitutes a new hope and a new responsibility for all.

- Erik Erikson 1902 - 1994



Moving forward: Working and learning together




Resources

e Part X of the Child, Youth and Family Services Act: A Guide to Access and Privacy for
Service Providers

e Reporting a Privacy Breach to the Information and Privacy Commissioner Guidelines for
Service Providers

* Privacy Pursuit! Games and Activities for Kids

* Providing Access to Personal Information under the Child, Youth and Family Services
Act: A Guide Tfor Service Providers

. Enow yvour Rights: Your File and Your Rights Under Ontario’s Child and Family Services
Law

Privacy and Access to Information in Ontario Schools: A Guide for Educators (Fact Sheet)
Privacy in the School (Fact Sheet)

Protecting Your Students’ Privacy Online (Fact Sheet)

Your Child’s Privacy in School (Fact Sheet)

e A Guide to Privacy and Access in Ontario Schools
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Resources

 \Webinar: Protecting Student Privacy Rights in Ontario
e Guidelines for Submitting Annual Statistics to the |IPC

 \Workbook for Submitting Your Annual Statistical Report to the Information and Privacy
Commissioner of Ontario

 |PC Strategic Priorities

e Access and Correction Form Under Part X

* Info Matters Podcast all episodes

* Info Matters Podcast Season 1 Episode 7: First Nations data sovereignty
* CYFSA Decision 1

* CYFSA Decision 2

* |PC website
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