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OHIP Billings

“...the concept of transparency,
and In particular, the closely related

goal of accountability, requires the
Identification of parties who receive
substantial payments from the
public purse...”

IPC Order PO-3617
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Opinion - Editorials

Let the light shine on top-billing
doctors in Ontario

By STAR EDITORIAL BOARD
Tues., Aug. 7, 2018

f ¥ 4 -

Il Ontario doctors were playing a baseball game, rather than fighting for the right to keep

the names of the highest-billing doctors a secret, they would have struck out by now.

They lost their argument before an adjudicator of Ontario’s information and privacy laws,
and at the Ontario Divisional Court and, on Friday, al the Ontario Court of Appeal.




“There is a lot of interest on the part of the
public to have a health-care system that is
open and transparent. Physicians’ billings
are part of that.”

— Ontario Health Minister, Christine Elliot,
Toronto Star, November 4, 2019.
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Ontario government to publish doctors’
billings as part of proposed changes to OHIP
oversight

0 By Theresa Boyle Health Reporter
' % Mon., Nov. 4, 2019 &7 min. read

The provinelal government plans to improve oversight of the Ontario
Health Insurance Plan, Iealth Minister Christine Elliott says.

To be unveiled Wednesday as part of the fall economic statement, the
OHIP overhaul would see proactive disclosure of physician billings
and tougher audits, she told the Star in an exclusive interview Friday.



Focus on Public Interest

e Order M0O-3295 - Algoma Public Health (APH) received a request for final
report of 2015 KPMG forensic review

e Report relates to whether conflict of interest regarding appointment of
APH’s former interim CFO, and whether any funds were subsequently
misappropriated or lost by APH

e APH decides personal privacy exemption applies, but decides full report
should still be disclosed on basis of public interest override (first time

ever!)
e |PC upholds APH decision to disclose
e April 2019: Ontario Court of Appeal affirms APH/IPC decision
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Data Integration

 Sharing, linking, analyzing data across agencies can result in new
insights for:

e policy development

e system planning

e resource allocation

e performance monitoring

e FIPPA/MFIPPA does not permit disclosure for these purposes

Information and Privacy Commissioner of Ontario



FIPPA Part Ill.1 — Data Integration

e Schedule 31 of 2019 budget bill amends FIPPA to include
Part IIl.1 (Data Integration)

e Part IIl.1 sets out privacy-protective framework to enable data integration:

e designated units within ministries may indirectly collect Pl from service providers
and funded agencies

e special “inter-ministerial” units may collect from other ministries
e units may link Pl but must then de-identify
e responsible minister to establish data standards approved by IPC
e |PC may conduct reviews of units, new order-making powers
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PRIVACY MAY 2019

Part X of the Child, Youth and Family Services

Act: A Guide to Access and Privacy for Service
Providers

Part X of the Child, Youth and
Family Services Act: A Guide to
Access and Privacy for Service
Providers

The CYFSA received Royal Assent on June 1, 2017

Part X of the CYFSA was proclaimed along with the
rest of the CYFSA on April 30, 2018, but will come
into effect on January 1, 2020

Part X of the CYFSA represents a big step forward
for Ontario’s child and youth sectors:

e closes a legislative gap for access and privacy

* promotes transparency and accountability o
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Philadelphia Model: Response to Sexual Violence

e Endorsed by Ontario Association of Chiefs of Police -

and the Canadian Association of Chiefs of Police, in
consultation with our office +
Canadian Framework

e Purpose is to provide police services with a for Collaborative Police
framework of leading practices to address sexual Response on Sexual Violence

violence

e Encourages evidence-based trauma informed
investigations while improving support for victims/
survivors of sexual violence

e Will continue to evolve and provide ongoing
development of best and appropriate practices
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Mandatory PHIPA Breach Reporting

e As of October 1, 2017, health information
custodians must notify IPC of certain privacy
breaches

use or disclosure without authorization
stolen information

further use or disclosure

breaches occurring as part of a pattern

breaches related to a disciplinary action against a
college or non-college member

significant breaches

e Custodians began collecting breach statistics in
January 2018 for reporting in March 2019

®
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Reporting a Privacy Breach
to the Commissioner

To strengthen the privacy protection of personal health
information, the Ontario government has amended

the Personal Health Information Protection Act (the
act). Under section 12(3) of the act and its related
requlation, custodians must notify the Information and
Privacy Commissioner of Ontario (the Commissioner)
about certain privacy breaches. This law takes effect
October 1, 2017.

As a custodian, you must report breaches to the Commissioner in seven
categories described in the regulation and summarized below. The
categories are not mutually exclusive; more than one can apply to a
single privacy breach. If at least one of the situations applies, you must
report it. The following is a summary—for the complete wording of the
regulation, see the appendix at the end of this document.

It is important to remember that even if you do not need to notify
the Commissioner, you have a separate duty to notify individuals
whose privacy has been breached under section 12(2) of the act.

SITUATIONS WHERE YOU MUST NOTIFY THE COMMISSIONER OF
A PRIVACY BREACH

1. Use or disclosure without authority

This category covers situations where the person committing the breach
knew or ought to have known that their actions are not permitted either
by the act or the responsible custedian. An example would be where a
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Commizsiones of Ontaris

Compissaire b Finformatinn el i L
protuction de la vie privie & ['0ntario

SEPTEMBER 2017

GUIDELINES FOR THE
HEALTH SECTOR




Appeals and Complaints: Getting Busier
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What Smart Cities May Offer

A community that uses connected technologies to collect and analyze data to
improve services for citizens:
e |ess congestion and traffic accidents
e increased safety for cyclists and pedestrians
e better environment
e efficient use of public resources
e petter informed citizens

lll

SMART CITY




Privacy Risks of Smart Cities

e Privacy not barrier to smart cities, but they require strong privacy
protections

e Without adequate safeguards, excessive personal information may be
collected, used, disclosed

e Potential hazards:
e tracking individuals as they go about their daily activities (surveillance)
e use/disclosure for other purposes without consent (function creep)

e security breaches (cyberattacks)
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Councillor Records

The Oshawa Express

“WELL WRITTEN. WELL READ™

LIFESTYLES PFOLICE BRIEFS COLUMMISTS

March 24, 20716 in Lifesiyies: Night with The Boss

Commissioner orders release of emails

The province s Information and Privacy Commissioner has ruled that email corraspondence batwesn
Councillor Nancy Diamond and municipal lawyer George Rust. DEye be releazed. The two exchanged
emails prior to Ruse-D'eye being brought in by the city to investigate the findings in AG-13-09, the

report by former auditor general Ron Foster detailing the purchase of 199 Wentworth 5S¢ B now the
eiey's conselidated aparations depot

By Joel WittneDel/The Oshawa Express
For more than two ars, Robh Vella has been a1 war

It's not a bacthe fought with bullets and Mmangowers, bul one with paperwork, appeals and
PaLlende

in 2013, the Oshawa resident filed a Freedom of Information request with city hall. Vella was
Iooking (o get his hands on a key piece of Correspondence that, he figures, could shine a
SPOUFENT ON the CNCLMSIANCES Dehind one of the MDSE controversial decisions made oy
Oshawa councillors in recent memory; the hiring of municipal lewyer George Ruzt-DrEye o look
i the allegations made by former city audiior EE neral Ron Foster In AG-1 5058, In this report
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FOI Fact Sheet 1

The Municipal Freedom of Information and Protection
of Privacy Act and Councillors’ records

April 2016

INTRODUCTION

The Information and Privacy Commissioner of Ontario (IPC) sometimes decides appeals
relating to requests for access to records created or held by municipal councillors. The
Municipal Freedom of Information and Protection of Privacy Act (MFIPPA) does not
expressly refer to records of municipal councillors and, therefore, before a determination
can be made on access to those records, the IPC must decide whether MFIFFA applies.
In making this decision, the IPC examines the specific facts of each case in light of a
number of principles.

The IPG has been calling for amendments to MFIPPA to clarify when it applies to these
records, including in August 2015, when the IPC wrote to the Minister of Municipal Affairs and
Housing setting out proposed amendments (this letter is available on the IPC's welk

In the absence of amendments, however, the IPC is issuing this fact sheet, which explains
when and how councillors' records are subject to MFIPPA.

WHEN ARE COUNCILLORS" RECORDS SUBJECT TO MFIPPA?

Councillors' records are subject to MFIFPPA where:

1. a councillor is acting as an officer or employee of the municipality, or performs a duty
assigned by council, such that they might be considered part of the institution, or

2. the records are in the custody or control of the municipality.

WHEN IS A COUNCILLOR AN OFFICER OR EMPLOYEE OF A MUNICIPALITY?

A councillor is likely to have several roles, such as an individual constituent representative,
a politician, or a head or member of a municipal committee or board, such as a transit
corporation. Some of these roles may entail the councillor acting as an officer or employee,
while others do not.

Information and Privacy Commissioner of Ontario | www.ipc.on.ca

Instant Messaging and
Personal Email Accounts:
Meeting Your Access and Privacy
Obligations

June 2016

Information and Privacy
Commissioner of Ontario
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Privacy Rules for Political Parties

 Political parties collect large volumes of sensitive personal information
to target voters

* Increasingly sophisticated data practices and tools raise new privacy
and ethical concerns

 The IPCis calling for measures that would make Ontario’s political parties
subject to privacy laws and oversight




IPC Resources



FOI Fact Sheet 1

dom of Information and

Release of personal information to
police: your privacy rights

Onkaria public sector arganizations, such as provinclal
ministries and gencies, munizipalities, scheols,

and Iransit systems, are required by (aw 1o protect
your persanal information and 1o follow certain rules

when collecting, using, and distlosing your personal
infarmaticn.

Detecting and Deterring
Unauthorized Access to
Personal Health Information

Guidelines fo
Use of Video Surveillance

—d

EDUCATION

A Guide to Privacy and Access
Lo Information in Onlario
Schools

De-identification Guidelines
for Structured Data

Planning for Success:
Privacy Impact Assessment

nd Councillors” recor
e

TECHNOLOGY

Big Data Guidelines

Reporting a Privacy Breach
to the Commissioner

o sirengthen the peivacy pretectizn of parsceal health
formatian, (e Dntaria government fat amendd
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FACT SHEET
Smart Cities and Your Privacy Rights

Hew technologies promise Lo help municipaifies Detter
MANA0E UFDAN EFVIFORARETEs ANd DRINE! SENACES in
amare elfective and efficient way. They can hela to
ks communities more ek, sustoinasle, and tar.
Many knwotee the coliection and e of large ameunts of
Inlarmation, including persaral infarmation. Cites or
Fnunicipaities that e these connected techaologies
are ofton described as "smart chies.”

Guidance on the Use of Automated
Licence Plate Recognition Systems
by Police Services

PRIVACY

Privacy Breaches
Guidelines for Public Sector
Organizations

Part X of the Child, Youth and
Family Services Act: A Guide to
Access and Privacy for Service
Providers
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IPC Webinars

e The webinar series has helped us
to overcome geographical
barriers and engage with
Ontarians, regardless of where
they live or work

e Registrants watch a live
presentation and participate in a
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REACHING ouT
10 ONTARIO  ROTO is an ongoing program where we Vvisit communities across
Ontario and host events to discuss the latest developments in access
and privacy with stakeholders and the public

e St. Catharines e Thunder Bay

e Ottawa e \Windsor
e Sault Ste. Marie ¢ Hamilton
e Kingston e Waterloo
e Barrie e Sudbury

e London

® . . . . .
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CONTACT US

Information and Privacy Commissioner of Ontario

2 Bloor Street East, Suite 1400 Web: www.ipc.on.ca
Toronto, Ontario, Canada M4W 1AS8 E-mail: info@ipc.on.ca
Phone: (416) 326-3333 / 1-800-387-0073 Media: media@ipc.on.ca/ 416-326-3965

TDD/TTY: 416-325-7539
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