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Agenda
Introduction to the IPC and Ontario’s privacy and education laws
Collection of personal information
Use and disclosure of personal information
Access to information 
School Bus Cameras
Technology and student privacy 
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Office of the Information and Privacy Commissioner

Established in 1987, the Office of the Information and 
Privacy Commissioner of Ontario (IPC) oversees the 
province’s access and privacy laws

Brian Beamish appointed by the Ontario Legislature

Reports to Legislature, not government or minister
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IPC Mandate
• Freedom of Information and Protection of Privacy Act (FIPPA)

• covers 300 provincial institutions

• Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
• covers 1,200 municipal organizations

• Personal Health Information Protection Act (PHIPA)
• covers individuals and organizations involved in the delivery of health care

• Expanded Mandate:
• Child, Youth and Family Services Act
• Anti-Racism Act
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Privacy in the Education Sector
The Municipal Freedom of Information and Protection of Privacy Act (MFIPPA):

• sets out the rules that school boards and other municipal institutions must follow regarding 
access and privacy

The Education Act:
• governs how education is delivered in Ontario’s public schools
• contains provisions about access and privacy, including rules around information contained 

in the Ontario Student Record (OSR)

Other relevant legislation include:
• Personal Health Information Protection Act (PHIPA)
• Child, Youth and Family Services Act (CYFSA)
• Occupational Health and Safety Act
• Anti-racism Act
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Personal Information
MFIPPA defines personal information (PI) as recorded information about an 
identifiable individual

PI can be recorded in any format

School boards collect PI for the provision of educational and well being 
services to students as outlined in the Education Act
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The Ontario Student Record
OSR is an ongoing record of a student’s progress through the Ontario school 
system

The OSR contains PI such as:
• biographical data, schools attended, parent names, special health information
• report cards
• Ontario Student Transcript
• special education records
• behaviour and discipline records
• with appropriate consent, copies of PHIPA reports, i.e. psych assessments, social 

works summaries etc.
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The OSR Legal Framework
EDUCATION ACT MFIPPA

PROTECTION OF PRIVACY • all staff to preserve secrecy regarding contents • requires the protection of PI collected by the 
Board – reasonable measures

COLLECTION • administrative statute for Ontario Education
• permits collection to provide services as outlined 

in the Act
• duties of boards, principals and teachers
• requires principal to establish and maintain pupil 

records

• necessary for the administration of a lawfully 
authorized activity 

• expressly authorized by statute

USE • superintendent, principal, teachers and 
designated ECE for improvement of instruction 
and other education of the student (only teachers 
of the student)

• staff who need the information in the 
performance of their duties on a limited need-to-
know basis in keeping with Education Act 
requirements

DISCLOSURE • disclosure to a third party requires the written
consent of the parent/guardian/adult student

• not admissible at trial or hearing without consent
• a judge may order it admitted

• with consent
• to comply with a law
• law enforcement/investigative 
• compelling circumstances affecting the health or 

safety of an individual

ACCESS • parent/guardian/student may examine pupil 
record until student is 18 or has removed from 
parental control (16 and 17 year old)

• over 18 required consent of the student

• right of access to records containing one’s PI
• a student of any age may access their PI
• access rights normally exercised by a parent or 

guardian of children under 16
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Non-OSR Records
Information collected by the school boards that is not part of the OSR may include:

• permissions slips for field trips
• class lists
• records of marks for tests and assignments
• video surveillance footage of students
• honour roll status
• progressive discipline records, i.e. think sheets, etc.
• personal health files for support services, i.e. psychology, social work, speech and language

There may be some overlap between the nature of the information kept as part of 
the OSR and outside of it.



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

Ontario Education Number (OEN)
The OEN is a unique identification number assigned to each student 

Boards are allowed to collect, use and disclose PI for the purposes of 
assigning an OEN to a student

Education Act s. 266.3(3) sets out the rules for the collection, use and 
disclosure of the OEN which includes for purposes related to education 
administration, funding, planning or research
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Collection of Personal Information
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Collection
MFIPPA sets the following rules regarding the collection of PI:

• authorized by a law or statute
• used for the purposes of law enforcement
• necessary for the administration of a lawfully authorized activity 
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Cont’d

Information and Privacy Commissioner of Ontario   |   www.ipc.on.ca

Cont’d

Collection
Expressly authorized by law:

• the Education Act requires principals to collect information for inclusion in a 
student’s record

• information collected must be in accordance with the regulations and guidelines of 
the Education Act

• the Minister may also collect PI as prescribed in the Education Act (s. 8.1)

Necessary to the proper administration of a lawfully authorized activity:
• even if the collection is not expressly authorized under the Education Act, if it is 

necessary in order to properly administer a lawfully authorized activity, then it is 
permissible
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Notice of Collection
Boards must provide a notice of collection and inform individuals of:

• the legal authority for the collection
• the purposes for which the PI will be used
• contact information of an officer or employee who can answers questions

Boards should make their information practices as transparent as possible, for 
example:

• notice statements on forms that collect PI
• student handbooks
• posting on school and/or board websites
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Use and Disclosure of Personal 
Information
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Use
MFIPPA prohibits use of PI except:

• for the purpose for which it was collected, or for a consistent purpose
o a consistent purpose is one which the parent or student would reasonably expect, such as using 

the information for the improvement of instruction of the student
• with consent
• for a purpose for which the information may be disclosed to the school
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Using the OSR
The Education Act sets out the circumstances in which principals and other 
designated staff may use the OSR:

• to improve instruction and other education of the student
• to respond to requests from students and parents to correct or remove information 

from the OSR
• to enable students and parents to examine the OSR
• for disciplinary proceedings
• to prepare reports required by the Education Act, or on request by a student’s 

parents
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Disclosure 
MFIPPA prohibits disclosure except:

• with consent e.g. posting on school websites, media or social media
• for the purpose for which it was obtained or for a consistent purpose
• to an officer, employee, consultant or agent of the institution who needs the 

information in the performance of their duties
• for the purpose of complying with a law (mandatory disclosures)
• in compelling circumstances affecting health or safety
• to a law enforcement agency in order to aid in an investigation
• where the student or his or her parents request access
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Privacy Complaint MC16-5
Complaint by a parent about school photos
Conclusions/Findings: 
• collection and use of students’ photographs for education-related purposes is permissible
• disclosure to school photographer who offered photos for purchase was a consistent purpose –

met reasonable expectation test because school photos have been part of school and family life 
for decades 

• however, use of photos for ID cards in association with Canadian Centre for Child Protection did 
not comply with the act 
IPC investigator recommended that parents/guardians: 
• be provided with the opportunity to opt out of receiving marketing from photographers 
• be provided with the opportunity to opt out of the identification card program 
• be able to request the photographer destroy their children’s personal information so long as it 
does not interfere with the Board’s administrative requirements
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Mandatory Disclosure of Personal Information
Boards are required to disclose PI in some cases, such as: 

• disclosure to a medical officer of health as required by the Education Act
• notifying parents of harm to a student as required by the Education Act
• disclosure to review officers to determine eligibility for payment under various acts
• to report a child in need of protection as required by the Child, Youth, and Family 

Services Act
• disclosing information to an employee about a potential danger to their health or 

safety as required by the Occupational Health and Safety Act
• if it is in the public interest to do so and the record reveals a grave environmental, 

health or safety hazard to the public 



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

Mandatory disclosure under the OHSA

• Obligation to disclose: to an employee about a risk of workplace violence 
from a person with a history of violent behavior if:

• worker can be expected to encounter person in course of work and 
• risk is likely to expose worker to physical injury

• Limits on disclosure: don’t disclose more PI than is reasonably necessary to 
protect the worker from physical injury

• Reasonably necessary: means more than merely helpful, an objective 
assessment, not based on one person’s preferences or opinions
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Disclosure and the OSR
The OSR may not be disclosed to any other person without the written 
permission of the student or parent/guardian. There are some exceptions to 
this:

• where disclosure is required by the Ministry of Education or school board
• disclosures of certain limited information about students to a medical officer of 

health
• access by the student to their own record or by the parent/guardian
• where MFIPPA permits the disclosure
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Privacy Complaint Report MC11-73
Complaint against a school board alleging improper disclosure of a student’s 
OSR to Human Rights Tribunal of Ontario
Parents of the student had brought a complaint to the tribunal against the 
school board 
IPC finds disclosures to the tribunal complied with the tribunal’s rules of 
procedure requiring parties to disclose documents on which they intend to 
rely during the hearing of the complaint
IPC concludes school board did not breach MFIPPA in disclosing records to 
the tribunal; disclosures in accordance with s. 51
MFIPPA does not limit information available by law to party to litigation
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Retaining and Safeguarding Personal Information

Boards are required to:

• retain PI for at least 1 year after use 
• define, document and put in place reasonable measures to protect 

records of PI from inadvertent destruction or damage
oreasonable measures includes administrative, physical and technical 

safeguards
• take reasonable steps to prevent unauthorized access 
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Access to Information
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MFIPPA Access Rules
With some exceptions, individuals have a right to access records in the 
custody or under the control of boards including:

• general records
• their own PI
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Access to General Records
Under MFIPPA any person has a right to access general records held by a school board, 
such as guidelines, policies, meeting minutes, emails etc.

There are mandatory and discretionary exemptions to the right of access, for example:
• if the record contains someone else’s PI
• if the record contains solicitor-client privileged information
• if the record contains protected third party business information

Despite the exemptions to access, a board may choose to disclose the information if a 
compelling public interest in the disclosure of the record clearly outweighs the purpose of 
the exemption

Certain information is excluded from access under MFIPPA such as: 
• information related to labour relations and employment-related matters
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Access to Your Personal Information
MFIPPA provides individuals a right to access records of their own PI, this includes 
OSR records and non-OSR records

A child of any age can access their own records

Parents/guardians who have lawful custody of the child may access records on the 
child’s behalf

There are some exceptions where a board may refuse to grant access to PI, for 
example:

• where granting access to the information would be an unjustified invasion of another 
individual’s privacy
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Education Act Access Rules
Every student has a right to examine their OSR

Until the student turns 18, parents/guardians also have a right to examine the 
OSR

Limited to parents/guardians with access rights to the child; no access to the 
child, no access to the OSR.
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Access Under the Education Act

Most students and parents/guardians are able to request information directly 
from the school

• students and parents/guardians can make a request to the principal to view the OSR
• requests can be made in writing or verbally
• there is no cost to examine the OSR
• Education Act does not have established timelines or an appeal process for requests
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Correcting Personal Information
School boards must take reasonable steps to ensure that PI in their records is 
accurate and up-to-date

If students or parents believe that the PI in the student’s record is inaccurate, they 
have a right to request a correction under MFIPPA and the Education Act

Under the Education Act the parent/guardian of the student may make a request to 
the principal to correct the PI contained in the OSR

Under MFIPPA parents/guardians of children under 16 can request a correction on 
the child’s behalf
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IPC Privacy Complaint Process

Intake Intake 
Resolution Investigation

Draft Privacy 
Compliant 

Report

Final Privacy 
Complaint 

Report

If an individual feels that his or her PI has been collected, used or disclosed in 
contravention of privacy and access laws, he or she can file a complaint with the 
IPC

Filing a complaint, initiates the IPC’s  privacy complaint process
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Total Privacy Complaints Opened Per Year  
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Appeals Under the Education Act

A parent/guardian/student may request correction of an OSR record under 
the Education Act in writing to the principal

If a principal refuses to make the correction, the parent/guardian/student 
may ask a Supervisory Officer to conduct a review

The Supervisory Officer may complete the review or refer it to the Minister of 
Education for a hearing
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Special Topics
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Risks of Using Online Educational Tools
Under MFIPPA, boards are accountable for online educational services used in the 
classroom. They must ensure that these services do not improperly collect, use or disclose 
students’ PI, for example:

• Improper Collection: Some online educational services collect and retain students’ PI for their own 
non-educational purposes. They may also track and record students’ online activities and interactions 
with others, and collect PI from indirect sources

• Unauthorized Use: Online educational services may evaluate students’ behaviour and performance, 
and generate profiles to market learning tools or products directly to students and parents without 
their consent. 

• Unauthorized Disclosure: Some online educational services sell students’ PI to third parties that 
market other services and products directly to students and parents without their consent
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Educators should only use online tools which have been approved by their 
school board and meet the standards of the board and MFIPPA

Using unapproved educational services could:
• result in a breach of students’ and parents’ privacy rights
• subject educators to disciplinary procedures
• expose the board to reputational risks

Risks of Using Online Educational Tools
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Teachers considering the use of online 
educational services should:

• consult with school officials before using 
services

• read and understand the privacy policies 
and terms of service

• only use apps and services approved by 
the school board and ministry of 
education

• provide students with guidance on how to 
use the tools

• use services that do not require students 
to provide identifying information

Education Fact Sheet: Protecting 
Students’ Privacy Online
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Consent and the Use of Technology

Consent is not required when using and disclosing PI through online 
educational tools, apps and services, if the use and disclosure is for 
instruction or an educational purpose or a purpose that is consistent 

Consent is required when using or disclosing PI for a secondary purpose (a 
purpose that is not related to providing educational services)

Recommendation: Ensure that you have processes in place to assess tech 
tools, apps and services (PIAs) and be transparent about your practices
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School Bus Stop Arm Cameras - Key Features
Features of school bus stop arm camera systems may include:

• Exterior cameras 
• may record vehicles, pedestrians and driver 

• Sound recording 
• may record driver and students 

• Global Positioning System (GPS) 
• may record vehicle’s location 

Many capabilities are similar to video surveillance cameras
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School Bus Stop Arm Cameras - What’s Unique?
School bus camera systems present different privacy challenges from 
traditional video surveillance systems:

• mobile devices pose additional challenges that impact on privacy 
• notifying individuals who may be recorded can be challenging 
• the amount of data captured and storage location may pose security related 

problems
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School Bus Cameras - Best Practices
Best practices for school boards implementing a school bus camera program 
include:

• consulting your board’s Freedom of Information and Privacy Coordinator and the 
public

• conducting a privacy impact assessment (PIA)
• establishing policies and procedures
• establish a privacy breach protocol
• training employees
• auditing roles, responsibilities, and practices 
• consulting with our office
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Regulatory Framework - Coming Soon
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Resources
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IPC Guidance Materials
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IPC’s Open Door Policy

Any public institution or agency considering 
programs with privacy impacts can approach
the IPC for advice

Together we can:
• acknowledge privacy concerns from the outset
• address challenges through collaboration
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Questions?
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HOW TO CONTACT IPC
2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 
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