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Access to Information Orders
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Total Privacy Complaints Opened Per Year  
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Mediation: Critical to Our Success

• Usually, 75 per cent of appeals and almost all privacy complaints are closed before 
adjudication/investigation

• Goal is to find a resolution which satisfies the needs of all involved
• Saves significant time and resources for all parties
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Smart Cities
• Communities that use connected 

technologies to improve services for citizens
• Energy conservation sensors that dim streetlights 

when not in use 
• Parking apps that indicate nearest available public 

parking spot 
• Garbage cans that send a signal when full
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Cont’dSmart Cities
• Benefits

• improved management of urban environments
• more effective and efficient service delivery
• innovation and economic development 

• Personal information collected, used, retained 
and disclosed can include: 
• energy consumption patterns
• video and audio recordings
• vehicle licence plate numbers
• mobile device and other identifiers
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Cont’dPrivacy Risks of Smart Cities

• Information may be collected by municipalities, 
contractors, or private sector companies

• unauthorized collection of personal information and 
surveillance

• personal information used for unauthorized secondary 
purposes

• unauthorized disclosures of personal information

• Must ensure smart cities do not become 
infrastructures for mass surveillance
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Cont’dSmart Cities: Minimize Privacy Risks
• Strong safeguards can protect sensitive personal information 

• privacy impact and threat/risk assessments 
• data minimization
• de-identified data 
• encryption 
• privacy and access governance program 
• contracts with private sector partners that address ownership 

of data
• community engagement and project transparency
• individual consent and opt-out 

• IPC is working with municipalities and federal government 
• encourage transparency
• ensure that privacy protections are built into smart city initiatives
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• Helps the public understand how smart cities can 
affect privacy

• Information collected, used, retained and disclosed 
can include personal information

• Great care must be taken to ensure that smart cities 
do not become infrastructures for mass surveillance

• Good planning and design can minimize risk and 
ensure that individual privacy is protected

Smart Cities Fact Sheet



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

The Philadelphia Model 

• Review of police sexual assault files     
to look for deficiencies and biases

• Since implementation in Philadelphia 
17 years ago, “unfounded rape” rate 
dropped to  four per cent

• U.S. national average is seven per 
cent

Globe and Mail Series: Unfounded
Robyn Doolittle
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• Identify external partners with the experience to assist with the review of sexual 
assault files and appoint them ‘agents of the service’

• Ensure external reviewers have background check, sign an oath of confidentiality 
and receive privacy and confidentiality training

• Require external reviewers to see names of principals so they can recuse 
themselves if needed

• Permit external reviewers to review complete closed files, subject only
to redactions or restrictions required by law

• Ensure reviews take place at police facilities and no identifying information is 
copied, retained, or removed by agents

Ontario-based Philadelphia Model 
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Cont’dMOU for Use by Ontario Police

• IPC worked with police and stakeholders to 
develop model Memorandum of Understanding 
and Confidentiality Agreement

• Sets the terms for the review of sexual assault 
cases by police and external reviewers  

• Kingston Police are first to put into practice 
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Making Political Parties Subject to Privacy Laws
• Political parties are not covered by privacy laws
• Digital tools can amass large amounts of personal information from diverse 

sources, analyze it and target people in granular and unique ways
• Increasingly sophisticated data practices raise new privacy and ethical 

concerns and vulnerabilities to cybersecurity threats
• To address these risks, our office recommends that Ontario’s political 

parties be subject to privacy regulation and oversight
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Health Privacy
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PHIPA Complaints Opened per Year

2006 2011 2016 2017

269 346
537

629
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Health Sector Privacy Complaints 2017

• Of the 324 self-reported breaches 
in 2017:

• 60 were snooping incidents
• 8 were ransomware/cyberattack

• Remaining 256 were related to: 
• lost or stolen PHI
• misdirected information
• records not properly secured
• other collection, use and disclosure 

issues

271

233

7% 
(47)
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Health Sector Privacy Complaints 2018 

• Of the 202 self-reported breaches 
in 2018:

• 44 were snooping incidents
• 4 were ransomware/cyberattack

• Remaining 154 were related to: 
• lost or stolen PHI
• misdirected information
• records not properly secured
• other collection, use and disclosure 

issues

Health Sector Privacy Complaints

Self-Reported Breach Collection/Use/Disclosure

Access/Correction IPC Initiated

60%
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Mandatory PHIPA Breach Reporting 

• As of October 1, 2017, health information 
custodians must notify IPC of certain privacy 
breaches

• use or disclosure without authorization 
• stolen information
• further use or disclosure
• breaches occurring as part of a pattern  
• breaches related to a disciplinary action against a 

college or non-college member
• significant breaches

• Custodians began collecting breach statistics in 
January 2018 for reporting in March 2019
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Self-Reported Breaches 
Before and After Mandatory Breach Reporting
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Recent PHIPA Prosecution 

• Administrative clerk in the emergency department of a GTA hospital
• Illegally accessed health records of 44 individuals, in some cases printing 

their personal health information
• October 2017 the clerk pleaded guilty and the court imposed a $10,000 fine
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Legislation
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Child, Youth and Family Services Act

• The CYFSA received Royal Assent on June 1, 2017

• Part X of the CYFSA was proclaimed along with the rest of the CYFSA on 
April 30, 2018, but will come into effect on January 1, 2020

• Part X of the CYFSA represents a big step forward for Ontario’s child and 
youth sectors:

• closes a legislative gap for access and privacy
• promotes transparency and accountability
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Child, Youth and Family Services Act

• Strengths of Part X:
• modelled after PHIPA
• consent-based framework
• individuals’ right of access to their personal information
• mandatory privacy breach reporting
• clear offence provisions
• adequate powers for the IPC to conduct reviews of complaints
• facilitates transparency and consistency among CASs’ information practices 
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Child, Youth and Family Services Act

• Part X protects privacy by creating rules regarding personal information:
• collection
• use
• disclosure
• retention
• disposal

• Data minimization requirements limit a service provider’s authority to 
collect, use or disclose personal information
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Child, Youth and Family Services Act

• Part X gives individuals the right to access:
• records of their personal information (PI)
• in a service provider’s custody or control and
• that relate to the provision of a service to the individual 

• No fees can be charged for access except in prescribed circumstances 
(currently, none are prescribed)
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Child, Youth and Family Services Act

• Under new law, when responding to access requests, service providers 
must:

• make the record available or provide a copy, if requested 
• respond to the request within 30 days, with a possible 90-day extension
• take reasonable steps to be satisfied of the individual’s identity
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Anti-Racism Act
• In June 2017 Ontario passed the Anti-Racism Act, 2017 (ARA) 
• The government launched the ARA’s data standards and approved Regulation 267 in April 

2018
• Regulation requires PSOs in child welfare, education and justice sectors to start collecting 

Indigenous identity, race, religion and ethnic origin by a defined date in the next five years
• The government consulted the IPC on the data standards
• IPC is the oversight body and may:

• order public sector organizations (PSOs) to discontinue, change or implement a 
practice, and destroy personal information collected

• comment and make recommendations on privacy implications of any matter related to 
act, regulations or data standards
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Review of Police Oversight Agencies
• In 2016, Justice Tulloch appointed to lead independent review of the 

agencies that oversee police in Ontario
• Three agencies: the Special Investigations Unit, Office of the Independent 

Police Review Director, Ontario Civilian Police Commission
• IPC provided advice to Justice Tulloch, including:

• Amending Police Services Act to ensure disciplinary hearing decisions, SIU-related 
disciplinary and investigation reports are made public

• Establishing police services data collection and retention systems to record human 
rights-based data on key interactions with civilians
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Cont’dAmendments to the Police Services Act
• Change name of Special Investigations Unit to Ontario Special Investigations 

Unit (OSIU)
• Release OSIU reports publicly, include new time limits for the completion and 

public reporting of investigations 
• Change name of Office of the Independent Police Review Director to the 

Ontario Policing Complaints Agency (OPCA)
• Authorize OSIU and OPCA to collect personal information specified

by regulation and publish reports to inform, evaluate and improve
policing oversight
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• Becomes law on November 1, 2018
• Reflects over a decade of input from our office
• Changes the rules about what police can tell 

prospective employers, volunteer agencies and 
foreign governments about Ontarians

• Protects individuals from the release of 
unproven allegations and mental health records 
in police background checks

• First law of its kind in Canada

Police Record Checks Reform Act
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Recent Court Activity
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“…the concept of transparency, 
and in particular, the closely related 
goal of accountability, requires the 
identification of parties who receive 
substantial payments from the 
public purse…”

IPC Order PO-3617

OHIP Billings
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Reasonable Expectation of Privacy: Jarvis (SCC)

• High school teacher charged with voyeurism
• Using pen camera to surreptitiously record face and cleavage of 27 female 

students in common areas of school 
• IPC intervened before Supreme Court of Canada on “reasonable expectation 

of privacy” in public spaces issue
• Crown/IPC say students in common areas have objective expectation of 

privacy, including in areas with existing video cameras
• Decision expected later in 2018 
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“We strongly support the concepts of openness 
and transparency as applied to administrative 
tribunal hearings. If the government decides to 
move forward to amend the Freedom of 
Information and Protection of Privacy Act, we 
would be happy to work with them to find the 
right balance between openness of tribunals, and 
privacy and other confidentiality interests.”

— IPC statement to the Toronto Star
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Resources
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• Police services are using ALPR systems to find licence 
plates that are stolen, expired or registered to 
suspended drivers

• These systems have the potential to track individuals 
allowing police to conduct surveillance and profiling

• We encourage police services to consult with our 
office before implementing an ALPR system

• We can help mitigate privacy issues that may arise

IPC Guidance Documents



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

IPC Fact Sheets
• Published in response to frequently asked questions 

about access, privacy and technology   
• Recently released:

• Fees, Fee Estimates and Fee Waivers (Friday?)
• Frivolous and Vexatious Requests
• Disposing of Your Electronic Media
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ROTO is an ongoing program where we visit 
communities across Ontario and host events to 
discuss the latest developments in access and privacy 
with stakeholders and the public

• St. Catharines
• Ottawa
• Sault Ste. Marie
• Kingston

• London
• Thunder Bay
• Windsor
• Hamilton
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IPC Webinar

https://youtu.be/SMdySAqj11w
https://youtu.be/SMdySAqj11w
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CONTACT US
2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 
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