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Appendix Six [Appendix “D” Requirement]

AFFADAVIT OF DR. DAVID A. HENRY, PRESIDENT AND CHIEF EXECUTIVE
OFFICER OF THE INSTITUTE FOR CLINICAL EVALUATIVE SCIENCES (ICES)

I, Dr. David A. Henry, of the City of Toronto, in the Province of Ontario, MAKE OATH AND

SAY:

1. Iam the President and Chief Executive Officer of THE INSTITUTE FOR CLINICAL

EVALUATIVE SCIENCES and have submitted a written report (the “Report™).

2. During the period covered by the Report, THE INSTITUTE FOR CLINICAL EVALUATIVE
SCIENCES’ PRESIDENT AND CHIEF EXECUTIVE OFFICER formally delegated the
supervision and management of day-to-day operations of the privacy portfolio to Pamela
M. Slaughter, Chief Privacy Officer; and also formally delegated the supervision and
management of day-to-day operations of the IT security portfolio to and Derek I.

Browne, Chief Information Security Officer.

3. THE INSTITUTE FOR CLINICAL EVALUATIVE SCIENCES has in place privacy and security
policies, procedures, protocols, practices, standards, tools, guidelines and other
instruments (“Privacy and Security Policies™) to protect the privacy of the individuals
whose personal health information it receives and to maintain the confidentiality of that

information.

4. THE INSTITUTE FOR CLINICAL EVALUATIVE SCIENCES has submitted the Report to the
Information and Privacy Commissioner of Ontario in compliance with the Manual for the
Review and Approval of Prescribed Persons and Prescribed Entities, as issued by the

Information and Privacy Commissioner of Ontario on April 19, 2010.
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5.

SWORN (OR AFFIRMED) BEFORE ME

o
at the City/Town/Etc. of ]Dfon;b , in the

Gemty/Regtoma MURICIpatiTy/ETc. of

I have made due inquiries of Pamela M. Slaughter, Chief Privacy Officer and Derek J.
Browne, Chief Information Security Officer, regarding the contents of the Privacy and
Security Policies implemented by THE INSTITUTE FOR CLINICAL EVALUATIVE SCIENCES ,
the Manual for the Review and Approval of Prescribed Persons and Prescribed Entities

and the Report.

Based on my knowledge, having exercised reasonable diligence, the Report describes the
Privacy and Security Policies implemented by THE INSTITUTE FOR CLINICAL EVALUATIVE
SCIENCES in an accurate and complete manner as of the date on which the Report was

submitted.

Based on my knowledge, having exercised reasonable diligence, THE INSTITUTE FOR
CLINICAL EVALUATIVE SCIENCES has taken steps that are reasonable in the
circumstances to: (i) ensure the Privacy and Security Policies implemented comply with
the Manual as set out in the Report; (ii) ensure compliance with the Privacy and Security
Policies implemented; and (iii) protect personal health information against theft, loss,

unauthorized use, disclosure, unauthorized copying, modification or disposal.
, in the Province of Ontario,

ur by -

‘ L ( [SIGNATURE OF DEPONENT
O R ONIK )

.

Commissioner Yor Taking Afﬁ@jts

HBdocs - 9666891 v1

202



	Introduction
	Background
	Part 1 -  Privacy Documentation
	1. Privacy Policy in Respect of ICES’ Status as Prescribed Entity
	2. Policy and Procedures for Ongoing Review of Privacy Policies, Procedures and Practices
	3. Policy on the Transparency of Privacy Policies, Procedures and Practices
	4. Policy and Procedures for the Collection of PHI
	5. List of Data Holdings Containing PHI
	6. Policy and Procedures for Statements of Purpose for Data Holdings Containing PHI
	7. Statements of Purpose for Data Holdings Containing PHI
	8. Policy and Procedures for Limiting Agent Access To and Use of PHI
	9. Log of Agents Granted Approval to Access and Use PHI
	10. Policy and Procedures for the Use of PHI for Research
	11. Log of Approved Uses of PHI for Research
	12. Policy and Procedures for Disclosure of PHI for Purposes other than Research
	13. Policy and Procedures for Disclosure of PHI for Research Purposes and the Execution of Research Agreements
	14. Template Research Agreement
	15. Log of Research Agreements
	16. Policy and Procedures for the Execution of DSAs
	17. Template Data Sharing Agreement
	18. Log of Data Sharing Agreements
	19. Policy and Procedures for Executing Agreements with Third Party Service Providers in Respect of PHI
	20. Template Agreement for All Third Party Service Providers
	21. Log of Agreements with Third Party Service Providers
	22. Policy and Procedures for the Linkage of Records of PHI
	23. Log of Approved Linkages of Records of PHI
	24. Policy and Procedures with Respect to De-identification and Aggregation
	25. Privacy Impact Assessment Policy and Procedures
	26. Log of Privacy Impact Assessments
	27. Policy and Procedures in Respect of Privacy Audits
	28. Log of Privacy Audits
	29. Policy and Procedures for Information (Privacy/Security/Policy) Breach Management
	30. Log of Privacy Breaches
	31. Policy and Procedures for Privacy Complaints and Privacy Inquiries
	32. Log of Privacy Complaints & Privacy Inquiries
	33. Policy and Procedures for Privacy Inquiries

	Part 2 -  Security Documentation
	1. Information Security Policy
	2. Policy and Procedures for Ongoing Review of Security Policies, Procedures and Practices
	3. Policy and Procedures for Ensuring Physical Security of PHI
	4. Log of Agents with Access to ICES Premises
	5. Policy and Procedures for Secure Retention of Records of PHI and de-identified Information
	6. Policy and Procedures for Secure Retention of Records of PHI on Mobile Devices
	7. Policy and Procedures for Secure Transfer of Records of PHI
	8. Policy and Procedures for Secure Disposal of Records of PHI
	9. Policy and Procedures Relating to Passwords
	10. Policy and Procedures for Maintaining and Reviewing System Control and Audit Logs
	11. Policy and Procedures for Patch Management
	12. Policy and Procedures Related to Change Management
	13. Policy and Procedures for Back-Up and Recovery of Records of De-identified Information and PHI
	14. Policy and Procedures on the Acceptable Use of Technology
	15. Policy and Procedures in Respect of Security Audits
	16. Log of Security Audits
	17. Policy and Procedures for Information Security Breach Management
	“A privacy breach occurs when personal health information (PHI) is collected, retained,  used or disclosed in ways that are not in accordance with PHIPA and its regulation,  ICES policy instruments or with ICES’ Data Sharing Agreements, Research Agre...

	18. Log of Information Security Breaches

	Part 3 -  Human Resources Documentation
	1. Policy and Procedures for Privacy/Security Training and Awareness
	2. Log of Attendance at Initial Privacy/Security Orientation and Ongoing Privacy/ Security Training
	3. Policy and Procedures for the Execution of Confidentiality Agreements by Agents
	4. Template Confidentiality Agreement with Agents
	5. Logs of Executed Confidentiality Agreements with Agents
	6. Job Description for the CPO
	7. Job Description for the CISO
	8. Policy and Procedures for Termination or Cessation of the Employment or Contractual Relationship

	Part 4 -  Organizational and Other Documentation
	1. Privacy and Security Governance and Accountability Frameworks
	2. Security Governance and Accountability Framework
	3. Terms of Reference for Committees with Roles with Respect to the Privacy Program and/or Security Program
	4. Corporate Risk Management Framework
	5. Corporate Risk Register
	6. Policy and Procedures for Maintaining a Consolidated Log of Recommendations
	7. Consolidated Log of Recommendations
	8. Business Continuity and Disaster Recovery Plan

	Appendix One: Privacy Indicators
	Security Indicators
	Human Resources Indicators
	Organizational Indicators
	Appendix Two: List of ICES Data Holdings Containing PHI
	Appendix Three: Recommendation Table
	Appendix Four: Deficiencies to be Addressed/Timelines
	Appendix Five: Registry of the Canadian Stroke Network
	Appendix Six: Affadavit

