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Managing Information
in an Electronic World

“In this, the age of information technology, we
move from a paper-based to an elecrronic-
based environment. This creates both new
challenges and opportunities for managing the
flow of information,” said John Eichmanis,
special policy advisor for Ontario’s Informa-
tion and Privacy Commissioner, in a speech
given at a meeting of the capital region
chapter of ARMA (formerly, the Associa-
tion of Records Managers and Administra-
tors) held in Ortawa on March 18, 1997,

~In his address, Eichmanis explained that
today, with the advent of new information
technologies, the variety of ways that infor-
mation can be created, stored and used has
increased in compatison to the days when
information was produced and stored in
paper form only. Now, records are riot only
created and stored electronically, but must
also be retrieved in the same way. He re-
minded the audience that despite the form
that a record or piece of informarion takes,
the Freedom of Information and the Protec-
tion of Privacy Act, and the Municipal Free-
dom of Information and the Protection of
Privacy Act still apply to information of
government organizations, thus making the
management of recorded electronic infor-
mation integral to the Acts.

The presentation coincides with the re-
lease of the IPC’s paper entitled, Electronic
Records: Maximizing Best Practices and the
Practice entitled Privacy Protection Princi-

ples for Electronic Mail Systems. The papers
outline useful practices for government or-
ganizations to consider with regard to how
they currently manage information and pro-
vides discussion on how technolegy will
affect the day-to-day operations of the
records management function in the public
sectot. It offers suggestions for the imple-
mentation of electronic records manage-
ment practices and advises that organiza-
tionsconsider theirindividual circumstances
when reviewing them.

One of the benefits of new technology is
that it should enhance the ability of the
public to access information -~ a key fearure
in the development of the information high-
way. For both the purposes of the Acss and
forthe benefits to be gained by this techno-
logy, this paper suggests ways to assist or-
ganizations to maximize the potentiaf ben-
efits. _

“The paper provides 18 practices wich a
discussion of the reasoning behind each, ”says
Eichmanis. “They deal with issues of what
constitutes an electronic record, anticipat-
ing future access requirements, retaining
and accessing electronic records, security
issues and how electronic records can assist
an organization with routine disclosure and
active dissemination. These are all issues
that organizations consider when managing
the information that they are responsible for
today.”

CONTINUED ON PAGE 4
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Index of Practices

As a result of substantial interest in Practices and a helpful suggestion from our readers, the
IPC has developed an index of IPC Practices available upon request by calling the IPC
Communications department at (416) 326-3333 or 1-800-387-0073 or on the IPC web site

at hetp://www.ipc.on.ca

Appeals Practices

* Drafting a Letter Refusing Access to a

Record (Appeals 1)
* Providing Records to the IPC (Appeals 2)

° Me_diation: What an Institution Can
Expect (Appeals 3)

* Changes to the Appeal Process — Phase |
{Appeals 4) '

* Providing Representations to the IPC
(Appeals 5)

° Raising Discretionary Exemptions
During an Appeal (Appeals 6)

» Responding to Requests for Personal
Information {Appeals 7)

» [ncreasing the Effectiveness of Represen-
tations (Appeals 8)

* Affidavit Evidence (Appeals 9)
o Clarifying Access Requests (Appeals 10)

 The Acts and Investigations about Har-
assment and Discrimination
Complaints (Appeals 11)

® Preparing the Records Package for an
Appeal (Appeals 12}

Compliance Practices

. Copying Information to Individuals
Inside and QOutside an Institution
{Compliance 1)

» The Collection and Use of the Social
Insurance Number (Compliance 2)

» Providing Notice of Coliection
{Compliance 3)

* Video Surveillance: The Privacy Implica-
tions (Compliance 4)

» Audirs and Collection of Personal
Information {Compliance 5)

* The Indirect Coilection of Personal
Information {Compliance 6)

* Maintaining the Confidentiality of
Requesters and Privacy Complainants
(Compliance 7)

* Processing Privacy Complaints
(Compliance 8} '

¢ How to Protect Personal Information in the

Custody of a Third Party {Compliance 9)

* Tips on Protecting Privacy
{Compliance 10}

¢ Privacy and Confidentiality When Work-
ing Outside the Office (Compliance 11)

* Privacy of Personnel Files
(Compliance 12}

Other Practices

* Third Party Information ar the Request
Stage

* Privacy Protection Principles for Voice
Mail Systems

* Your Privacy and Calt Display

* Privacy Alert: A Consumer’s Guide to
Privacy in the Marketplace

* Privacy Protection Makes Good Business
Sense

* Privacy Protection Principles for Elec-
tronic Mail

* Routine Disclosure/Active Dissemination
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Personal Information and
the Ministry of Transportation

The Ministry of Transportation (MTO} in
Ontario, like other provinces’ transporta-
tion authorities, makes some driver and
vehicle informarion available to the public.
In response to public concern expressed to
the TPC about the disclosure of personal
information through this policy, the IPC
has released a paper entitled You and Your
Personal Information at the Ministry of Trans-
portation and the Practices,

The papers detail the type of informarion
contained in two databases held by the
MTO ~the Driver Licence Database and the

Vehicle Registration Database — and explain
not only the type of information contained
in each but outline what information is
accessible to the publicand whatis not. The
papersalso listorganizations tharhaveaccess
to information found in personal files and
the reasons they are provided this access.

For copies of You and Your Personal Infor-
mation at the Ministry of Transportation and
the Practices, please call (416) 326-
3333 or 1-800-387-0073. They are also
available from the IPC’s web site at hetp://
WWWw.ipc.on.ca.

Geographic Information

Systems Technology

Profound technological advances are trans-
forming the basic nature of information
management as conventional paper records
give way to powerful electronic databases.
One type of information management
system increasingly being introduced by
government organizations is Geographic
Information Systems (GIS} technology.

Stated simply, GIS is a computer system
specifically designed to store, retrieve and
analyze geographically referenced informa-
tion — for example, images from aerial pho-
tographs and satellites play a significant role
in GIS operations. The access and privacy
issues associated with today’s electronic en-
vironment, of which GIS technology is part,
are complex and challenging.

The IPC has released a paper and the
Practices entitled Geographic Information

Systems that discuss the nature of the tech-
nology and create an awareness of the pri-
vacy and access.issues related to GIS.

The papers explain what GIS is and how
it is used, and provide examples of the types
of current applications of the technology,
both in governmesnt and in the private sec-
tor. Finally, issues of access and privacy that
arise from implementation of this rechno-
logy are examined, and the IPC has offered
a series of principles to be considered by
government organizations for their use of
GIS technology. :

Copies of Geographic Information Systems

and the Practices can be obtained by calling

the IPC’s Communications department at
(416) 326-3333 or 1-800-387-0073. They
are also available on the IPC’s web site at
http!/fwwww.ipc.on.ca.
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1996 — The Year In Review

JANUARY
The IPC releases Privacy Protection Models

for the Private Sector.

The Savings and Restructuring Ace 1996 (Bill
26) is passed in the Ontario Legislature. The
bill includes amendments to Ontario’s Free-
dom of Information and Protection of Privacy
Acts, including the addition of an exemp-
tion for frivolous or vexatious requests, and
the imposition of fees for requests and ap-
peals.

FEBRUARY

Tom Wright, Ontario’s Information and
Privacy Commissioner, makes a presenta-
tion to the Standing Commirre¢ on Public
Accounts with regard to proposed amend-
ments to the Audit Act.

MARCH

As a result of the passing of the Public Sector
Salary Disclosure Actin January, names of ail
public sector employees who earn salaries of
$100,000 or more are released o the public.

APRIL
The 1PC, together with the Freedom of

Information and Protecrion of Privacy Of
fice, Management Board Secretariat (MBS),
releases a joint report entitled Enbancing
Access to Information: RD/AD Success Stories.

Government organizations are experienc-
ing a period of transition as more comptiteri-
zation enters the workplace and electronic
records replace paper. While information
technology provides an additional means to
provide services to the public, italso creates
new challenges — in particular, how to man-
age information in an electronic world.

4

JUNE

The IPC tables its 1995 Annual Report in .
the Legislative Assembly.

AUGUST

Commissioner Tom Wright provides re-
marks on the Ministry of Health’s recently
released consultation’ paper Legal Frame-
work for Health [nformation.

SEPTEMBER

Management Board Secretariat hosts the anniual
Access and Privacy Workshop in Foronto.

OCTOBER

Tom Wright gives a presentation at the an-
nual Privacy and American Business Confer-
ence entitled “The European Union’s Direc-
tive on Daga Protection: How Will/Should
the United States and Canada Respond?”

NOVEMBER

Tom Wright speaks as part of a panel on
restructuring alternatives for tribunals in a
presentation made to the Conference of

Ontario Boards and Agencies (COBA).

- DECEMBER

Tom Wrightspeaksatthe Councilof Govern-
ment Ethicsand Law (COGEL) conference.

The paper, Electronic Records: Maximiz-
ing Best Practices, and the Practices entitled
Privacy Protection Principles for Electronic
Mail Systems can be obtained by calling the
IPC Communications department at (4106)
326-3333 or 1-800-387-0073. They arc
also available en the IPC web site at htep://
WWW.IpC.on.ca.
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“Summaries” is a
regular column
highlighting
significant orders
and compliance
investigations.

Q & A is a regular
column fearuring

topical questions
directed to the IPC,

Summaries

[nvestigation 196-064M

The complainants were both the subjects of
criminal charges and were defendants in a
civil suit relating to the same incident that
had led to the charges. Their complaint was
that a police. officer had disclosed to the
plaintff’s lawyer, a written statement by
one of the complainants and the video-
taped statement of the other.

One of the issues raised by the complaint
was whether or not section 51(1) of the Ae,
which states that “This Acz does not impose
any limitation on the information other-
wise available by law to a party tolitigation,”
applied in the circumstances.

The IPC found that, although the police
officer who disclosed the complainants’ per-
sonal information had been under sum-
mons to produce documents at the civil
trial, his disclosure was made outside the
discovery process and did not take place at
the trial which was adjourned to a date after
his disclosure. It was, thus, the IPC's view
that the information disclosed in this con-
text was not “available by law to a party to
litigation” within the meaning of section
51(1} of the Act. The IPC also found that no
provisions under section 32 of the Acz ap-
plied to permic the disclosure.

The IPC recommended that the police
take steps to ensure compliance with the
Act. In response, the police informed us that
one of the steps they had taken was to make
certain that the police officer involved was

“aware of the situation and the appropriate

avenue o follow in future.”

Q: Are hospitals covered by the Acts?

Order M-850

The Town of Midland received a request
for access to the names of all members of its
town Council, their secreraries, all adminis-
trative staff, as well as the names of all

- employees whowere related to pastor present

Council members. The town refused o
process the request because, in its view, it
was frivolous or vexatious for the purposes
of section 4{1)(b) of the municipal Acz.

The town informed the IPC that the
requester had followed a pactern of submit-
ting many requests, some of which resulted
in appeals to the IPC. The requester argued
that there was nothing wrong with testing or
examining the boundaries of the Acr or in
“having fun” filing requests.

The IPC noted that the majority of the
requests involved extremely detailed subjects
or identified a large number of individuals
orlocations that the requester believed should
be examined to locate responsive records. In
addition, the requests were often interrelated.
The IPC also noted that since 1991, the re-
quester had flled atoral of 1131 appeals, involving
both the town and other organizations.

Based on these considerations, the IPC
upheld the town’s argument that the re-
quester’s past and present reguests, when
considered together, formed a part of a
pattein of conduct thatr amounted to an
abuse of the right of access. The TPC also
found that the request was made in bad faith
and fora purpose other than to obtain access.
The result was that the present request was
determined frivolous or vexatious and that
the town was not required to process it.

A: The Acts only cover those provincial
psychiatric. hospitals maintained by the
Ministry of Health. They do not cover
other hospitals.
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Chartmg the Future of Perspectives

In the Fall 1996 edition of Perspectives, we
asked you, the reader, to respond to a survey
designed to tell us about your preferences
for future issues. We would like to thank
each of you who replied for taking the time
to provide us with many informative com-
ments and helpful information.

The IPC is committed to exploring the

capabilities offered by new technologies, __

including how we provide information to
you. Two-hundred and twenty-onerespond-
ents told us how they felt about Perspectives,
and other publications we produce, and
gave us some interesting feedback that we
would like to share.

Providing informarion to you in a way
that meets your needs is important to the
IPC. More than 80 per cent of those who
responded preferred to receive Perspectives
by mail, with an additional 20 per cent also
finding the fax an acceptable method of
delivery. Interestingly, 75 per cent of those
who responded told us they did not have
access 1o the [nternet, and, therefore did not
consider electronic delivery a convenient
way to receive the information. Only 10 per
cent of those who responded preferred to
receive the publications we produce via the
Internet.

Of those responses related to the Subject
Index, again, 80 per cent of those who
answered the survey preferred to receive it
by mail and 14 per cent stated thar faxing it
was acceprabie.

Municipalities were the overwhelming
majotity of those who responded to the
survey with 83 per cent. Provincial organi-
zations accounted for six per cent of the
surveys returned to the IPC and the remain-
ing surveys came from either federal organi-
zations, from other provinces and overseas.

In terms of how often you would like to
receive Perspectivesand the Subject Index, 45
per cent indicated that the current discribu-

tion rate of three times per year was prefer-

able while 43 percent would rather receive
the Subject Index annually, though 33 per
cent felt that three times a year was acccpt«
able.

How you use the information we make
available toyouisalsoimportantro the IPC,
When the question was posed of how many
issues of Perspectives and the Subject Index
you read, you responded that 68 per cent
read all or most of the issues of Perspectives,
as compared to 36 per cent of the Subject
Index. Fifty-cight per cent of those who
responded referred back to issues of Per
spectives and circulated 27 per cent to col-
leagues. The Subject Index was referred to by
44 per cent and was circulated 18 per cent
of the time.

“We also provided space for your com-
ments on other IPC publications and for
suggestions for topics for future issues of
Perspectives. We would like to thank each of
you for the enlightening ideas and for the
thoughtful suggestions.

We will be taking time to consider your
comments and responses and will report in
the nextissue how we will implement those.
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