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Role of the
Regulatory Agency

“Regulatory agencies, by their conduct,
can take reasonable law and produce
oppressive regimes.”

— Malcolm Sparrow, The



ib Stressing the 3 C’s

e Consultation:

— Opening lines of communication with health
community;

e Collaboration:
— Working together to find solutio

o Co-operation:
— Rather than confro



|IPC under PHIPA
Three Key Roles

1. Research and provide advice on proposed legislation
and policy;

2. Promote education;

3. Ensure that government organizatio
private sector comply with access

—  RD/AD;
—  Mediation;
— Adjudication.



o
l’ Privacy Impact Assessment Guidelines for the
Ontario Personal Health Information Protection Act

* PIA template self-assessment tool;

* Not required under PHIPA;
* No expectation to submit PIA to the

Web link to template:
 http://www.ipc.on.ca/d




i, OHA /OMA
Health Toolkit and user guide

* Physician and Hospital Privacy ToolKit;

 Partners: Ontario Hospital Association, Ontario
Hospital eHealth Council, Ontario Medical
Assoclation, Office of the Information a
Commissioner/Ontario;



i) Short Notices

e The goal of using a “short notice” Is to
provide all individuals with essential
Information about their access and privac

rights in an easily readable and comp
format.




Short Notices Under PHIPA
Role of the IPC

* In Ontario, the IPC has taken a leadership role in promoting the use of
short notices in the health sector;

» The IPC wanted to ensure that patients are well informed of their rights
and have the knowledge to exercise those rights;

« Additionally, the IPC also wanted to help Health Information Custodians
communicate more effectively with the public about their information
practices and how patients may exercise their rights.

Sydney Resolution

« 2003, the movement to establish a global short privacy notice was officially
recognized at the International Conference of Data Protection Commissi

Sydney, Australia

Berlin Memorandum

» 2004, in Berlin, a working group of Commissioners an
and prepared a memorandum recognizing that a new
privacy notices



Short Notices Posters

in our Hospital
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Four scenarios:

PHIPA training video

Proactive approach toward our mandate by
commissioning the production of an informational
training video on PHIPA for the benefit of all health care
providers in Ontario;

pharmacy and the issue of audio privacy;

written communication with the example of a referr
letter from a surgeon’s office;

the theft of a laptop containing patient recor
doctor’s office;

an ambulance service trying to colle
from emergency wards in hospit



i, FAQs:

Personal Health Information Protection Act

Frequently Asked Questions:

Personal Health
|nformation Protection Act




Newsletter / e-blast feeds
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08 Dec 2005 + 15 Dec 2005 - Provision of Plan B (Schedule I} -
Letters to Pharmacists

December 15, 2005

Following the issuance of a Notice to Pharmacists last week concerning a specific
form being used in some cases when the purchase of the Schedule II product,

Plan B had been requested, a working group was formed, consisting of staff from
the Ontario College of Pharmacists, the Ontario Pharmacists Association, and the
Office of the Information and Privacy Commissioner of Ontario.

The goal of the group was to develop and agree on guidelines which could be
used by pharmacists in Ontario to ensure that their ongoing practice with respect
to the sale of this product meets all applicable legislation, including Standards of
Fractice. The attached document (see below) will serve to clarify the
expectations of the College that pharmacists will continue to serve their patients
well by providing appropriate information and counselling and to add value to the
sale of Plan B as they would for any Schedule II product.
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Factsheets

Secure Destruction of Personal Information
Long-term Care Homes
Lock-box Fact Sheet

Disclosure of Information Permitted in Emergency or other
Urgent Circumstances

Reporting Requests under PHIPA
Consent and Form 14
Fundraising under PHIPA

Ontario Regional Poison Information C
of Care’

Your health information: Your
Safeguarding Personal He
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Factsheet e.g.

&rn Cavoukdan, Ph.D.
Irformation and Privecy Commisslonar/Ontano

Fact Sheet

Disclosure of Information Permitted in
Emergency or other Urgent Circumstances

Privacy legislarion in Onnario does nor
prevent the rapid sharing of personal in-
formarion in cermain sinacions, Whils i
is appropriare to recognize thar personal
informarion is proescred by Onmrio's pri-
wacy and access laws, iris also imporant
to realize char these protecrions are nor
inrenided to stand i che way of che disclo-
sure of viral = and in some cases, life-sav-
ing — informmarion in emecgency or ocher
Urgent sinianons,

In emecgency and limiced orher skuacions,
persanal informarion, incduding persanal
hzalch informarion, may meed 1w be dis
closed in 2 dmely fashicn, even if che
person’s cons=re has nor been obained.. In
mich ciccumstances, the head of a public
seor insinxion or @ health informarion
custadian (a2 defined cerm under the Fee
somal Health Infommarion swd Proraction
Act or PHIPA), or those acring on cheir
bzhalf, cam - and in sorne cases must - dis-
close informarion thar would normally be
procecred by Oincario's acoess o informa-
tion and privacy laws. This informarion

may ke a record or records conmining
personal informarion or personal healch
informarion, and rhe ciccumsmnces may
include emergencies o crivical situarions
affecring individuals or public health and
safiecy, as well as siruarions calling for com-
passion.' Although thess disclosures are
the responsibilicy of the bead of aninsrin.
ticm o & health informarion casedian, i
is importane for anvons working in such
semings o undermand whar is pecmired
in cerrain sinuarions.

A head of a public secror instinarion or a
hzalch informarion aistodian is given the
auchority by Onrario's access o informa-
tion and privacy lawns o discloss such
informarion. Thess laws also procea a
healch informaron curodian or a bead
tromdamages, providedchar the custodian
of head has acred in good faich.

Listed belowrare some circumstance s under
which a aisrodian can disclose personal
imformarion or personal health informa-
rion, in the absence of an individual's
consent
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e Public interest and
grave hazards

e RiIsk of serio
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Topic specific tools

RFEID

Tag, You’re It: Privacy Implications of Radio Frequency
|dentification (RFID) Technology (February 2004)

— www.ipc.on.ca/docs/rfid.pdf

Guidelines for Using RFID Tags in Ontario Public Libraries
(June 2004)

— www.ipc.on.ca/docs/rfid-lib.pdf

VIDEO SURVEILLANCE

Guidelines for using video surveillance cameras |
places (October 2001)

— http://www.ipc.on.ca/docs/video-gd.p

Guidelines for using video surveillan
(December 2003)

— http://www.ipc.on.ca/docs/vi




ll How to Contact Us

Ken Anderson

Assistant Commissioner (Privacy)
Information & Privacy Commissioner/Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario M4W 1A8

Phone: (416) 326-3942
Web: WWW.Ipc.on.ca
E-mail: ken.anderson@i
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