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Health Information Custodians Working
for Non-Health Information Custodians

The Personal Health Information Protection
Act, 2004 (PHIPA) sets out rules for the
collection, use and disclosure of personal
health information by health information
custodians (custodians).

While these rules are generally the same for
all custodians, special considerations may
apply in the case of custodians working for
non-custodians.

What is a Health Information
Custodian?

As defined in PHIPA, health information
custodians include health care practitioners
(see below), hospitals, psychiatric facilities,
pharmacies, laboratories, nursinghomesand
long-term care facilities, homes for the aged
and homes for special care, community care
access corporations, ambulance services,
boards of health, the Minister of Health
and Long-Term Care and the Canadian
Blood Services.

PHIPA defines a health care practitioner
as: a person who is a member within the
meaning of the Regulated Health Professions
Act, 1991 who provides health care; a
person registered as a drugless practitioner
under the Drugless Practitioners Act who
provides health care; a person who is a
member of the Ontario College of Social
Workers and Social Service Workers who

provides health care; and any other person
whose primary function is to provide
health care for payment. Examples of
health care practitioners include: doctors,
nurses, audiologists and speech-language
pathologists, chiropractors, chiropodists,
dental professionals, dieticians, medical
radiation technologists, medical laboratory
technologists, massage therapists, midwives,
optometrists, occupational  therapists,
opticians, pharmacists, physiotherapists,
psychologists and respiratory therapists.

PHIPA defines health care as any observation,
examination, assessment, care, service
or procedure that is done for a health-
related purpose and that is carried out or
provided:

e to diagnose, treat or maintain an
individual’s physical or mental
condition;

e to prevent disease or injury or to promote
health; or

e as part of palliative care.

Persons who do not provide health care are
not health care practitioners.

Examples of Custodians Working
for Non-Custodians

There are many examples of custodians
working for non-custodians, including;:
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e a nurse employed by a school board to
provide health care;

e a doctor employed by a professional sports
team to provide health care;

e a registered massage therapist providing
health care to clients of a spa; or

e anurseemployedin-housebyamanufacturing
firm to provide health care.

A custodian may work for a non-custodian as
an employee, as an independent contractor or
as a volunteer.

Agents of Custodians

A custodian may have an “agent,” which PHIPA
defines as a person that, with the authorization
of the custodian, acts for or on behalf of
the custodian in respect of personal health
information for the purposes of the custodian,
and not the agent’s own purposes, whether
or not the agent has the authority to bind the
custodian, whether or not the agentisemployed
by the custodian and whether or not the agent
is being remunerated.

For the purposes of PHIPA, the providing of
personal healthinformationbetween a custodian
and an agent of the custodian is considered to
be a use by the custodian, and is not viewed
as a disclosure by the person providing the
information nor as a collection by the person
to whom the information is provided.

In the case of custodians working for non-
custodians, the custodian’s agent may also be a
person who works for the non-custodian. For
example, aschool nurse mightarrange to use the
services of a secretary employed at the school
for the purpose of managing and administering
records of personal health information.
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Responsibilities of Custodians Under
PHIPA

Like all custodians generally found under
PHIPA, custodians working for non-custodians
have a number of responsibilities, including:

e ensuring that they do not collect, use
or disclose personal health information
unless:

e they have the individual’s consent and the
collection, use or disclosure is necessary
for a lawful purpose; or

ethe collection, use or disclosure is
permitted or required by PHIPA;

e taking reasonable steps to safeguard personal
health information, including;:

eprotecting against theft, loss and
unauthorized use or disclosure;

e protecting against unauthorized copying,
modification or disposal; and

enotifying an individual at the first
reasonable opportunity if his or her
personal health information s stolen, lost
or accessed by unauthorized persons;

e taking reasonable steps to ensure that the
personal health information they use is as
accurate, complete and up-to-date as is
necessary for the purposes for which they
use or disclose it;

e ensuring thatall personal health information
records in their custody or control are
retained, transferred and disposed of in a
secure manner and in accordance with any
prescribed requirements;



e making available to the public a written
statement describing their information
practices and certain other information

specified in PHIPA;

e subject to certain exceptions, giving
individuals access to their own personal
health information and correcting personal
health information that is incorrect or
incomplete; and

e ensuring that there is a contact person to
perform certain duties specified in PHIPA.

Disclosure of Personal Health
Information by Custodians

A custodian cannot disclose personal health
information to a non-custodian, including
the non-custodian for whom the custodian is
working, unless:

e the individual whose personal health
information is at issue has given express
consent;

o the disclosure is permitted or required by
PHIPA; or

e the disclosure is permitted or required by
another law.

Health Information Records Kept In
Other Places

As noted above, PHIPA requires custodians to
take reasonable steps to ensure that personal
health information in their custody or control
is protected against theft, loss and unauthorized
use or disclosure and to ensure that the records
containing the information are protected
against unauthorized copying, modification or
disposal. It also requires custodians to ensure
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that records of personal health information
in their custody or under their control are
retained, transferred and disposed of in a secure
manner and in accordance with any prescribed
requirements.

In most cases, custodians keep records of
personal health information in a location
within their control (e.g., in a locked file
cabinet within the health care practitioner’s
office). PHIPA recognizes, however, that in
some circumstances it may not be practical
or convenient for individuals or health care
practitioners (including those working for non-
custodians) to do so. PHIPA permits health
care practitioners to keep a record of personal
health information aboutanindividual ina place
other than the individual’shome and other than
a place in the practitioner’s control (e.g., in a
locked central file cabinet located in a locked
room other than the health care practitioner’s
office) if all of the following requirements are
met:

e the record is kept in a reasonable manner;
e the individual consents;

e the health care practitioner is permitted to
keep the record in the place in accordance
with a regulation, by-law or published
guideline under the Regulated Health
Professions Act, 1991, an Act referred to
in Schedule 1 to that Act, the Drugless
Practitioners Act or the Social Work and
Social Service Work Act, 1998, if the health
care practitioner is described in any of clauses
(a) to (c) of the definition of “health care
practitioner;” and

e the prescribed conditions, if any, are
satisfied.
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Custodians Acting as Agents of FIPPA
or MFIPPA Institutions

The provisions in PHIPA regarding access to,
and correction of, personal health information
do notapply to records in the custody or under
the control of custodians acting as agents of
non-custodians that are institutions within
the meaning of the Freedom of Information
and Protection of Privacy Act (FIPPA) or
the Municipal Freedom of Information and
Protection of Privacy Act (MFIPPA), if the
individual has the right to request access
under either of those Acts. In such cases, the
individual must make his or her request for
access or correction under FIPPA or MFIPPA,
as applicable. For example, if an individual
wants to access to his or her own personal
health information compiled by a nurse who
works for a provincially operated correctional
facility or by a psychologist who works for a
school board, the individual should be directed
to make his or her request to the custodian’s
institution (i.e., the correctional facility or
school board), in accordance with FIPPA or
MFIPPA, as the case may be, rather than directly
to the custodian.

Application of PIPEDA

By way of background, private-sector
organizations in Ontario that collect, use or
disclose personal information during the course
of commercial activities are governed by the
federal Personal Information Protection and
Electronic Documents Act (PIPEDA).

In some cases, health information custodians
may work for non-custodian private-sector
organizations that are subject to PIPEDA.
However, it should be noted that since PHIPA
has been declared to be substantially similar
to PIPEDA, health information custodians are
exempt from the rules of PIPEDA. Therefore,
although PIPEDA may apply to the non-
custodian employer, the collection, use or
disclosure of personal health information by
custodians working for these non-custodians
in the province of Ontario is governed by
PHIPA.

For further information on PIPEDA, please visit
the Privacy Commissioner of Canada’s website
at: http://www.privcom.gc.ca.
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