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Introduction

In the 1990s, the technology underlying the Internet is making it even easier and less
expensive to gather, store, analyse, transmit and reuse personal information in ways that
were unimaginable just a few years ago.

With the rapid development of national information infrastructuie@support the creation of

national and global information highways, there has been a growing recognition that the new
information technologies, particularly those that utilize the Internet, could form the platform for
national and international commercial transactions, or electronic commerce. National governments
and the private sector, driven by global competitive pressures, are seeking to create the necessary
technological, legal and policy frameworks that wilbport electronic commerce.

The growth in the popularity of the Internet (N&particularly the portion known as the World
Wide Web (Web), has focussed attention on its potential to radically alter many of the ways that
humans have hitherto conducted their interactions. Many face-to-face interactions can now be
conducted electronically at great distances, without the participants knowing each other.

The Internet’s openness, however, poses problems as well as great prtrhias.been

generally recognized that commercial transactions require a high level of trust and confidence in
the integrity and security of the Net, before individuals will provide ‘meaningfidcourate

personal data to Web sites.

In this context, privacy, as an issue for electronic commerce, has been acknowledged by national
governments and international organizations. There is consensus that a solution needs to be found
before the full benefits of electronic commerce will come to fruition. Among international
organizations working in this field are the United Nations, the Organization for Economic
Cooperation and Development (OECD), the European Union {&h,the Bank for

International SettlementsThe Canadian government, for its part, has indicated its commitment

to the early introduction and use of electronic commerce within the public and private $ectors.

The Ontario government, too, is studying the issue and pursuing ways in which to implement
electronic commerce.

Another driver of the privacy issue is coming into force in October 1998, in the form of the EU’s
Directive for the Protection of Individuals with Regard to the Processing of Personal Data and
the Free Movement of Such Dat@he Directive on Data Protection will control, among other
things, the flow of personal information out of the member countries of the EU. Non-EU
countries judged not to have ‘adequate’ protection could be prevented from receiving personal
information from EU countries. Harmonization of personal data protection legislation and policies
will need to be considered by other countries if they hope to conduct business with the EU. Since
electronic commerce relies heavily on the collection and use of personal information, the directive
could have a serious negative impact on the flow of personal information from the EU to non-
member countries judged not to have adequate proteétions.
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Various pressures are creating a climate in which advanced industrial countries are engaged in an
intensive dialogue, at national and international levels, over a range of issues that are seen as
impediments to the rapid use of the Net for online commercial transactions. Protecting personal
information is one of the issues being actively discussed. Members of the OECD hope to reach a
consensus on these issues, including the question of privacy and data protection, at a meeting
scheduled in Ottawa in October of 199&anada has initiated its own debate on this issue with

the release in January 1998 of the federal government’s consultation Jdq@eProtection of

Personal Information: Building Canada’s Information Economy and Sociétibreover, in

February of this year, the European Commission proposed the adoption of a non-binding
international charter to govern the Internet, including references to privacy and data protection as
issues requiring international consensus.

This paper will seek to identify the privacy issues involved in electronic commerce and the range

of possible solutions that may be adopted as ways to resolve those issues. The first part identifies
the type of electronic commerce that poses the most critical privacy problems, and provides a

brief discussion of how important personal data are to that type of transaction. The second part
seeks to identify what the most important privacy issues are in this context, while the third part
discusses the solutions that are being considered, particularly ones that are technology-based. The
final section draws some broad conclusions regarding the need for co-ordinated action by
interested parties in creating consensus around the solutions proposed, followed by informing the
public about its choices on dealing with privacy issues in the context of electronic transactions.
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Part One;:

Electronic Commerce and the Role of Personal Information

Electronic commerce is about doing business electronically. It is based on the electronic
processing and transmission of data, including text, sound and video. It encompasses
many diverse activities including electronic trading of goods and services, online delivery
of digital content, electronic fund transfers, electronic share trading, electronic bills of
lading, commercial auctions, collaborative design and engineering, online sourcing,
public procurement, direct consumer marketing, and after-sales service. It involves both
products (e.g. consumer goods, specialised medical equipment) and services (e.g.
information services, financial and legal services); traditional activities (e.g. health care,
education) and new activities (e.g. virtual malts).

Electronic commerce encompasses commercial transactions of the type described above, using
open and closed networked information and communications systems that connect computers and
software, facilitating the transmission of digitized datecé&htly, public attention has focussed on

the potential of the Internet, especially the World Wide Web, as the platform for electronic
commerce, since it offers an easily accessible interface between all users of the Net, both buyers
and sellers, on a global scale. Creating such a commercial platform on the Net is a relatively new
development. Most electronic commerce to date has involved business to business, or business to
government transactions, conducted over closed proprietary systems rather than over the open
lines of the Net. There seems to be universal consensus that commercial transactions between
businesses and individuals, between individuals and individuals, and between individuals and
governments will form the next stage of the evolution of electronic commerce, which by the year
2001, is estimatedilvgrow into a$220 lillion market™

In this paper, the focus will be on commercial transactions in which individuals are the customers
or buyers of goods and services, whether from the private or public sectors, and where the
transactions take place over open networks, namely, on the Internet. From a privacy perspective,
the open systems of the Net pose problems of a different order than those of closed systems. The
reason for this limitation is due to the nature of the technology: closed systems are relatively
secure from unauthorized intrusions, while open systems are not.

Having determined that our focus will be electronic commerce over the open systems of the Net,
we also have to appreciate the role and importance that personal information has come to acquire
in the era of information technologies.

One of the most significant aspects of the Information Age has been the commodification of
personal information, that is, its commercialization and monetiz&tidmday, personal
information has a market value which has been estimated at $3 billion in the United’Shaies.
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the raw material that fuels a multi-billion dollar industry. “Selling personal information is big
business*®

Personal data are collected by Net servers, stored by database developers, and then sold to
marketers and advertisers. The value of personal data today resides in the fact that detailed
information is available about a specific individual's behaviour, personal preferences and
demographic particulars, which allows him or her to be micro-targeted by customized

solicitations. In the earlier days of a ‘mass’ market, little was known about any given individual's
buying preferences. While surveys were used to try to determine what those preferences might be,
such surveys were too broad an aggregation to be valuable across a range of buyers and locales.
Now, databases are being created that can keep a record of assorted individuals’ buying habits
and preferences.

Various techniques are being used to collect personal data, through a variety of means -- loyalty
and credit card schemes, the creation of detailed mailing lists, and data captured over the Internet.
When individuals surf the Web, a record is maintained of every Web site and every page on a Web
site that has been accessed, including possibly e-mail addresses received and sent, as well as
participation in various ‘newsgroups.’ This information is catieckstreaminformation

(clickstream literally means the recording of each mouse click that locates a Web page you have
selected), and is gathered invisibly, in most cases without the knowledge or consent of the
consumer. There is virtually no awareness of the fact that one’s clickstream is being tracked or
that the Web sites one visits are being logged.

In addition to the automatically collected information just described, a great deal of information is
unknowingly volunteered by individuals themselves. For instance, you might fill out an online
guestionnaire or registration form in order to receive access to a particular site or to be included
in one of the many online directories (not realizing the variety of other ways in which it may be
used). As wellcookiescan be used, not only to track but also to create profiles of Net users’
interests and browsing patterns. (A cookie is information sent to your browser from a site on the
Internet and stored in your hard drive that tracks which Web sites are visited; scripts on the Web
server could use the cookie file for tracking user movements within that particular Web site to
profile individuals.)

Such information becomes increasingly valuable for companies and firms that wish to learn about
the preferences of individuals across various demographic indicators and locations. Companies
that create and maintain such databases, i.e., data warehouses, can sell these databases to other
businesses and create broader databases by melding together additional personal infbrmation.
The end result is the creation of detailed personal profiles on numerous individuals. What is now
being contemplated is the linking of these databases to the Web so that users can query them and
conduct their own analysés.

One could argue that the collection of this type of personal information makes the information
itself the unit of exchange, since the service is provided free of charge in monetary terms, but in
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exchange for the service, personal data are collected and most likely further sold. Indeed, some
critics have argued that individuals should be able to obtain modest royalties in exchange for the
use of their personal informatigh.

If personal data are commercially valuable, one may conclude that economic incentives exist that
will circumscribe the privacy concerns of individuals. Asently reported:

... the conflict between a customer’s right to privacy and the money that can be made by
selling that information to third parties is expected to grow as electronic commerce over
the Internet becomes mainstre&m.

And yet, the public, by overwhelming numbers and in countless surveys, has revealed a marked
preference to preserve as much privacy in their personal information as pdssibdet recently,

a poll reported that over 80% of the public was concerned about their online privacy and
security?® In another recent survey of Web users, 72% indicated a preference for the creation of
new laws to govern the Interriét.Such consistent public apprehension over online privacy has
prompted considerable research into various privacy-enhancing technologies. These technologies
range from those that entirely eliminate privacy intrusiveness, to those that seek some
compromise between complete privacy (anonymity), and the disclosure of identifiable personal
data with the consent of the individual. Most efforts in this area tend to favour those approaches
that neither eliminate the commercial incentives to collect personal data, nor the individual's
incentive to provide his or her personal data voluntarily.
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Part Two: Privacy Issues

The lack of perceived privacy in electronic transactions is a barrier to the growth of
online commercé’

Commercial transactions between individuals and businesses using the Net raise a variety of issues
about the adequacy of the medium for this purpose, particularly with respect to how capable this
medium is in protecting personal information. At this relatively early stage in the development of
electronic commerce, the following problem areas have been identified: the vulnerability of the

open network to interceptions and faulty technological design, as well as the question of what

laws and procedures can be applied to the Internet to regulate how personal information will be
collected, used and disclosed.

The Vulnerability of Open Networks

The construction of the Net as an open communications system, while making it inter-operable,
has also made it vulnerable to certain risks, including surreptitious intrusions such as ‘hacking,” as
well as human error. Three overlapping types of risk have been identified:

» Bugs and misconfiguration problems in the Web server that allow unauthorized remote users to
steal documents, gain information about the Web server’s host machine, which in turn allows
them to break into the system;

» Browser side risks that could result in the misuse of personal information knowingly or
unknowingly provided by the end-user;

 Interception of network data sent from the browser to the server or vice versa, via network
eavesdroppind®

These vulnerabilities have been exploited by criminals as well as éth8wne recent incidents
include a man who hacked into company databases doing business over the Net and stole
thousands of credit card numbers. When caught, he had an encrypted CD-ROM containing
roughly 100,000 stolen credit card numb&r# recent survey published in the U.S. indicated

that there were five serious security attagkaonth against high visibility electronic commerce

Web sites! The U.S. Department of Defence reported that 80% of its sites had been penetrated:
in 1996 alone, there had been 250,000 hacker attacks on Department of Defence cémputers.

This discussion of the security risks of transmitting personal information over the Internet should
not lead to the conclusion that once the Net is made secure, all privacy problems will disappear.
While making the Net as secure as possible is necessary for privacy, it is not sufficient in and of
itself. Security is not synonymous with privacy.
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Privacy, as it relates to information, deals with the broader questions of the legitimate collection,
use and disclosure of personal information, and the degree to which individuals are able to
exercise control over the uses of their information. As we have seen in the previous section,
businesses have an incentive to collect as much personal information as possible, to create value-
added features through data matching techniques, and to sell that personal information to third
parties. This raises issues about the adequacy of existing privacy protection policies on the Net
and what technological solutions can be devised to protect personal information as it is exchanged
in electronic commercial transactions.

Inadequate Privacy Laws, Policies and Technologies

Initially, before the Web portion of the Net was fully developed, privacy issues had not been much
of a concern. But as the Web grew and matured to the point where it was increasingly viewed as
a revolutionary form of communication, privacy issues began to occupy a more prominent role in
its further development. The publicity surrounding the vulnerability of the technology to

intrusions, criminal activities and surreptitious collections of personal information has made the
public more aware of the pitfalls of this technology. There is now a growing awareness of the
need to create a climate of trust and confidence in the use of this technology, particularly as this
relates to commercial transactions.

A number of problems have been identified, among them, inadequate or non-existent laws and
policies as to how those conducting commercial transactions will treat the personal information
they collect. In North America (unlike Europe), privacy or data protection legislation does not
apply to the private sector except for the Province of Quebec. Canada is committed federally,
however, to introducing such legislation. Until then, Canada has encouraged self-regulation in the
private sector. The Canadian Standards Association (CSA) has produced a model privacy code
which various industries, particularly banking and direct marketing, have adopted and tailored to
their respective industries, producing their own sectoral codes.

Debate on whether industry self-regulation or government legislation is the best approach has
divided the U.S. and the EU -- the former seeking to rely on self-regulation, the latter favouring
government legislation. The Europeans already have in place their data protection directive, as
previously noted, which will apply indirectly to countries that import personal information from

the EU. In addition, individual EU countries such as Germany have adopted laws limiting the
collection of personal information over the Net. The United States, on the other hand, has resisted
calls to introduce private sector privacy legislation and has lobbied strongly in favour of self-
regulation.

While it is not clear how this debate will ultimately end, the early indicataygest that there is
consensus that neither the U.S. nor the Europeans will quickly pass legislation to govern the
Net2? Self-regulation will first be given an opportunity to work (or not) before any final decisions
will be made concerning government regulation.
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An indication that some type of regulation may be needed is revealed in an OMB Watch survey of
U.S. government Web sites. The vast majority of the sites surveyed did not have explicit privacy
policies posted on their home padésSimilar results were obtained with respect to the top 100
Web sites in the U.S., with only 17 having explicit privacy poli&ie$hat this has also been a
problem in the private sector is borne out by a recent announcement by the U.S. Information
Technology Industry Council, which reported that it had prepared a voluntary code to protect
privacy for those who visit its members’ Web sittsn Canada, the Canadian Information
Processing Society has adopted a code of fair information practices based on the CSA model
code, as a way to encourage its members to deal with thisissue.

The issue of online consumer privacy has also been taken on by the U.S. Federal Trade
Commission (FTC). Over the past several years, the FTC has held hearings and produced several
reports on such issues as privacy and databases, children’s privacy, and the privacy practices of
‘look-up services’ (locator services that can identify an individual's whereabouts as well as
providing other personal information). The FTC also took a ‘snapshot’ of assorted Web sites

only to discover that very few had posted their privacy policies (if they existed to begin with). A
more thorough ‘sweep’ of Web sites will be launched in Jui®©98.

To date, solutions concerning how to ensure privacy protection with respect to electronic
commerce have focussed largely on industry self-regulation. Governments have indicated that
they will wait for the private sector to first formulate appropriate solutions, and then will only step
in if market failure takes place. As discussed previously, Canadian and American industry sectors
(those most involved directly or indirectly in electronic commerce) have begun to respond to the
public outcry over privacy issues on the Net. It is expected that over the next year, there will be
greater activity at the policy and procedural levels, with more and more businesses placing privacy
statements and policies on their Web sites.

While there appears to be considerable flux in the development of privacy laws and policies, more
aggressive efforts to solve the privacy problems associated with electronic commerce have been
undertaken on the technology front. If information technology has created some of the privacy
problems, then, many believe, information technology can also be deployed to solve those
problems. The next section discusses these efforts.
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Part Three: Privacy Solutions

The profiling of individuals, by both public and private sector bodies, made possible by
the accumulation of such [personal] data, may constitute a new threat to individual
privacy, which may inhibit many potential users of the global information infrastructure
from participating fully in the information society revolution. One way to deal with the
problem is to avoid the collection of identifiable personal data in the first place, by
allowing anonymous access to the network and anonymous consumption of the services
available. This of course is not always desirable nor always possible. Additionally,
innovative privacy-enhancing, user-empowering technologies are being developed.
These aim at allowing users to make informed decisions about the collection, use and
disclosure of personal information during interactions on the Int&net.

Systems analysts and software designers are increasingly seeking to find new or existing
technology solutions to solve the privacy issues raised by the Net. A number of private sector
information technology companies and non-profit organizations have come together to explore
various approaches to dealing with the issue of privacy as it applies to transactions on the Net.
These efforts can be subsumed under the term, ‘privacy enhancing technologies’ or PETs in
abbreviated form’ PETs seek to eliminate the use of personal data from transactions or give
direct control for the disclosure of personal information to the individual conc&€rned.

Privacy advocates have generally taken ‘fair information practices’ as their starting point for any
discussion about personal information and data protection. Consensus has formed around the
implementation of these fair information practices as enunciated in the G@PBlines on the
Protection of Privacy and Transborder Flows of Personal Daitae key principles, in their strict
reading, are that personal data should not be collected except for specific purposes and should be
obtained by lawful and fair means, preferably with the knowledge or consent of the data subject.
The purpose of the collection should be specified to the individual and the data should be used
only for that purpose. Except when authorized by law or for clearly compatible purposes, the data
should not be disclosed to third parties, unless the individual has consented. Personal data should
be accurate, complete and up-to-date. Personal data should be protected by reasonable security
safeguards against such risks as loss or unauthorized access, destruction, use, modification or
disclosure of the data. There should be a general policy of openness (transparency) about an
organization’s practices and policies with respect to personal data. Means should be readily
available of establishing the existence and nature of the data, identifying the main purpose of its
use, as well as a way to contact those controlling the data. An individual should have the right to
access his or her own personal data and to correct any errors. ThosHirgptiieopersonal data

should be accountable for complying with measures created to give effect to these ptinciples.

In the context of electronic commerce conducted over the Net, the principles that bear most
directly on the protection of personal data are those dealing with collection, use and disclosure.
Ideally, it is preferable that personal data not be collected in identifiable form, but if they are to be
collected in that manner, fair information practices would require that only the minimum be
obtained, consistent with the purpose of the collection. Individuals should be made aware that
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their personal information is being collected, and their consent to the collection sought. The
objective of these principles is to give individuals as much control over their personal data as
possible. This is particularly critical when use and disclosure are considered. It is a breach of fair
information practices to use personal data in ways that are not transparent to the individual, and
without his or her consent. Similarly, disclosing personal data to third parties cannot be
sanctioned unless the individual has consented. While leeway in interpreting these principles is
permitted in appropriate circumstances, the principles should be adhered to as closely as possible.
Adherence to these principles is manageable when the aim is to regulate organizational behaviour;
but such adherence poses a real challenge when one tries to embed the principles in the
information technology itself. What is needed are the design correlates of fair information
practices.

Personal Data as a Unit of Exchange

It was argued earlier that the collection of personal data on the Net through such things as the
monitoring of clickstream information and the use of cookies made personal data a unit of
exchange. When personal data are collected by these means and then sold to third parties without
the knowledge or consent of the individual, a number of fair information practices are breached.
The practice of registration upon accessing a Web site, while perhaps following the collection
principle by asking individuals to volunteer their personal data, may breach other principles such
as using the data in ways that were not expected, or having the data sold without first seeking the
consent of the individual. If these uses and disclosures remain unknown to the individual, the
principle of openness and transparency is also breached.

A number of initiatives are now being developed that seek to give the individual greater control
over his or her personal data in the context of the Net. It should be noted, however, that these
applications are not necessarily intended to replace clickstream monitoring, cookies or other
similar techniques.

Labelling and Licensing Technologies

Labelling technologies license the use of symbols callesimarksto online merchants through

an ongoing program of certification and auditing. Auditing conducted by well-respected firms

will ensure the integrity of the trustmarks and strengthen consumer confidence. It seeks to
promote full disclosure of how a merchant’'s Web site will use and disseminate personal data,
thereby promoting consumer choice. Participating Web sites are given a licence to post a
trustmark on their home page, or on individual pages that confirm that the Web site is committed
to disclosing its online personal data collection and dissemination practices. By clicking on the
trustmark symbol, the individual can read the Web site’s privacy statement. At a minimum, the
site should reveal what type of information it collects, how the site uses that data, with whom the
site shares that information, whether the individual can ‘opt out’ of having the data used by that
site or a third party, whether the data can be changed or updated by the individual, and whether

10
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one can delete or deactivate oneself from the Web site database. ‘TRUSTe’ is the most widely
known and respected of these technolotfies.

Another example of such a labelling technology is WebT#usthe result of the combined efforts

of the American Institute of Certified Public Accountants and the Canadian Institute of Chartered
Accountants, WebTrust involves the awarding of a seal of assurance to a Web site that has
complied with WebTrust’s Criteria and Principles. These include a requirement that a Web site
maintain effective controls to ensure that private customer information is protected from uses not
related to its business. Audits would be conducted to ensure that a Web site’s statements were
accurate.

The objective of these technologies is to provide a system of recognizing Web sites that are
privacy compliant. Beyond labelling and licensing, however, an individual has no ability to
negotiate or set limits on the disclosure of his or her personal data to the Web site, nor to control
what that Web site may do with the data. For that, we must turn elsewhere (see P3P below).

Blocking Technologies

A technology known as PICS, or the Platform for Internet Content Selection, developed by

MIT's World Wide Web Consortium (W3C), will attach labels to describe any document on the
Net or any Web site. In browsing the Web, an individual will not be able to enter those sites which
he or she has set as being undesirable (for example, pornographic sites). In addition to labelling
offensive material, the technology can also describe a Web site’s information practices, such as
what personal information it collects and whether that information is re-used orfefd@dS

will not only allow the blocking out of undesirable material but also the selection of desirable
material, such as Web sites that have a clearly posted privacy code. From a privacy perspective,
this technology can ensure that personal data will not be released without an individual's consent,
however, it has some practical drawbacks. For example, individuals must continuously reset their
privacy preferences, depending on how a particular Web site’s privacy practices have been
labelled?®

Data Exchange Technologies

One example of this type of technology is the Open Profiling Standard, which permits users to
control the release of information about themselves. Individuals enter their personal information
once on their computer’s hard drive, then a set of rules is established as to how and when that
information can be transmitted to online services. However, there are no rules in the standard
about how a site may use that information. Essentially, what is secured is the electronic
transmission of the information. The standard relies on several technologies including digital
signatures and public key encryption. The profile of the individual will bear a certificate verifying
one’s identity?® Its main drawback is that it fails to identify the privacy practices of the online
service or Web sité&.

11
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Another project, this time developed by the W3C, is called P3P, short for Platform for Privacy
Preference® P3P seeks to incorporate basic privacy principles accepted in North America,
Europe and elsewhere in order to make this technology acceptable to as many countries as
possible.

Once implemented, P3P would permit Web sites to state their privacy practices, based on a
specified set of statements about how they would use, transfer, disclose and allow access to
personal data collected by them, either from clickstream data or data provided by the user in
response to a request from a Web site. The user would also create a set of privacy preferences,
based on a parallel set of privacy statements about how the user’s personal data may be used,
transferred, disclosed and accessed. If the Web site’s practices and the user’s preferences
matched, there would be seamless access to that Web site. However, if a match could not be
achieved, the user could negotiate with the Web site (though the possibility exists that a user
could be denied entry if not enough personal data was volunteered to the site). These
negotiations would not be conducted directly by the user, but through a computer agent, such as a
search engine. In order for the user not to have to repeatedly provide personal data to each Web
site manually, one’s personal data, organized into data elements, would reside in a central
depository, maintained perhaps by the service provider. Missing as yet from this technology is the
ability to ensure a secure transfer of the personal data from the depository to the Web site, though
consideration is being given to the use of OPS technology.

The objection made by privacy advocates to the type of initiatives described above is that they
require individuals to disclose their privacy preferences as a condition of a commercial
transactiorf? There is a certain apprehension that individuals will bargain away more of their
privacy than may be necessary, if they think they may obtain a benefit or service in return. One
must remember, however, that privacy revolves around choice -- the freedom to choose the level
of privacy that one wishes and the ability to maintain control over the uses of one’s personal
information. Such decisions must remain in the hands of the individual.

Anonymous Profiling

An alternative approach to collecting personal data over the Net is ‘anonymous profiling.” While
demographic information would still be released under this scheme, personally identifying data
would not. In other words, the data would not be linked to a subject or associated with a
particular name.

While this approach has not received wide support in North America, it has gained greater
acceptance in Europe, where Germany has specifically introduced this concept in its
telecommunications legislation, which also happens to cover the Net. Service providers are
required to offer customers the option of anonymous use and payment, or use and payment under
a pseudonym. Moreover, individuals are protected from third parties attempting to access their
personal datZ.

12
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Electronic Payment Systems

Over the last few years, various electronic payment systems have been devised in an effort to
create confidence in buyers and sellers using the Net as a platform for commercial transactions.
The lack of trust arises from the accurate public perception that providing sensitive personal and
financial information over the Net may pose serious risks, especially in light of the vulnerabilities
of the Net identified earlier.

From a privacy perspective, sending credit card information over the Net entails a risk that the
information may be intercepted and used by someone other than the individual to whom the
information was intended. Quite apart from unauthorized access to the information and loss of
confidentiality, this could give rise to various forms of ‘identity theft,” wherein individuals not
only lose control over their personal information, but also their identities.

To resolve this problem and create trust and confidence in Net-based transactions, a variety of
technologies have been devised. In the first instance, they seek to overcome the security
vulnerabilities of an open network. In so doing, they also, in varying degrees, provide
confidentiality in the transmitted information; they may also be privacy-enhancing to the degree
that they give individuals greater control over how their personal information is collected,
transmitted and used.

Encryption

Although many of these technologies and applications are still in the developmental stage, what
can be said with some assurance is that there is a growing consensus that digital signatures and
encryption will form the basic tools for electronic transact®n&ncryption is needed to ensure
security including authentication, confidentiality, data integrity and non-repudiation. Several forms
of electronic encryption exist, with public key encryption being strongly favoured, often in
conjunction with the use of single key systems.

Digital Signatures

Digital signatures are needed to authenticate the parties to an online transaction, just as
handwritten signatures affixed to paper documents authenticate the identity of the individuals
involved. A word of caution, however, on relying too heavily on digital signatures as the sole
means of authentication, in the absence of proper risk management techniques. “The deployment
of this technology creates new kinds of risks which must be managed in order to gain possible
benefits.®* Unlike handwritten signatures, digital signatures are transferable, and that
‘transferability’ needs to be managed and contained.

A digital signature resembles a pseudonym more closely than a real name because it is a secret
piece of information that one possesses, which is then linked to an individual's name. This leads

13
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to two central risks associated with its use: 1) initial impersonation at the time of certification of
the digital signature (the risk of false attestation); and 2) the ‘secret’ information, namely the
digital signature, being duplicated outside of the control of the bona fide individual (the risk of
theft, misuse or lossy.In addition, for fraudulent purposes, one could have multiple digital
signatures registered by different certification authorities. In order to address these concerns, a
number of measures -- including the creation of certification replication lists (revoking certificates
issued earlier or elsewhere) and technical standards and controls -- will become essential to the
use and risk management of digital signatures.

In the search for ironclad methods of authentication for online transactions, there are also
proposals, not surprisingly, to use biometric information to authenticate parties to a trari$action.

A biometric is a unique physiological or behavioural measure that can only be associated with the
individual who generated it (such as fingerprints, voiceprints, retinal scans, iris scans, hand
geometry, facial thermograms, etc.) The advantage of a biometric is its unique ability to
unquestionably place the identity of the individual involved. However, in order to ensure privacy,
the biometric must, at an absolute minimum, be encrypted, its uses stringently controlled, and the
biometric rendered incapable of functioning as a unique iderttifdthich technology will

ultimately be accepted by the marketplace is difficult to predict at this point in time.

Turning to security, there are essentially three models for secure electronic transactions:

Those that seek merely to provide secure transportation of transaction information from
purchaser to merchant; those that attempt to facilitate the actual funds’ authorization

and transaction settlement process; and those that aim to reproduce the essential features
of money in digital fornt®

Secure Transmission

These applications provide secure transfer of information between a browser and a server through
the use of encryption. Two competing standards exist: Secure HTTP and Secure Sockets Layer
(SSL). The drawback to these technologies is that they allow the Web site to de-encrypt the
transmitted information, opening the door to the possibility efduent use.

Authorization and Transaction Settlement
Using public key cryptographic techniques and digital signatures, Secure Electronic Transactions
(SET) protocol mimics the current credit card processing sy$téta.advantage is that it does

not permit the online merchant to read the credit card information, thereby providing the
individual user with greater security.

Electronic Cash or Virtual Money
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Electronic money or e-cash is predicated on a different strategy in order to be used over an open
network. The strategy is to avoid sending personal data, as is the case with credit card
information, but rather to send electronic cash or tokens, where an individual provides no
identifiable personal data over the Net. With one form of this technology developed by David
Chaunt? the individual remains completely anonymous. From a privacy perspective, the

individual can use electronic cash just as he or she would use real cash, without having to reveal
his or her identity or have any transactional data captured or linked to one’s purchase. Objections
have been levelled, however, from auditing and law enforcement circles against this type of
anonymizing technology.

Under consideration here will be two systems: 1) hardware based ‘stored-value cards’ or ‘smart
cards’ and 2) software based stored value or prepaid payment systems for executing payments
over open networks. The former are hardware or card-based systems that permit individuals to
use plastic cards with a magnetic strip or a smart card embedded with a computer chip; the latter
are software or network-based systems that work with installed software through a personal
computer connected to a network.

There are two basic ways to represent the value of the funds stored: ‘balance based,’ in which a
single balance is stored and updated with each transaction, and ‘note based,’ in which electronic
notes, each with a fixed value and serial number (comparable, for example, to a onglidallar b
five-dollar bill, etc.), are transferred from one device to another. These values are encrypted when
transmitted in order to ensure confidentiality and data interity.one instance, a note-based
technology developed by DigiCash uses a ‘blind signature’ where the process ensures that no
identifying information may be traced back to the individfial.

From a privacy perspective, electronic cash is the most privacy protective payment scheme since
this technology permits the individual to withhold personal data from being associated with
transactions, thereby eliminating the creation of transaction-generated information. In turn, the
need to address privacy issues relating to the collection, use and disclosure of personal data are
avoided.
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Conclusions

In an era of networked information technologies, personal information has acquired intrinsic
commercial value, whether collected directly or indirectly, to serve a variety of commercial
purposes. However, an open networked system such as the Net remains at present an uncertain
environment, particularly for the conduct of commercial transactions. Such transactions in the
‘real’ world are enveloped in a framework of laws, customs and practices that create the
necessary trust and confidence to ensure wide public participation. In the unstructured framework
of the virtual world, however, the traditional ways of conducting business are not always
appropriate nor adequate. To a much greater extent, the virtual world, a creation of technology,
will be dependent on technology for many of its solutions.

The challenge is to transport the basic principles that exist in the physical world through laws,
customs and practices, into the virtual world -- in effect, to create a parallel process. This is the
case to be made for privacy and the principles that protect our personal information in the world
of e-commerce. Specifically, fair information practices provide a framework by which to assess
technology-based solutions and to serve as a benchmark in creating those solutions. The
combined efforts of technology experts, cryptographers, lawyers, policy-makers, privacy
advocates and ultimately the public will be needed to cesateptable solutions to the privacy
dilemmas arising out of a networked world.

Given the broad public apprehension about using the Net to conduct commercial transactions, and
consumers’ concerns over the prospect of losing their privacy, it is incumbent on all of us who
wish to make electronic commerce a viable form of transacting business to inform the public

about these issues. It is particularly important that the public understand the different options
being considered and the choices available to them.

As we enter into the 21st century, all present indications suggest that pril@ontinue to

resonate as a significant public issue. The challenge will be to develop and advance information
technologies, supported by appropriate legal and policy frameworks, that aaizenthe

public’'s apprehensions about technology, and, in the process, enhance personal privacy.
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