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Introduction

Biometrics: Identifying human beings has become a multibillion dollar
industry’

From Sci-Fi to Security: Biometrics move beyond Star Trek into reality?
The eyes have it: Bank machines to use iris scans??
Computers that recognize your smile*

Human identity reduced to a bar code®

Big Brother biometrics: the identification you’ll never leave home without®

Increasingly, Canadians are seeing headlines like these in their local newspapers and favourite
online news sources. More importantly, in the near future, they most likely will be faced with
the use of biometrics as consumers. Their banks, health clubs, hotels, automobiles, and
personal computers are going to start using this technology to identify them.

The Office of the Information and Privacy Commissioner/Ontario (IPC) has a mandate under
the Freedom of Information and Protection of Privacy Act and the Municipal Freedom of
Information and Protection of Privacy Act to research and comment on issues relating to the
protection of privacy, and to educate the public about such matters. The IPC has been
following the development of biometric technology and is concerned that, if not carefully
implemented and managed, it could represent a significant threat to consumer privacy.

Inaneffortto ensure that the introduction of biometrics in the commercial environment does
not unduly compromise privacy, and that Canadian consumers are in a position to make
informed choices, this paper provides an overview of the technology, as well as outlines a
number of issues and concerns consumers should consider prior to consenting to the use of
their biometric data.




Definition

In the context of this discussion, biometrics are techniques that analyze human characteristics
to distinguish one person from another — even identical twins. A more formal definition is:

A biometric is a unique, measurable characteristic or trait of a human being for
automatically recognizing or verifying identity.”

This definition contains several important components critical to biometrics:

* Unique: In order for something to be unique, it has to be the one and only, have no
like or equal, and be different from all others.® When trying to identify an individual
with certainty, finding something that is unique to that person is absolutely essential.

* Measurable: In order for identification to be reliable, the item being used must be
relatively static and easily quantifiable. For example, hair style or colour are not
dependable characteristics for identifying an individual, as both can be easily and
frequently changed.

* Characteristic or Trait: Today, identity is often confirmed by something a person has,
such asa card or token (e.g., a drivers license), or something they know, such as their
computer password or their personal identification number (PIN) for their bank
machine.’

Biometrics involve something a person is or does. These types of characteristics or
traits are intrinsic to a person and can be divided into physiological (i.e., something a
person is) such as their fingerprints, voiceprints, or patterns in their eyes, and
behavioural (i.e., something a person does), such as the way they sign their name or type
on a keyboard.

* Automatic: In order for something to be automatic it must work by itself, without
directhuman intervention.'” For a process to be considered abiometric technology, it
must recognize or verify a human characteristic quickly (e.g., some biometric systems
function in under two seconds) and without a high level of human involvement.!!

* Recognition: To recognize someone is to identify them as someone who is known, or
to “know again.”'? A person cannot recognize someone who is completely unknown
to them. A computer system can be designed to recognize or identify a person based
onabiometric characteristic. To do thisit must compare abiometric presented by alive
person against all biometric samples stored in a central database. If the presented
biometric matches a sample on file, the system then identifies the individual. This is
often called a one-to-many match. Essentially, the system is trying to answer the
question: Who is this person?
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* Verification: To verify something is to establish its truth or correctness.'* To do this
in terms of identity, a computer system can be designed to compare a biometric
presented by a person against a stored sample previously given by that individual and
identified as such. If the two samples match, the system confirms or authenticates the
individual as the owner of the biometric on file. This is called a one-to-one match, and
the biometric can be stored in a central database or on a card or token. Here the system
is trying to answer the question: Is this person who they say they are?

* Identity: This term can be defined as the condition of “being a specific person” or
“being oneself.” It implies a state of being or quality that defines one’s self.!* It is
important to distinguish between “identity” and “identification.” Identification is the
process of associating or linking specific data with a particular person. In the context
of this paper, a biometric is considered an identifier; it does not define a person’s
identity or who they are, rather it links specific data with that person.

The distinction between recognition/identification versus verification/authentication is very
important. The difference in purpose, or in the question that the system is trying to answer,
greatly influences how the biometric data is used and stored. These issues are paramount in
the context of the privacy concerns associated with biometric technology, discussed later in
the paper.

The purpose of a verification system is not necessarily to confirm a person’s identity, but
rather to authenticate that person’s eligibility to access a particular service. Essentially, there
are three components to authentication:

1. Identification: thisisa one time process to establish an individual as a unique, named
person.

2. Confirmation of Eligibility: again, thisisa one time process to confirm that the named
individual is eligible for the benefit or service to be accessed by the biometric.

3. Authentication Credential: this is something thatidentifies the individual as eligible,
and permits them to access the service or benefit on a recurring basis. Traditionally,
these credentials have been in the form of cards, passwords or PINs. Now biometrics
are being used in this capacity.’

Onceanindividual’sidentity hasbeen established, and they have demonstrated eligibility for
the service in question, from that point on, their biometric serves as their authentication
credential. When a one-to-one match is made on the biometric, the existence of the other two
components (i.e., identification and confirmation of eligibility) may be presumed, for it could
not occur without them. With this process, itis not necessary to identify the individual every
time they want to access the service.'® Identification need only be done once. This processis
very different from one-to-many matches where identification is done each and every time
aperson presents a biometric.




How Biometric Systems Work

While a biometric is the actual characteristic or trait, a biometric system is the computer
hardware and software used to recognize or verify an individual. Although it must be
acknowledged that there are many variations in how specific products and systems work,
there are a number of common processing elements.

Collection

As a first step, a system must collect or “capture” the biometric to be used. One essential
difference between the various techniques is the characteristic (i.e., body part or function)
being analyzed. Obviously, this will influence the method of capture.

All biometric systems have some sort of collection mechanism. This could be a reader or
sensor upon which a person places their finger or hand, a camera that takes a picture of their
face or eye, or software that captures the rhythm and speed of their typing.

Inorder to “enrol” inasystem, an individual presents their “live” biometrica number of times
so the system can build a composition or profile of their characteristic, allowing for slight
variations (e.g., different degrees of pressure when they place their finger on the reader).
Depending upon the purpose of the system, enrolment could also involve the collection of
other personally identifiable information.

Extraction

Commercially available biometric devices generally do not record full images of biometrics
the way law enforcement agencies collect actual fingerprints. Instead, specific features of the
biometricare “extracted.” Only certain attributes are collected (e.g., particular measurements
of a fingerprint or pressure points of a signature). Which parts are used is dependent upon
the type of biometric, as well as the design of the proprietary system.

This extracted information, sometimes called “raw data,” is converted into a mathematical
code. Again, exactly how thisis done varies amongst the different proprietary systems. This
code is then stored as a “sample” or “template.” The specific configuration of a system will
dictate what, how, and where that information is stored. Regardless of the variations, all
biometric systems must create and retain a template of the biometricin order to recognize or
verify the individual.

While the raw data can be translated into a set of numbers for the template, commercial
biometric systems are generally designed so that the code cannot be re-engineered or
translated back into the extracted data or biometric.
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Comparison and Matching

To use a biometric system, the specific features of a person’s biometric characteristic are
measured and captured each time they present their “live” biometric. This extracted
information is translated into a mathematical code using the same method that created the
template. The new code created from the live scan is compared against a central database of
templates in the case of a one-to-many match, or to a single stored template in the case of a
one-to-one match. Ifit falls within a certain statistical range of values, the match is considered
to be valid by the system.!”




Types of Biometrics

Eye

Canadians are most familiar with the use of biometrics in the context of law enforcement. The
law enforcement community is the largest biometric user group. Biometric spendingin 1998
was 50% law enforcement, 30% financial services, 12% security and 8% other.!®

Police forces throughout the world use Integrated Automated Fingerprint Identification
Systems (IAFIS) or Automated Fingerprint Identification Systems (AFIS) to process criminal
suspects and match finger images. Various other forms of biometrics are used to secure
prisons, police detention areas, enforce home confinement orders, and regulate the move-
ment of probationers and parolees. "

Around the world, governments at all levels use biometrics for both recognition and
verification purposes. In Ontario, a recent example was the City of Toronto’s proposed
introduction of aencrypted fingerscan as part of its Client Identification and Benefits System
to combat a particular type of welfare fraud known as “double-dipping.”*°

Employers also utilize biometrics to help protect the safety and security of their staff and
physical assets. In addition, biometrics are used to record the attendance and movement of
employees.

These types of applications are not, however, the focus of this paper. Instead, the growing
commercial use of biometrics is examined. So far, consumer applications are limited to the
verification of identity; many in the context of access control to secure locations, equipment,
and information. Biometric technology continues to evolve and expand, with new develop-
mentsand applications announced regularly. Below isa brief overview of the main categories
of biometrics in use today.

There are two main types of biometric analysis of the eye. One involves the iris, which is the
coloured ring that surrounds the pupil, and the other uses the retina, which is the layer of
blood vessels at the back of the eye.

Iris

Eachirishasaunique and complex pattern such thateven a person’s right and leftiris patterns
are completely different. It has been claimed that the system is “foolproof”?! because artificial
duplication of the iris is virtually impossible due to its properties and the number of
measurable characteristics. The iris is stable throughout one’s life and is not susceptible to
wear and injury. Contact lenses do not interfere with the use of thisbiometricidentifier. Iris
recognition technology involves the use of a camera to capture a digital image of the eye, from
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which data are extracted. This type of biometric technology can be used for one-to-one
verification or one-to-many recognition.??> Examples of iris recognition applications used by
consumers are:

* A Tae Kwon Do chain in the United States uses iris recognition to speed up its daily
sign-in and information processing procedures. A one-second glance into a camera for
verification of identity is necessary each time a student enters a class.?

¢ Some Automatic Teller Machine (ATM) manufacturers include iris scans as an
alternative to passwords or PINs. In May 1999, Bank United of Texas became the first
bank in the United States to offer iris recognition at ATMs. Reportedly, several other
American banks are expected to unveil iris identification ATMs later in 1999. In
addition, the technology already is used by eleven different banks outside of the United
States.*

e The Royal Bank of Canada and the Canadian Imperial Bank of Commerce recently
tested an ATM with iris scanning capabilities in Toronto.?

Thereisvery little research into Canadians’ attitudes toward biometrics. However,in 1997,
one Canadian bank carried out limited customer surveys on the use of biometrics and
received an “overwhelmingly negative reaction” to the idea of the use of iris scans.?®

Retina

As with the iris, the retina forms a unique pattern that begins to decay quickly after death.
Unauthorized access to aretinal systemis reported to be virtually impossible. With this type
of system, a one-to-many identification is usually the comparison performed.

A precise enrolment procedure is necessary. A user must focus on a specific point and then
the system uses abeam of light to capture the unique retinal characteristics. The downside of
retinal scanning is people’s reluctance to have light shone into their eyes to gather informa-
tion.?” For this reason, Canadian consumers are not likely to see retinal scans in general use
in the near future. Retinal biometrics usually are found in high security applications where
inconvenience and user comfort are not important considerations.

Face

There are two main types of facial recognition systems; the most common uses video, while
the other uses thermal imaging.

Video face recognition technology analyze the unique shape, pattern and positioning of facial
features. A video camerais used to capture an image from a distance of a few feet away from
the user. A number of points on the face (e.g., position of the eyes, mouth and nostrils) are
usually mapped out. With other systems, a three-dimensional map of the face can be created.
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Most systems feature a “face locating” function that searches for faces within the field of view.
This permits people of different heights to use the system while standing. Face recognition
systems are designed to compensate for expression, glasses, hats and beards.?

A facial thermogram uses an infrared camera to scan a person’s face and then digitize the
thermal patterns.?’ Apparently no two people, not even identical twins, have the same facial
thermogram. The patterns are created by the branching of blood vessels in the face. As the
blood is hotter than the tissue surrounding it, it radiates heat that can be picked up at a
distance. Plastic surgery does not change a thermogram unlessitinvolves the rerouting of the
flow of blood. In addition, time does not alter a thermogram.*°* However, it is thought that
alcohol consumption can radically change a person’s thermogram.?!

While face recognition is being used in a one-to-many capacity by law enforcement and
government, commercial applications use this technology for one-to-one verification. The
use of video-based face recognition for consumer applications has grown considerably in the
last few years. Some American banks, gas stations and convenience stores are using this
technology to identify and record cheque-cashing transactions.’> One American ATM
system automatically takes a “biometric” picture every time a customer cashesa cheque. The
customer first has to enrol in the system, but no bank account or driver’s license is needed.
In order to cash a cheque, customerskey in their Social Security numbers. This information,
combined with the biometric, creates a real-time, irrefutable, permanent record of the
transaction.®?

German banks have been using face recognition technology to give customers unattended,
24-hour access to their safety deposit boxes. Customers request their boxes at a self-service
computer terminal, which includes a video camera. The camera captures and processes the
customer’s facial image. System software verifies the person’sidentity and authority to receive
the requested safety deposit box. If the person is authorized, the box is retrieved by robots
and delivered to the owner by an automated handling system.?*

A Malaysian company is using this technology to create an airport security system that tracks
passengers’ baggage with an image of their face. Only when passengers actually enter the
plane will the system allow their baggage to be loaded.?

There also are applications that replace passwords for computer log-in. The primary
advantage is that face recognition is able to operate “hands-free.” With a camera positioned
on a computer monitor the user’s identity is verified simply by staring at the screen. Access
to sensitive information can be disabled when the user moves out of the camera’s field of
vision.

Facial recognition can be done on a more remote basis so a person will not know their face
isbeing analyzed. For example, some casinos are using face recognition as a way of identifying
suspicious players. A surveillance camera captures an image of the individual’s face and then
compares it to a digitized photo database of “known cheaters.”*¢ Globally, airports have
expressed interestin another system that can pick a moving face out of acrowd.*” They hope
to use this technology as a way of identifying terrorists and other criminals.?*
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Fingerscanning

Aspreviously noted, use of the fingerprint by law enforcement for identification purposesis
common place and widely accepted. However, the technology has diversified, migrating
away from law enforcement towards civil and commercial markets. In the context of
commercial applications, the preferred term is “fingerscanning,” which is the process of
finger image capture.?’

There are anumber of different types of fingerscanning systems on the market. Some analyze
the distinct marks on the finger called “minutiae” points. Others examine the pores on the
finger thatare uniquely positioned. Finger image density or the distance between ridges also
may be analyzed. The way in which the image is captured also differsamong vendors. None
involve the inking of the fingerprintas traditional law enforcement procedures often entail.

Fingerscanning can be used for both verification and recognition purposes. At present, the
one-to-many identification IAFIS or AFIS applications are confined to law enforcement,
government programs and the military. However, there is mounting pressure to expand
identification applications. For example, in Toronto, the public was invited to bring their
childrenin for afree “youth print” atashopping centre one Saturday. A local newspaper ran
anitem thatsaid: “The fingerprints can be used in the future for identification in a variety of
circumstances.”*’

In the areas of financial transactions, network security, and controlling the movement of
individuals, fingerscanning is considered to be a highly mature biometric technology with a
range of proven installations. Examples of consumer applications include:

* At the beginning of 1999, the Bank of America started a pilot program that uses
fingerscans to give customers access to their online banking services. Before using the
system, the customer enrols a fingerscan on a chip attached to a multi-application smart
card. Authentication is completed by the customer placing a finger on a scanning
device attached to their personal computer. The software matches the fingerscan from
the scanner against the image stored in the smart card.*

* In1998,itwasreported that Canadian banks were looking at thumbprinting cheque-
cashing non-account customers.** Reportedly, banks in all 50 American states have
some version of a fingerscanning system.*’

* Recently, one American hotel chain announced thatit will start collecting fingerprints
as part of its check-in procedure.*

* A number of vendors have developed fingerscanners resembling a computer mouse.
Scanners built into computer keyboards also have been produced. Recognition of a
fingerscan takes place in an average of two seconds on a personal computer or one
second on a workstation, with accuracy claimed to be 99.9%.%




(]
P
Hand Geometry

This technique uses a three-dimensional image of the hand and measures the shape, width
and length of fingers and knuckles. A user places a designated hand on a reader, aligning
fingers with specific positioned guides. A camera is used to capture both a top view, which
gives length and width information, and a side view, which gives a thickness profile.*

In Ontario, hand geometry is used at nuclear power generating stations.*” Perhaps the best
known governmentapplication is the United States Immigration and Naturalization Service’s
Passenger Accelerated Service System (INSPASS). It uses hand geometry readers to verify air
travellers’ identity, and is currently operating at Toronto’s Pearson International Airport.

Hand geometry is predominantly used for one-to-one verification. It is one of the most
established biometrics in commercial use today. Applications continue to grow because itis
easy to use and convenient. It is also fast, with one vendor reporting a 1.2 second scan.*
Applicationsinclude:

* The 1996 Summer Olympic Games in Atlanta used hand geometry to identify and
secure approximately 150,000 athletes, staff, and other participants.*’

* The University of Georgia uses the technology to control access to its student cafeteria.
When students visit a cafeteria, they swipe their identity cards through a reader and
have their hands verified before being able to enter the food service area.’°

* An American elementary school uses the technique to identify individuals picking up
children. Anyone authorized by the parents can enrol in the system. To be able to pick
up achild from the school, a person first must be verified by a hand geometry reader.’!

* InToronto, hand geometry is used by a racquet and fitness club to verify identity of
12,000 club members and staff.’? Initially, it was introduced at only one location to test
acceptability. Now it has been expanded to all locations.’*

Finger Geometry

This technology operates on similar principles as hand geometry, but utilizes only one or two
fingers. Measurements of unique finger characteristics, such as width, length, thickness and
knuckle size are taken.

Finger geometry systems can perform one-to-one verification or one-to-many identification.
The main advantage is that these systems are fast and designed to accommodate “a high
throughput of users.”** According to one company, its system confirms identity within one
second.> Finger geometry systems are considered very durable and able to cope well with
external conditions.’® As an example, Disney World uses three-dimensional two-finger
geometry to verify the identity of season ticket holders in the United States.’”

10
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Signature Verification

This behavioural biometric involves the analysis of the way in which a person signs their
name. Signature biometrics are often referred to as dynamic signature verification (DSV).
With this technique, the manner in which someone signs is as important as the static shape
of their finished signature. For example, the angle at which the penis held, the time taken to
sign, the velocity and acceleration of the signature, the pressure exerted, and the number of
times the penislifted from the paper, all can be measured and analyzed as unique behavioural
characteristics.’® As DSV is not based on a static image, forgery is considered to be difficult.

Signature data can be captured via a special pen or tablet, or both. The pen-based method
incorporates sensorsinside the writing instrument, while the tablet method relies on sensors
imbedded in awriting surface to detect the unique signature characteristics. Recently, another
variation has been developed known as acoustic emission. This measures the sound that is
generated as an individual writes their signature on a paper document.>’

A fewyears ago, the Chase Manhattan Bank tested DSV to identify corporate clientsinitiating
transactions. Today, a number of American hospitals, pharmacies and insurance firms use
this biometric technique to authenticate electronic documents.

Speaker Verification

Voice-related biometrics should not be confused with speech recognition computer software
that recognize words as they are spoken. Biometric systems involve the verification of the
speaker’s identity based on numerous characteristics, such as cadence, pitch, and tone.
Speaker verification is considered a hybrid behavioural and physiological biometric because
the voice pattern is determined, to a large degree, by the physical shape of the throat and
larynx, although it can be altered by the user.

One-to-one verification is the preferred application. The technology is easy to use and does
not require a great deal of user education. However, background noise greatly affects how
well the system operates. Speaker verification works with a microphone or with a regular
telephone handset. Itis well suited to telephone-based applications where identity has to be
verified remotely.® In 1997, when one Canadian bank undertook customer surveys on the
acceptability of biometrics, the one technique that was not rejected was voice recognition.®!

In May 1999, it was announced that more than 5,000 personal computers with speaker
verification systems had been sold on the Home Shopping Network since mid-April.®* Voice
recognition also is being integrated into security systems for online banking and electronic
commerce.® One European automobile manufacturer even investigated the possibility of
incorporating speaker verification into its ignition systems.*

11
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Keystroke Dynamics

Typing biometrics are more commonly referred to as keystroke dynamics. Verification is
based on the concept that how a person types, in particular their rhythm, is distinctive.
Keystroke dynamics are behavioural and evolve over time as users learn to type and develop
their own unique typing pattern. The National Science Foundation and the National Bureau
of Standards in the United States have conducted studies establishing that typing patterns are
unique.® The technique works best for users who can “touch type.”* The health and fatigue
of users, however, can affect typing rhythm.®”

This technology has experienced a recent resurgence with the development of software to
control computer and Internet access. One system creates individual profiles according to
how users enter their passwords, accounting for factors such as hand size, typing speed, and
how long keys are held down.®® Reportedly, the technology can be used with any keypad,
“from computer keyboards to ATM machines to telephones.”® Previously, differences in
keyboards had been one of the problems that had limited the implementation of keystroke
dynamics.

Other Developments

Some other techniques are currently being used by law enforcement and the military. While
it is not inconceivable that use of these will eventually filter down, it is unlikely that the
Canadian consumer will see them in commercial applications in the near future.

Palm Print

Thisisaphysical biometric that analyzes the unique patterns on the palm of a person’s hand,
similar to fingerprinting. Palm biometrics are predominantly used for one-to-many identifi-
cation. Like fingerprinting, latent or ink palm images can be scanned into the system.”

Vein Patterns

This physical biometric analyzes the pattern of veins in the back of a person’s hand. One
proprietary system focuses on the unique pattern of blood vessels that form when a fist is
made. The underlying vein structure, or “vein tree” can be captured using a camera and
infrared light.”!

12
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Ear Shape

Alesser-known physical biometric is the shape of the outer ear, lobes, and bone structure.”
Apparently, police are able to capture earprints of criminals left when they listen at windows
and doors. The technology has been used to obtain convictions in the Netherlands.”> One
French company is working on the Octophone, a telephone-like biometric device that
captures images of the ear.”

Body Odour

This is another physical biometric under development which analyzes human body smell.
Sensorsare capable of capturing body odour from non-intrusive parts of the body such as the
back of the hand. Each unique human smell is made up of chemicals which are extracted by
the system and converted into a template.” Reportedly, the University of Cambridge worked
on an “electronic nose” that can identify people by their body odour.”®

DNA

DNA is an abbreviation of deoxyribonucleic acid. While it is a unique, measurable human
characteristic, itis not currently considered a biometric technology.””

Analysis of human DNA, although now possible within ten minutes, is not sufficiently
automatic to rank DNA as abiometric technology. When technology advances so that
DNA can be matched automatically, in real time, DNA may emerge as a significant
contender against the existing biometric industry.”®

The use of DNA in the areas of forensics and law enforcement has been much in the news with
several high profile cases where DNA played a critical role in determining guilt or innocence.
Recently, there has been a growing demand to expand the use of DNA. For example:

* Lastyear, after the Swissair plane crash off the coast of Nova Scotia, the Royal Canadian
Mounted Police and prominent forensic experts called for the creation of a global
system of DNA samples for airlines crews and possibly frequent fliers.”

* The Florida Department of Law Enforcement offered parents a free children’s DNA
identification program in some of its school districts. Also, Florida is encouraging
parents to take DNA samples from their newborns.3°

13




Industry Growth

While only a few of the biometric applications mentioned above involve Canadian consum-
ers, this situation will most likely change. Various research firms and industry experts
anticipate the growth of the biometric industry to be significant in the near future. To
illustrate this point:

* Oneindustry study estimated that world biometricidentification markets would grow
from $103 million (U.S.) in revenues in 1996 to $170 million (U.S.) in 2003 — a
compound annual growth rate of 7.5% over the forecasted period.®!

* Another study said that biometrics would expand to become a $1 billion industry by
the year 2000.3>

* Biometrics have beenidentified as one of the ten most critical technologies of the next
decade.®

* In 1997, Bill Gates of Microsoft Corporation, predicted that biometric technologies
would be one of “the most important IT innovations of the next several years.”?*

* Some experts predicted that the rush to install biometric security systems would
replace the Year 2000 computer crisis as the most pressing high-tech project after the
millennium.%

Regardless of the prediction, it is clear that the use of biometrics in the commercial
environment is expanding world-wide. It is highly unlikely that Canada will be exempted
from this trend.

A number of factors appear to be driving the growth of the biometric industry. One is that,
for the most part, the technology itself has matured and generally improved in accuracy and

reliability.

Another factor is the recent efforts to create standards for biometric software and program-
ming. Standards will help biometrics gain broader support within the information technol-
ogy industry asa whole. Recently, the International Computer Security Association certified
biometric products for the first time. Standards also will enable differing biometric technolo-
gies to function within a single application, with a minimal amount of integration.

While large-scale biometric recognition systems remain relatively expensive, technological
improvements have been accompanied by a significant decline in costs. Falling prices have
accelerated the absorption of biometrics into information technology.®® Now biometrics are
being integrated into existing operating systems, products and platforms,®” or offered as
“plug-in” or “shrink-wrapped” products that easily can be added to computer and security
systems.

14
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This trend has increased consumer awareness and adoption. With dozens of low-cost
biometric systems appearing on the market last year, some believe biometric technology is
moving into the “electronic mainstream of personal computers.”%8

The most influential development has been the expansion of electronic commerce and the
Internet. This has greatly increased corporate concern about security in general, and network
access in particular.?® The recent explosion in the electronic commerce market has been
accompanied by a countervailing growth in fraud, hacking, and other security concerns.

As more and more transactions become remote, the need to authenticate business parties
becomes more difficult. The nature of electronic commerce impairs each party’s ability to
identify the other with certainty.’® Online transactions make it easier to impersonate, mislead,
or “spoof” an identity.

In addition, as more information is sent over networks, the need to secure that data against
interception and alteration increases. Data integrity concerns become paramount. The
Internetis perceived as extremely vulnerable by the businesses that use it. An Ernst & Young
1997 survey found that nearly one in four businesses were staying away from the Internet
because of worries about security.”!

Today, major high-tech companies consider biometric technology as a viable and cost-
effective way of offering the security and privacy protection demanded by their electronic
commerce clients. Last year, Novell, Compaq, IBM, Hewlett-Packard, and Microsoft all
invested resources in biometric applications. In 1998, manufacturers of guns, locks, ATMs,
automotive security, and medication dispensing devices also introduced products or proto-
types that may be accessed by biometrics.
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Benefits

Biometric technology offersa number of benefits to both businesses and consumers. Itis these
benefits, in addition to the factors noted above, that are driving their increased usage and
acceptance.

Positive Identification

Companiesare looking to biometrics because they see the positive identification provided by
the technology as a way to: control fraud and abuse, build non-repudiation into electronic
commerce transactions, and to enhance customer service.”? It can be reasonably argued that
each one of these potential corporate benefits also benefit the customer.

In today’s business environment, many organizations can no longer rely on their employees
torecognize individual clients. Companies are looking for means whereby individuals can be
recognized reliably, ata distance, over a period of time, without reliance on human memory,
and, in some cases, despite the preference by the person not to be recognized.”?

Financial institutions have long been evaluating the merits of biometrics. This interest has
increased significantly with the rise in electronic banking. Itis estimated that over 85% of all
banking transactions are now done electronically.’* A January 1999 survey revealed that over
the last year 76% of Canadians used ATMs, while 43% were concerned about the security
of electronic commerce transactions.”

ATMs and transactions at the point-of-sale are considered to be particularly vulnerable to
fraud and breachesin security. Emerging markets such as telephone and Internet banking also
need to be secured for bank customers and bankers alike.”®

Biometrics are seen as ideally suited for electronic commerce and other online applications
because they can automatically “prove” the identity of a person while ensuring that no-one
else canimpersonate them.”” The benefit of positive identification is strengthened by the fact
thatbiometrics can connect an actual person to a transaction. By linking a verified individual
toaparticular transaction (much like a digital signature), repudiation by a party after the fact,
on the grounds that the identification was forged, becomes very difficult.”® Biometric
authentication systems “can be built using an online signing service to accept the biometric
measurements, and if the identification is positive, to use the secret key on behalf of the user
to generate the cryptographic binding of the document to the identity of the user.”
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Combatting Credit Card Fraud

Assignificant sub-set of the identification issue is credit card fraud. According to the Canadian
Bankers Association, credit card fraud was $147 millionin 1998, compared to $127 million
in 1997.1%

Stolen credit card numbers are routinely posted and swapped on Internetbulletin boards and
real-time chat lines. On the Internet, credit card numbers come from traditional offline
sources (e.g., stolen wallets and discarded receipts), as well as from poorly-secured web
servers that store credit card information.

Now there are computer programs that fraudulently generate valid credit card numbers. All
credit card numbers end with a “check-sum™ digit thatis generated from the other digits using
an algorithm. That formula is used by these programs to create unauthorized numbers that
can fool a simple authorization check.!%!

A recent American survey found that nearly one-third of consumers who have bought
products on the Internet have experienced fraud or misuse of credit card information.!%?
Accordingto a February 1998 survey, 87% of Canadians would not provide their credit card
number over the Internet to purchase a product or obtain a service.!%

Requiring positive identification of the cardholder prior to authorizing a transaction (either
in person or online) has obvious appeal to sponsoring financial institutions, as well as to
individual businesses. Canadian consumers also are concerned about credit card fraud, and
could be in a position to benefit from the use of a biometric. MasterCard International
estimated the use of biometrics could reduce credit card fraud by 90%.1%

Preventing Identity Theft

The need for accurate identification is as important an issue for consumers as it is for
businesses. Fuelling consumer interest in biometrics is the rise of identity theft — a crime
resulting from the misappropriation and abuse of personal information.

Identity theft, also known asidentity fraud, includes a range of crimes broadly defined as “the
misuse of personal identifying information to commit various types of financial fraud.”'* In
the United States, identity theft has been described as “the fastest growing crime in the
nation,” and “the leading form of consumer fraud.”!%

Identity theft involves unauthorized parties acquiring key pieces of a person’s identifying
information in order to impersonate them and spend as much money, in as short a time as
possible, before moving on to someone else.!"”
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The theft of identity can leave someone with a poor credit rating and a ruined reputation that
may take months or even years to correct. Meanwhile, due to their seemingly bad credit
history, they may be denied loans, cheque-writing privileges, the right to rent accommoda-
tion, obtain a mortgage, and perhaps even a job. They may even risk false arrest in place of
theirimposter.

While there are many ways to combat identity theft,'® some consumers see biometrics asan

effective and convenient way to diminish the problem. Biometrics can fight identity theft by
eliminating PINs and passwords, by verifying the identity of parties in a remote transaction,
by authorizing credit card or cheque transactions, and by securing personal assets like
computers, as well as personal information. In this capacity, a biometric can be seen as an
identity protector.

One new service, called e-DENTIFICATION, is designed to help allay consumer concerns
about participating in electronic commerce for fear of identity theft or misuse of their
personal information. It is set up so that each individual identity record is biometrically
“passworded” and encrypted, with the key remaining in the consumer’s control. The identity
record is “legally owned and controlled by the individual consumer and cannot be accessed
without the biometric consent of the consumer.”!%

With the rise of identity theft, the imperative for identity authentication has changed from just
beinga corporate concern to one shared equally by consumers. Now, more than ever before,
itis critical for consumers to be able to prove their identity. In order for individuals to protect
their own identify from theft or misuse, they need asecure form of portable identification that
they control. Biometrics offer this potential.

Restoring Identity

Biometrics offer another potential benefit to consumers in that they can verify their identity
should their identifying papers be lost or stolen. The technology addresses the “chicken or
egg” question of how does a person get identification if they have no identification. An
example illustrating the utility of biometrics may be found in Oklahoma where authorities
issued new driver’s licenses with a thumbprint, to replace documents lost in tornadoes. The
biometric was seen asa deterrent to criminals, and a way to protect the publicby ensuring that
the new licenses were given to their rightful owners.!'? Should these licenses be lost in the
future, the biometric will re-establish identity so the appropriate person can be issued the
necessary documentation quickly and easily. Thisbenefitis equally applicable to membership
or credit cards.
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Enhanced Security

The changing nature of business has created significant new security concerns. With
customers increasingly interacting with companies through some form of information
technology (e.g., telephone, kiosk, or computer), traditional security methods are being
challenged. Opening up access to computer systems and networks may enhance customer
service, but it also increases the potential for security breaches. A 1999 survey on computer
crime in the United States indicated that almost one-third of respondents reported that
outsiders had penetrated their computer systems in the past year, most frequently through
an Internet connection. The most serious losses occurred through the theft of proprietary
information and financial fraud.!!!

Asnoted earlier, traditional authentication methods involve something the user knows, such
as a password or PIN, or something the user has, such as a card, key, or token. Now
companies are questioning the reliability of these security measures to protect their interests,
as well as those of their customers.

Cards or keys can be forgotten, given away, lost, stolen, duplicated, or forged. Passwords can
be shared, guessed, observed, stolen, or forgotten. One example of the limits of passwords
is that a group of hackers from Europe broke into the e-mail system at Stanford University
in California, stole thousands of student and staff passwords, and went undetected for three
weeks.!1?

A 1999 survey found that even experienced computer users tend to choose the same
passwords. The most popular were dates of birth (15%), and names of partners, children, or
pets (49%), while 20% of the men surveyed chose their favourite football team. Eighty
percent (80%) of respondents justified choosing simple passwords because they were afraid
of forgetting more complex words and number combinations.!!3

New computer viruses can capture keystrokes so thatasa person types their password or PIN,
including their encryption keys, the software collects and transmits that information to
unauthorized parties, without the authorized user’s knowledge. Keystroke recorders or
loggersare designed to record and play back all keyboard and mouse action. These programs
are widely available yet difficult to detect, with some having the ability to penetrate
conventional firewall protections.

Some industry experts predict that the use of passwords for e-mail, corporate networks, and
the Internet will come to an end in the next few years. Passwords are seen as being far too
vulnerable, while biometrics are seen, by some, as offering superior security.!''*

Biometric companies are promoting their products as security systems that cannotbe stolen,
forgotten, shared, or intercepted. Additionally, biometric characteristics can only be linked
to a single identifiable individual. The technology offers two significant advantages over
other authentication methods:
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* the person to be identified is required to be physically present at the point-of-
identification;

* identification based on biometric techniques eliminates the need to remember a
password, PIN, or carry a token.'"

Some industry supporters consider biometrics to offer “the most effective information
security tool.”!® The reason is that biometric systems verify the person, not the card or the
code.!” This advantage has led vendors to call the technology “proof positive” security.!'*
Biometrics are considered to be particularly effective when several techniques are layered
(e.g., voice verification and fingerscan),!" or combined with traditional security measures.
The security claims of the biometric vendors are discussed further under the General Issues
section of the paper.

The potential for enhanced security offered by biometrics to businesses regarding their
computers and networks has a flipside for consumers. A customer is just as concerned about
the validity and security of an online transaction.

Data Authentication

To prevent the unauthorized altering of information (deliberate or unintentional) during
online transactions, some form of data authentication becomes necessary. This ensures that
the information sentand received is complete and not tampered with or intercepted in transit.

The use of encryption to secure both business and personal communications is on the rise.
Encryption is a mathematical process that changes data from plaintext (i.e., that which can
be read) to an unintelligible form. In order to reconstructed the original data or decryptit, the
key to the algorithm used must be known.

Certain newer biometric systems can be used to encrypt data— the processis called biometric
encryption.!?’ Information extracted from abiometric can be used as the key to scramble and
unscramble data. As an example, the unique pattern in a person’s fingerprint could be used
to code his or her PIN for accessing a bank machine. The coded PIN has no connection
whatsoever to the finger pattern. What is stored in the database is only the coded PIN. The
finger pattern acts as the coding key. The actual fingerprint pattern is not stored anywhere
during this process. Biometric encryption ensures that the information encrypted with the
biometric key cannot be decrypted without the live biometric. Another potential benefit to
this system is that the operation of successfully decoding the PIN authenticates that person’s
eligibility for the service, without having to reveal any personal identifiers.!*! Most impor-
tantly, biometric encryption cannot serve as a unique identifier, eliminating many fears
commonly associated with the use of a biometric, as discussed later in the paper.
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Physical Access Control

Initially, biometric access controls were limited to high security areas such as nuclear power
plants and military facilities. Now, these access control systems are used in theme parks,
hotels, and health clubs. Some industry commentators believe there is no limit to the kinds
of organizations that could use biometrics to secure the physical movement of people,
particularly as prices continue to fall and public acceptance grows.

Automated access control systems using biometrics offer certain advantages over keys, cards,
or security guards in terms of convenience, security, and operating costs. Forgotten
passwords and lost keys or cards are a nuisance for users, and a major expense for the
company.!?2 With the existing demographics of our aging population, memory loss only can
be expected to escalate.

From abusiness perspective, the benefits of abiometric access control system are that access
can be limited by person, by location, and by time, and the system keeps an accurate record
of exactly who is given access and when. !> Biometric systems are viewed as being reliable and
constant, since machines never get distracted, tired, or are affected by the “psychological
defects” that may affect security guards.!**

Fromaconsumer’s perspective, biometric systems designed for large-scale access control are
fast and easy to use. In addition, consumers can benefit from customized service and the
convenience of 24/7 access. If one thinks of all the PINs, passwords, and cards one uses
throughout the day to access an office, computer, bank account, or health club, it is easy to
understand why biometrics are appealing to many people. Nothing to remember, nothing to
carry. A person simply presents their biometric to be authenticated and is given access.

Another potential consumer benefit to the technology is that it can give people control over
their own assets and information. In certain circumstances, such as with the above-noted
biometric encryption, individuals can use a biometric as their own access control measure.
This means they can put their own confidential information somewhere, both off- and online,
and then secure it with their biometric. No one but they can gain entry.
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General Issues

From the preceding discussion, it is clear that biometrics can offer a number of significant
benefits to both businesses and consumers. However, in order to make an accurate assess-
ment of biometrics, those benefits should be considered in conjunction with a number of
issues or problems associated with the technology. Chief among these are the privacy
concerns, which are outlined in the next section.

Biometrics vary with regard to ease of enrolment and use, accuracy, costs, speed, public
perception or acceptability, and long term stability (i.e., how time affects the physical or
behavioural characteristic). Comparisons of these and other factors for the different biometric
techniques have been performed by a number of sources.!* Consumers should realize that
not all biometrics are appropriate for all applications.

The purpose of the discussion here is to make consumers, and others, aware of some of the
general performance and security issues related to the technology itself.

Performance

The first thing that consumers should understand is that biometric systems do not guarantee
100% accuracy, 100% of the time. Commercially available biometric systems allow for some
degree of variability in the measured characteristic or trait and update the referenced sample
after each use.!?*

The biometric system must allow for these subtle changes, so a threshold is set. This
can take the form of an accuracy score. Here, comparison between the template and
new sample must exceed the system’s threshold before a match is recorded. In other
words, if the new biometric sample is considered by the system to be sufficiently
similar to the previously stored template, the system will determine that the two do
in fact match. If not, the system will not record a match and will not confirm identity. '

While the threshold is set to accommodate some variation, the challenge is to setit so that the
system only matches authorized individuals. Two potential problems can arise:

* False Rejection: This is when an authorized individual is rejected by the system.

* False Acceptance: This is when the system accepts an unauthorized individual.

Set the threshold too high and legitimate users will fail to be identified. Set the threshold too
low and unauthorized users will be accepted. There is usually a trade-off between these
settings, where reducing the false rejection rate will simultaneously raise the false acceptance
rate.!?®
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Where this threshold is set depends upon the purpose of the biometric system and the degree
of security required. For example, military personnel or workers at a nuclear facility may have
toaccept the frustration of repeated false rejections in order to secure a sensitive installation.
The same rate of rejection would be unacceptable for admission to a theme park by paying
customers or at an ATM. In consumer applications, false rejections could create serious
customer service problems.!'?

Variations in Characteristics and Traits

No single biometric can be used for the entire population of users in all circumstances. A
percentage of users will have missing or damaged biometric characteristics. This makes
automatic identification or verification of all users with a single biometric system impossi-
ble.!3° For this reason, alternative and appropriate methods of verifying identity for those
unable to utilize the biometric should be an important component on any system.

In addition, both physiological and behavioural characteristics can vary over time. For
example, hands can swell from work, heat, or allergies; fingerprints can be marred by
scratches, exposure to chemicals, or embedded dirt; voices can vary from colds; and
signatures may change as a person gets older. General factors such as stress, health,
environmental conditions, and time constraints also can impact the interaction between the
person and the machine and can lead to inconsistencies.'3!

Behavioural characteristics are more susceptible to variations in execution than physiological
traits. For example, a person can vary their voice (intentionally or otherwise) much more
readily than they can change their fingerprint. Comparative studies on various biometric
techniques show a lower level of accuracy in behavioural biometrics, than with physical
characteristics.!3

User Attitude

How users feel about the biometric system can also impact performance.'3* Some individuals
are “technophobic” or have other personal reasons for being concerned about using a
biometric system. The intention and overall co-operation of the user, as well as the way a
person interacts with a system, may affectits accuracy. The first time a person uses a system
will be different from the tenth time. Each of the ten biometric readings will be unique.
Generally, if a co-operative user becomes more familiar with abiometric system, the quality
of data capture will improve.!3*

Some techniques are generally more acceptable to people than others. As an example, one
study found iris and retinal scans to be the most unacceptable; fingerscans, hand geometry,
and hand vein recognition more acceptable; and face, signature, and voice recognition, as well
as thermograms, the most acceptable.!®> People’s acceptance of biometrics is based on
perceived intrusiveness, speed of enrolment and use, and similarity to other familiar
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processes. For example, people can be concerned about a retinal scan because it involves
shining a beam of light into their eye. In addition, it requires precise alignment and a pause
while the scan is done. Due to the level of unease this can cause with some users, one study
showed the data collection error rate for retinal scans to be considerably higher than for
fingerprints.'3¢ Some other biometric techniques can be done in a more “natural and casual
manner,”"3” such as dynamic signature verification.

Uniqueness

The degree of “uniqueness” varies among the different types of biometric characteristics.
While vendors may claim their systems use unique characteristics, in actuality, uniqueness is
measured by statistical probability. Some industry analysts maintain that, with the exception
of fingerprints, biometric characteristics have notbeen demonstrated to be unique.'3® Others
accept retinal and iris scans, in addition to fingerprints, as truly unique because there are no
documented cases of duplicates.!** What is considered to be unique will continue to evolve
as new techniques are introduced and tested.

The degree to which abiometric characteristic must be unique in order to accurately identify
users depends on the type and size of the application. In small applications, the uniqueness
of the biometric feature is less important. It may be sufficient for the feature to just be “very
unlikely” to be duplicated. In large applications, systems based on non-unique features may
be more likely to have false positives due to similarities.'*’

One of the factors influencing the uniqueness and, therefore, the accuracy of the different
biometric techniques is the amount of data collected and compared. One estimation of the
data quantity per record is nine bytes for hand geometry, 35 bytes for retinal scans, 265 for
iris scan, and between around 500 to 1000 for fingerscans. This is one of the main reasons
why fingerprints are so widely adopted by the law enforcement community. One estimation
has the fingerprint identification process in AFIS applications as having a 98%+ identifica-
tion rate and the false positive identification rate is less than 190.!

A biometric with a small data size per record may not be the most accurate in a large scale
identification application that would involve a search of all available samples, perhaps
numbering in the millions. Given the small per record size, there would be a high probability
that a particular record would have an identical, or nearly identical, match in the database.
Discriminating one record from among many identical or near identical records would be
difficult to achieve.'** What this meansis sometimes a particular technique is not appropriate
to an application. Some are better suited to one-to-one matches, while others can perform
accurately and reliably in a one-to-many match.
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Testing

Biometric vendors offer performance figures for their systems. Consumers should under-
stand that these quoted performance figures only apply to the specific application and
circumstance under which the system was tested. There is often a wide variation in the false
rejection rates (FRR) and false acceptance rates (FAR) achieved from in-laboratory testing
compared to an “in-the-field” application.'*}

There also may be a significant variation in the performance figures quoted by vendors and
those identified through independent testing.!** As an example, the performance of one
biometric system was claimed, by its manufacturer, to have a FRR of 0.3% and an FAR of
0.1%. An independent test found the system had a FRR of 25% with an unknown FAR.'%
With the development and adoption of standards, and the establishment of certification
programs and independent testing facilities, consumers can anticipate that performance
figures will become more reliable and consistent in the future. !4

Security

There is general acceptance that biometrics offer enhanced security over knowledge-based
and token-based identification methods, as outlined in the previous section. However, it is
important to understand that biometrics are not invincible. The level of security varies
according to the type of biometric characteristic used and how they are applied. There are
strong and weak biometrics from a security perspective.

Generally biometrics are considered secure because they are based on the premise that only
someone with an identical face, iris, voice, fingerprints, or whatever, can impersonate another
person. Since thisis considered to be “impossible,” the systems are considered to be secure.'*
However, the reality is that certain biometric techniques are more easily spoofed or
circumvented (i.e., fooled by fraudulent means) than others. For example, there are reported
cases of twins fooling face recognition systems.'*®

Two different types of impersonations are a consideration:

* Active Imposter Acceptance — when an imposter submits a modified, simulated or
reproduced biometric sample, intentionally attempting to relate it to another person
who is an enrollee, and he/she is incorrectly identified or verified by the biometric
system as being that enrollee.

* Passive Impostor Acceptance — when an impostor submits his/her own biometric
sample and claiming the identity of another person (either intentionally or inadvert-
ently), and he/she is incorrectly identified or verified by the biometric system.'*’

One important distinction between biometric characteristics is whether they are open or
closed view. “Open view” biometric traits are those that can be easily recorded or photo-
graphed, or are left on every item a person touches, and, as a result can be covertly captured
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(e.g., fingerprint). Some can be worked on by criminals until satisfactory facsimiles are
produced to fool or spoof a biometric system. “Closed view” traits are hidden or internal
biometric parameters as well as certain behavioural characteristics, that can be more difficult
to illicitly capture or reproduce (e.g., keystroke dynamics or vein patterns).'>° Accordingly,
open biometrics are considered easier to steal and impersonate than closed biometrics.

One study rated the level of difficulty of biometric circumvention as follows:

* Low: signature, voice, and face recognition

* Medium: hand geometry

* High: fingerprint, thermogram, iris and retinal scan. !

Areview of selected biometric products by PC Magazine Online also illustrates the variation
between techniques. The magazine subjected a number of products to a series of tests to
determine how securely and efficiently they could authenticate users. It was successful in
breakinginto a voice authentication system by mimicking the voice of the enrolled user. For
face recognition, it was able to “fool” the systems tested with a mask created with a colour
printout of a digital photograph. A three-dimensional aspect to the mask was added by
cutting a nose hole and placing an impersonator’s nose similar to that of the real enrollee
through the hole. For the fingerprint recognition systems tested, the magazine used various
methods (e.g.,itrolled a print onto a fingerprint card and then pressed the image to the reader,
itused an ink fingerprint on alatex glove, and finally it dusted for latent prints and then lifted
them on tape and presented them to the reader). All methods used were unsuccessful. PC
Magazine noted: “Our lack of success is a reflection of the relative maturity of fingerprint
recognition technology, which hasbeen in use in anumber of environments for decades.”!5?

All of the performance factors, noted above, are relevant in determining the degree to which
biometric systems can be fooled. Another important factor is where the threshold between
FRR/FAR levelsisset. Different applications using the same biometric characteristic or trait
can offer different levels of security.

Despite these examples of spoofing, it must be acknowledged that it is very difficult, even
impossible, for someone to forge an actual biometric characteristic. However, itis much easier
for someone to copy a digital image of a person’sbiometric. One security expert hassaid “it’s
easy to steal abiometric after the measurementis taken.”!>* Consumers should be aware that,
as biometrics are used in more and more online applications, a significant security problem
could arise.

To recognize or verify the identity of an individual, a biometric system always requests the
same information — information that is designed to remain relatively static over time. Due
to this design feature, some security experts maintain that all biometrics devices are suscep-
tible to a “replay attack” if an intruder is able to make a copy of the description of the legitimate
user’s characteristic. Once a biometric has been digitized, it can be compromised and
intercepted without proper security controls. This type of attack requires some access to the
software or network connection, making remote applications more vulnerable than local.'>*

26




P

Every biometric box hasawire coming out of it that carries either the description of the eyes,
fingerprint, or whatever part of the body is being measured [or a yes/no digital message that
indicates whether the correct biometric was presented]. Hacking the system is simply a matter
of cutting the line and splicing a digital tape recorder in place. If you want to be John Smith,
just replay his tape. In many cases, you don’t really need to cut any wires. It can all be done
virtually by hacking around in the lower realms of the object system.!>

An “identity thief” does not need the actual biometric characteristic to impersonate someone.
They only need to capture the digital image of that person’s biometric.'¢ Unless the owner
of the biometric has to be observed when their live scan is read, or there is some additional
authentication measure used, the computer will not be able to distinguish the difference.

This raises a number of significant security concerns related to this vulnerability. As more
biometrics are used in the commercial environment, particularly in conjunction with the
Internet, one author suggests “... the question you have to ask is do you want to have your
fingerprint, or whatever, floating around on the Internet. Itis notlike a credit card on the Net,
as you can’t just cancel or replace it if it is lost or stolen.”’” A person can think of new
passwords or PINs, but once their biometric is compromised, they cannot get a new one.

Imagine that Alice is using her thumbprint as abiometric, and someone steals it. Now
what? This isn’t a digital certificate, where some trusted third party can issue her
another one. This is her thumb. She only has two. Once someone steals your
biometric, it remains stolen for life; there’s no getting back to a secure situation...

[Another] more minor problem, is that biometrics have to be common across different
functions. Just as you should never use the same password on two different systems,
the same encryption key should not be used for two different applications. If my
fingerprint is used to start my car, unlock my medical records, and read my e-mail,
then it’s not hard to imagine some very bad situations arising. !5

It has been suggested that biometrics are only secure “if you have an armed guard watching
the biometric reader. Otherwise it can be fooled.”'>* In order to eliminate the potential for
replay attacks, biometric systems should be properly configured with secure biometric
readers where authorized people directly present their biometric, or where biometrics are
integrated into other security devices, such as smart cards. !¢’

Another possible solution may be the use of biometric encryption. As noted earlier, what
makes most biometric systems vulnerable to a replay attack is that they always ask the same
question: “What is your left index fingerprint?” The response to that unchanging question
isalso always the same. To thwartareplay attack, abiometric system would need a “challenge
and response” system that would ask different questions each time and be able to measure the
correctresponse. ¢!

The use of biometric encryption may be able to improve security of biometric systems by
introducing a type of challenge and response system, by generating one-time passwords for
each access, as follows:

27




P

The response function can be coded by the finger pattern. The coded response
functionis then stored on amemory card. To authenticate, the host system transmits
the challenge which serves as the argument to prompt and calculates the value of the
response function. The coded response function is decoded by the finger pattern,
allowing the response to be calculated and transmitted to the host for evaluation.'¢?

The purpose of raising these performance and security issues here is to alert consumers to the
fact that, in order to make a critical evaluation of the technology, they should not get caught
up in the rhetoric of the industry. “Biometricsis not a panacea.”'®> Many variables affect the
performance and security of the differentbiometric techniques. However, given the potential
benefits offered by biometrics, consumers can anticipate that the industry will make contin-
ued efforts to address these security issues, particularly as the online world expands. Until
satisfactory solutions are implemented, caution is advisable.
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Privacy Concerns

Before discussing the specific privacy concerns raised by biometrics, it is important to
understand that privacy is a highly subjective notion. It means different things to different
people. While the right to privacy is not explicitly guaranteed under the Canadian Charter
of Rights and Freedoms, there isa common understanding that privacy should be valued and
protected. Indeed, the Supreme Court of Canada has recognized the value of privacy:

... Grounded in man’s physical and moral autonomy, privacy is essential for the well-
being of the individual.**

The House of Commons Standing Committee on Human Rights and the Status of Persons
with Disabilities studied privacy and concluded that:

Canadians view privacy as far more than the right to be left alone, or to control who
knows what about us. It is an essential part of the consensus that enables us not only
to define what we do in our own space, but also to determine how we interact with
others— either with trust, openness and a sense of freedom, or with distrust, fear and
asense of insecurity. !¢

The Canadian Task Force on Privacy and Computers identified and defined several
component parts of privacy. Two of these concepts are relevant to this discussion, and will
be used to describe the privacy concerns associated with biometric technology.

* Privacy of the Person: This is the idea that a person should be protected against
unwarranted intrusions. It encompasses not only protection against physical harass-
ment or search or seizure of the person, but also extends to protection of the dignity
of the person.

* Informational Privacy: Thisis the idea that information about an individual belongs,
in a fundamental way, to that person, and is to be communicated or not, as the
individual determines.'* This conceptisalso known as informational self-determination.

Privacy of the Person

Any form of identification may attract opposition in different circumstances. However, as
one author noted, “The greatest degree of public distrust ... is generally associated with
biometricidentifiers. Their use is in some cases invasive, and in all cases seems that way.”1¢

Tosome people the need to identify themselvesis intrinsically distasteful and demeaning. It
is symbolic of the power that an organization they are dealing with has over them. Having
to presentabiometricis considered by some, notjust a form of moral submission to authority,
but also physical submission.!'®® To them, biometric identification represents the ultimate
invasion of personal privacy.
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The very nature of biometrics raises privacy of person issues for some people. Having to give
something of themselves to be identified is viewed as an affront to their dignity and a violation
of their person. Certain biometric techniques require touching a communal reader, which
may be unacceptable to some, due to cultureal norms or religious beliefs. Others are
apprehensive about interacting with a machine because they are not familiar with the
technology, or are afraid that biometrics may cause them discomfort or harm.

Asnoted earlier, the biometric techniques that have gained the most user acceptance are fast,
easy to use, and perceived as the least intrusive, such as fingerscan, hand geometry, and facial
recognition systems.'®’ There isno evidence that any biometric system has adversely affected
or injured a user.'”’ In addition, no commercially used systems present health risks, or leave
marks, or take physical samples from users.!”!

Use of biometricidentification isinterpreted by some as a questioning of their reputation and
trustworthiness. They perceive a requirement to give a biometric as a reversal of the
presumption of innocence — as shifting the burden of proof. Without pre-existing evidence
of wrongdoing, organizations are requiring them to sacrifice their personal privacy.

These privacy-of-the-person concerns are exacerbated by the fact that fingerprints are
strongly associated with law enforcement. As a result, a requirement for the provision of
fingerprints can be seen, not only as an invasion of privacy, but also as an indignity and an
embarrassment.'”? Some people feel they are being treated like criminals.

However, it should be noted that this concern does not appear to be shared by the majority.
For example, one American survey found that 8 7% of respondents thought fingerprinting
was a legitimate identification requirement, 91% believed that the use of finger imaging was
justified to control entry to high security areas, 77% to verify the identity of persons cashing
personal cheques for large amounts, and 76% to identify persons using credit cards for major
purchases. More than four out of five (83%) respondents rejected the view that using finger
imaging to verify people’sidentity was treating them like presumed criminals.!”?

There has been very limited public opinion research into how the Canadian public regard
biometrics. In Ontario, a 1997 survey about a proposed provincial identity card indicated
that 60% would consent to being fingerprinted for a social program in order to fight fraud.'”*
Although this contextis quite different from use by businesses in the private sector, the results
do show a recognition by the public that the use of biometrics in certain circumstances is
considered to be justified.

Informational Privacy

A 1998 Canadian newspaper poll asked if biometric technology was a threat to privacy —
51% of respondents said yes.'”> The majority of privacy concerns about biometrics relate to
informational privacy and the ability of a person to determine when, how, and to what extent
their biometric information is communicated to others.
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However, associated with biometricsis a high level of general anxiety about privacy because
the technology can reveal information thatis so intimate and intrinsic to oneself. Some people
have the view that biometrics, “much more so than other identification schemes, may imperil
the sense of individuality.”!”¢ It is necessary to first understand this concern, in order to put
the specific informational privacy issues into context.

Big Brother

An overarching concern for some people is that biometrics will become a technology of
surveillance and social control. Perhaps as the ultimate personal identifier, it can be seen to
facilitate all the ominous and dehumanizing aspects of an information society —a society in
which unparalleled amounts and specificity of personal information is collected and used on
asystematic basis.

Findings of repeated surveys show that Canadians feel vulnerable in the face of invasive and
unrestricted information technology and practices, and believe they are losing their personal
privacy.'”’

Today, more than ever before, itis clear thatinformation isa valuable commodity and asource
of power. More and more, people are defined by their “data image,” or the information
stored about them in computer databases. This raises the fear that information technology
puts the “power to know” into the hands of those who control the technology.!”®

The feeling of helplessness against increasingly powerful computers arises in the context of
biometrics because it is a machine that authenticates a person’s identity. Misallocation or
misappropriation of biometricidentifiersis possible, as noted earlier. The digital image of one
person’s biometric characteristic can be intercepted and used by another. This raises the
concern that biometrics may actually entrench false identity. How does one separate oneself
from activities authorized by one’s own biometric? If a person’s biometric, and thus their
identity, is stolen, the stored biometric template can take on an almost irrefutable quality.

A major privacy concern is that while biometrics initially will be deployed for very limited,
clearly specified, and narrow purposes, inevitably, over time, the use of biometricidentifiers
will spread. This phenomenon is commonly referred to as “function creep.” People are
concerned that they may find themselves required to provide a biometric identifier in
unexpected, and possibly unwelcome, circumstances.

The central concern is that abiometric can act asa very powerful unique identifier — that it
will be used to link all information about a person. “Consider the ease of finding anything you
wanted to know about an individual if all of that person’s data were tagged with a biometric
ID.”"7? With abiometricidentifier, the ease with which surveillance, through the use of data
(or dataveillance), can be undertaken increases significantly. “Where all electronic transac-
tions require biometric authentication, those who have access to transaction data also have
a detailed portrait of the individual.” 8¢
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Most people are able to go through their days enjoying what are, in essence, different
identities. Their work identity need not impact their personal identity. They even have the
option of giving a false name on the Internet or other situations.

Abiometricisaunary identity: All of us have only one left thumbprint. How will you separate
your work identity from your private identity ... there is significant risk that your private
activities (buying habits, entertainment preferences, political activities) will be inextricably
connected to your work activities. '8!

If biometric identifiers are widely used and shared, people’s freedom to separate or even
choose theiridentity could be restricted. All information about them could be linked to their
biometric. They will always be identified because thatis who their biometric data says they are.
Asbiometric authentication devices proliferate, their ability to remain anonymous also will

be diminished.

The most extreme concern in this context is that all biometrics will be turned over to the
government or law enforcement agencies (aka Big Brother) to amass personal dossiers on all
members of society.

One of the most frightening concerns in the widespread deployment of biometric ID
systems is their use to track individuals. Even when not intended for such use, the
emergentreliance on biometric ID authentication for a wide array of daily transactions
means that law enforcement and others can more effectively follow a person’s
movement — in real time in some cases. As the cost of biometric readers decreases,
these devices will turn up virtually everywhere, leading to an ability to track a person’s
movement from hour to hour.!3?

Countering this concern are industry experts who think diversity within applications and
types of biometric identifiers, as well as the proprietary nature of the systems, make this
scenario technically infeasible. One author noted that biometrics can be used to work against
Big Brother:

A fragmented user population made up of companies, government departments and
other organizations is unlikely to become an omnipresent autocrat. Indeed, biomet-
rics can be used to brush aside any fears ... about the general intrusion of technology
into our lives. A combination of encryption and biometrics could actually act as the
perfect privacy tool. Biometrics are the ideal key for securing data held in various
public and private databases, ensuring that it cannot be merged, thus fighting the
concept of Big Brother.!%3

Loss of Control

Generally, people feel the loss of control over their personal information has a significant
impact on their ability to be autonomous.

32




P

...notonly does the loss of control of information about one’s self have some possible
serious negative consequences, such as no protection from misuses of the informa-
tion, it also means a loss of autonomy... Loss of autonomy means loss of one’s
capacity to control one’s life... A right to control information about one’s self is
fundamental to being a self-determining and responsible being. %

Most people acknowledge that companies need to collect, use, and disclose information
about their customers in order to conduct business. Consumers generally understand that
anything beyond a straight anonymous cash transaction necessitates the disclosure of some
of their personal information. This is seen as necessary and reasonable, falling within the
expectations of most consumers. Informational privacy issues arise when companies use
biometric data for purposes that go beyond customer expectations.

The specificinformational privacy concerns associated with biometrics may be summarized
as follows:

* Unauthorized Collection: Some techniques, such as thermograms, can collect biometric
datawithout the data subject’s knowledge. Should such a collection take place, it would
be an extreme violation of a person’s informational privacy. However, it must be noted
thatsuch a practice is far from the norm for consumer applications. Covert collection
is generally confined to law enforcement purposes. For a company to achieve the
benefits discussed earlier, voluntary participation in biometric verification systems
would seem advisable.

* Unnecessary Collection: A central tenet of informational privacy is that the collection
of personal information must be limited to those data that are absolutely necessary and
relevant to the legitimate business function. Positive identification is an important
component of information management and security systems. However, abiometric
identifier is not always necessary for such systems to be effective.

Biometrics are considered to be highly personal, and there can be strong emotions
associated with their use. Accordingly, when the benefits from their use are not
commensurate with the level of risk associated with not using a biometric, people may
feel their privacy is being compromised unnecessarily. A recent American survey
showed that consumers were reluctant to share certain types of personal information,
such as biometrics, unless they saw a “clear benefit.”!8

Technological improvements in information-handling capability have generally been
followed by a tendency to engage in more manipulation and analysis of the recorded
data. This, in turn, motivates the collection of data pertaining to a larger number of
variables, resulting in even more personal information being collected.'®® The in-
creased capacity of computers to collect, retain, and manipulate information — at
limited costs — heightens concerns about unnecessary collection. Companies may
collect a biometric identifier simply because it is useful and cost-effective to do so.
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* Unauthorized Use: When consumers consent to the use of a biometric identifier to
unlock a door at a health club, or to access an ATM, they do so on the understanding
that their biometric will be used for that specific purpose and no other. Perhaps the
greatest fear associated with biometrics is that companies will use them for unrelated
purposes (known as secondary use), without someone’s consent or knowledge.

A biometric can be used as a means of bringing together disparate and dispersed
personal data onindividuals. If used as a universal personal identifier, abiometric not
only enables individuals to be pinpointed, but creates the potential for data to be used
for purposes notintended at the time of collection, and for the collation of information
into acomprehensive profile, unbeknownst to the individual to whom the datarelates.

This fosters the following concerns: thatinformation will be used out of context to the
detriment of the data subject; that unjust decisions about them will be made simply on
the basis of that profile; that automatic decision-making will be based on facts of
doubtful completeness, accuracy, relevance, or utility; and thatall of this will be done
without the data subject’s permission.

This is of particular concern in the private sector where there are no legislative
constraints on the use or misuse of biometrics. When the use of biometrics is left to
market forces, the fear is that companies may use biometric data for unauthorized
purposes in the pursuit of economic gain.!®’

Itis here that the distinction between identification and identity becomes important.
For most people, the simple process of capturing information related to their identi-
fication, in and of itself, is not considered to be an invasion of privacy. If, however, the
information obtained is used improperly, it ultimately could lead to the loss of one’s
identity.!88

The threatto privacy arises not from the positive identification thatbiometrics provide
best, but the ability to access biometric data in an identifiable form and link it to other
information, resulting in unauthorized secondary uses. This erodes a person’s control
over his or her own information — such control being a fundamental tenet of
informational privacy.'®’

A particularly significant concern regarding biometrics is that the technology will be
used to do more than simply verify identity — it may be used by companies for
unethical and discriminatory purposes.’® In particular, a major concern is that
biometricinformation will be used to diagnose medical conditions the individual may
be unaware of, with the resulting knowledge being used against them.

Some industry commentators say: “A biometric system is not built to recognize
physical or mental illness ... The purpose of biometric technology is automatic
identification and verification, not storing medical data for some sinister agenda.”*”!

However, it is certainly technically possible to identify various health and medical
conditions from some biometric data. Recent scientific research suggests that finger-
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prints and finger imaging might disclose medical information."”? Certain chromosomal
disorders (e.g., Down’sand Turner’s syndromes), as well as certain non-chromosomal
disorders (e.g., leukemia and breast cancer), have been indicated by unusual fingerprint
patterns. By examining a person’sretina or iris, it can be determined if that individual
is suffering from diabetes, arteriosclerosis, or hypertension, as well as diseases of the
eye.1%

This ability raises the prospect of significant privacy violations. A fictitious illustration
of this concern would be if an insurance company that used biometric information
obtained fromits policy-holders for the purpose of enabling them to transact business
remotely via the Internet, also used it to make decisions about the policy-holders’
eligibility for coverage. Not only would the informational privacy issue of unauthor-
ized secondary use be raised, but the absence of due process also would be an issue.
Consumers cannot challenge or refute a decision if they do not know how that decision
is being made. If they are unaware of the fact that their biometric has been used to
identify medical conditions relevant to a determination of their entitlement to benefits,
then they are not in a position to take any action.

Unauthorized Disclosure: Closely related to the issue of unauthorized use is unauthor-
ized disclosure. Consumers may consent to a particular company using their biometric
data for certain defined purposes, but still may not want them to share their informa-
tion with others.

While consumers can control the initial collection of their biometric by choosing the
type of company they are doing business with, generally they will not be in a position
to control what is done with it after it is collected. It is this potential for disclosure
without consent that fuels the anxiety about biometrics.

The notion of having some control over one’s information is central to a sense of
autonomy and self-determination. The issue of control, “lies at the very heart of the
privacy concerns raised by this new technology. Individuals have an interest in
determining how, when, why and to whom information about themselves, in the form
of abiometricidentifier, would be disclosed.”***

Unauthorized disclosure is the antithesis to personal control and informational
privacy. A survey of Canadian consumers revealed that 83% strongly believed that
their permission should be sought before an organization passed any information
about them to another organization.'”
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Minimum Privacy Requirements

The privacy concerns associated with this technology have been recognized by the biometric
industry, as a whole. In March 1999, the International Biometric Industry Association
announced privacy principles'”® intended to encourage manufacturers, as well as organiza-
tions currently using or thinking about using biometrics, to adopt standards and procedures

that will ensure biometric data are not misused.

However, it is essential to understand that, in the absence of data protection legislation for
the private sector,'” or specific legislation regulating the use of biometric identifiers, these
nascent industry principles will not be sufficient to protect privacy.

As things presently stand, Canadian consumers need to represent their own interests
regarding their biometric data. To do so, they need to be aware of both the benefits and
concerns so they can make informed choices as to whether they wish to participate in
consumer biometric applications.

With regard to the privacy-of-the-person issue, each individual must determine their own
comfortlevel. The Supreme Court of Canada hasrecognized that the use of “a person’s body
without his consent to obtain information about him, invades an area of personal privacy
essential to the maintenance of his human dignity.”*”® However, itis very important to stress
that participation in consumer biometric applications is voluntary. Companies cannot
require consumers to give them their biometric data.

If privacy-of-the-person concerns arise from not understanding how the technology works,
consumers should express their concerns and ask questions until they feel sufficiently familiar
with the process to make an informed decision. However, if, in the final analysis, they
continue to feel uncomfortable about giving their biometric — for whatever reason — they
should not consent to its use.

Notevery biometric application creates all the problems described earlier. Biometrics need
not subvert informational privacy. A pro-privacy position should not be construed as anti-
biometric.’ The technology can actually be privacy enhancing if systems are designed with
that objective in mind. “Indeed, the most effective means to counter technology’s erosion of
privacy is technology itself.”?%° In a keynote address at a computer trade show in the fall of
1998, Bill Gates cited “online privacy problems as a key pitfall of a wired world” and stated
that “biometrics offer a promising solution.”?°!

Therein lies the paradox of biometrics: a threat to privacy inidentifiable form, a protector of
privacy in encrypted form; a technology of surveillance in identifiable form, a technology of
privacy in encrypted form. Reliable forms of encryption can anonymize data and prevent
unauthorized third parties from intercepting confidential information. In the case of biomet-
rics, they can permit authentication without identification of the user.?*
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Privacy is not an absolute. For some people, the privacy threats outweigh any practical
benefits they may receive from the use of biometrics. For others, while privacy concerns are
significant, they can be effectively managed, allowing individuals to obtain the possible
benefits offered by abiometric system. The informational privacy concerns discussed in this
paper can be effectively addressed, even eliminated, if the use of biometricidentifiersis done
inaccordance with fair information practices. These are internationally recognized standards
designed to protect informational privacy. They form the basis of data protection schemes
around the world, including Ontario’s public sector freedom of information and protection
of privacy legislation. Fair information practices also form the basis of the Canadian
Standards Association Model Code for the Protection of Personal Information,*” and a
number of industry-specific privacy codes.

These practices are overlapping and cumulative principles that outline responsible information-
handling practices designed to protect the privacy of the data subject. Adherence to all of the
practices is necessary to achieve full informational privacy.

Below is a summary of the basic fair information practices,?** as well as minimum standards

thatbusinesses should achieve prior toimplementing a biometric system. Consumers should
seek a business’s compliance with these prior to consenting to the use of their biometric.
These principles are applicable to all personal information, not just biometric data.

Collection Limitation Principle: There should be limits to the collection of personal data,
and any such data should be obtained by lawful and fair means and, where appropriate, with
the knowledge or consent of the data subject.

This principle is critical to protecting informational privacy. In many ways, itis a consumer’s
first line of defence. Informed consent is the “primary tool to protect privacy from
technological invasion.”?% If a person knows about and consents to the collection of his or
her biometric, that person is in a position to negotiate the terms of its use and disclosure.

There are anumber of significant privacy protections subsumed under this principle —all of
which consumers should seek out:

* Participation in a consumer biometric application should be strictly voluntary.

* Collection of biometric data should only be done with full and informed consent.
Covert capture of biometric information in the context of a consumer application
should not be permitted. No secret collections should exist.

* Thereshouldbe no collection of the actual raw image of abiometric. Big Brother fears
arise in the context of identifiable biometrics. For this reason, all consumer applications
should be design so that the stored biometric template is only an encrypted, mathemati-
cal representation. This limitation on whatis actually collected and retained is essential
to ensure thatbiometric data cannotbe used for any purpose other than identification.
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* Quantitatively speaking, the use of a biometric can actually decrease the amount of
personal information a company needs to accurately verify identity. As one author
noted:

Paradoxically ... it is when arguing in defence of privacy that the case for
biometrics becomes the most compelling: the number of extra measures any
organization needs to take to protect itself against fraud — or simply to do
business efficiently and responsibly —isinversely proportional to the quality
and reliability of the identification information it collects in the first place.
Therefore, the more accurate that information is, the less likely the privacy of
individuals will be violated in order to validate it.2%

Consumers should consider if they think itis necessary for acompany collecting their
biometric to have all the other personal information it may be requesting. For if the
company has not collected personal information in the first place, itisnotina position
to misuse it.

Data Quality Principle: Personal data should be relevant to the purposes for which they
are to be used, and, to the extent necessary for those purposes, should be accurate, complete,
and kept up-to-date.

Thisis an essential corollary to the previous principle. Any biometric data held by acompany
must accurately identify the correct person. There must be no possibility of one person’s
biometricidentifier being mistakenly linked to another or for that data to be altered. Once lost
or compromised, a biometric trait can never be rehabilitated.

Purpose Specification Principle: The purposes for which personal data are collected should
be specified not later than at the time of data collection and the subsequent use limited to
the fulfilment of those purposes or such others as are not incompatible with those purposes
and as are specified on each occasion of change of purpose.

This means that the company should tell consumers why it wants their biometric before
collecting it. Only by having this information will consumers be in a position to make an
informed decision about whether they want to allow their biometric to be collected and used.

Businesses may claim that their actions are necessary to further the normal course of
business,?” but consumers must be able to decide what is appropriate for themselves. What
may benefit the company is not necessarily synonymous with a consumer’s privacy interests.

The most important point businesses should define for the consumer is whether their
biometric will be used for a recognition or verification purpose. To date, consumer
applications have been limited to verification applications. The next crucial aspect of any
consumer biometric application that should be defined is whether the biometric will be used
inanidentifiable form:
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“...1dentification is not a necessity in every situation. Instead, verification suffices. In
various situations it suffices to make sure that the person who actually makes use of
acertain facility ... is the same person as the one who is entitled to this facility. There
isno need to know who precisely this person is. Aslong as the key factors of reliability
and accountability are secure, identification of a person need not be necessary in
various contexts.”2%

Given the reliability and accuracy of the process by which a biometric authentication
credential is established, companies should give every consideration possible to designing
their applications so that anonymous verification is possible.

Storing biometricidentifiers off-line, such asin a secure smart card, offers significant privacy-
enhancing capabilities. When stored in a database, biometric information is often connected
to other personal data, such as names or addresses. This need not be the case with storage on
asmart card. Here, the card could merely contain the biometric data. Such an arrangement
means that no information may link the biometric data to a specific individual. This type of
use allows for the verification of individuals, without the necessity of knowing the identity
of the person (i.e., anonymous verification).?”” The use of biometrics at ATMsis an example
of such an off-line application. Here the biometric technology aids in the verification of
people, but does not require their identification.

Biometric encryption also may be used in a privacy-enhancing capacity to de-identify
information contained in a database; that s, to anonymize the information by separating the
identity of an individual from their sensitive information.

The link between a person’sidentity and their information is the finger pattern which
scrambles a computer pointer linking the two. This now places the individual in
complete control of the information in his database.?'

At a minimum, the company should clearly explain to consumers:

* Howand why itis going to use the biometric data (i.e., the specific purposes for which
the biometricis being collected, used, and disclosed).

* Ifanonymous verification will be possible, and if not, why not.

* The consequences of participating or not participating (i.e., risks and benefits), and
what will happen if an individual subsequently chooses to leave the system after he or
she has enrolled.

Use Limitation Principle: Personal data should not be disclosed, made available, or
otherwise used for purposes other than those specified in accordance with the Purpose
Specification Principle, except:

a) with the consent of the data subject, or

b) by the authority of law.
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Following this principle automatically eliminates unauthorized use and disclosure privacy
concerns. It would make the action taken by the fictitious insurance company, described
earlier, unthinkable.

In order to implement this principle, consumers should insist that the company wishing to
collect their biometrics has in place the proper technical and policy restrictions prohibiting:

* the use of biometric data for any reason other than verification of identity

* thesale, exchange, or provision of biometric data to third parties, except pursuant to
acourt order or warrant specifically authorizing it

* theidentification of biometric data, even by the systems operator, using a means other
than a match with a live biometric

* the discriminatory use of biometric data.

Security Safeguards Principle: Personal data should be protected by reasonable security
safeguards against such risks as loss or unauthorized access, destruction, use, modification,
or disclosure of data.

The use of biometrics may offer enhanced security for other data, but their sensitive and
personal nature necessitates a high level of security for the biometric itself.

A biometric can itself be an effective security safeguard when it is controlled by its owners
(e.g., to restrict access to their information by acting as an encryption key, or as an access
control mechanism to secure a physical area or device containing their confidential informa-
tion). If at all possible, consideration should be given to whether the consumer biometric
application can be designed so that consumers can have control over their own data.

Access to biometric data should be limited to only those within the company with a specific
need to know. For example, frontline staff need not have access to the biometric datain order
to confirm an individual as an authorized user. Also, storage of the biometric identifier with
other client information may not be necessary. Depending upon the purpose of the
application, storage of the biometric offline may be appropriate. A smart card could be used
to store the biometric data, in anon-identified form, for use as an authentication credential,
nothing more.

With smart, memory, or optical cards, there isa concern thatif lost or stolen, someone could
access the information. Encryption may be used to counter this concern. Using biometric
encryption, the finger pattern could code a key that encrypts the data on the card. That key
would not have to be securely stored. Also, only the individual with the finger pattern that
coded the key could access the data on the card.

Biometric encryption uses the unique pattern in a person’s fingerprint as his or her own
private encryption or coding key. As an example, individual’s fingerprints to code their PIN
for accessing their bank machine. The coded PIN would have no connection to the finger
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pattern. Stored in the database is only the coded PIN. The fingerprint pattern acts as the
coding key of that PIN. The fingerprint pattern, encrypted or otherwise, is not stored
anywhere during the process.?!!

Biometric encryption also may be used to scramble messages transmitted over the Internet.
It provides security or confidentiality by virtue of encryption, authentication in that only the
sender’s finger pattern could have sent the information, and, in certain cases, non-repudia-
tion since only the receiver’s fingerprint pattern could have read it.?!?

Specific security safeguards for any biometric system should be that:

* the biometric datais stored separately from identifying information
* thestored biometric template cannot be re-engineered

* thestored biometric template isencrypted, particularly if itis to be transmitted over any
network

* noevidence of the original biometric or raw datais retained after the template is created
* the system is designed to eliminate vulnerabilities to replay attacks

* all biometric data are destroyed in a secure manner when no longer necessary.

Openness Principle: There should be a general policy of openness about developments,
practices and policies with respect to personal data. Means should be readily available of
establishing the existence and nature of personal data, and the main purposes of their use,
as well as the identity and usual residence of the data controller.

Notonly doesadherence to this principle mean thata company should not do anything with
consumers’ biometric data covertly, it also meansit should be willing to tell its clients and the
public about its policies and practices related to the biometric system.

The company should be able to tell consumers about any of their personal information that
it holds, why it has the data, who is in charge of it (known as the data controller), and how
it can be located should they wish to examine it. Basically, this is a requirement for the
company to disclose its information handling and privacy protection practices.

Companies that want to introduce biometrics into their business practices have an obligation
to communicate the benefits and privacy implications to all parties involved. Education
should be an essential prerequisite to the introduction of any new technology because it
enables users to make informed choices. In the context of biometrics, education helps to allay
fears about privacy and enables users to become comfortable with the technology.
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Individual Participation Principle: An individual should have the right:

a) to obtain from a data controller, or otherwise, confirmation of whether or not the
data controller has data relating to him or her

b) to have communicated to him data relating to him or ber:

i) within a reasonable time
i) at a charge, if any, that is not excessive
iii) in a reasonable manner
iv) in a form that is readily intelligible to him or her.

c) to be given reasons if a request made under subparagraphs (a) and (b) is denied, and
to be able to challenge such denial

d) to challenge data related to him and, if the challenge is successful, to have the data
erased, rectified, completed, or amended.

This is a necessary corollary to the openness principle. That principle defines a company’s
obligations to be transparent in its practices, while this principle gives consumers a specific
right to ask questions and to challenge what the company is doing with their biometric.

Additionally, if designed with this objective in mind, a biometric system can permit the data
subject to be an active participant with regard to controlling access to his or her own
information, to safeguarding the integrity of that information, and to protecting against
identity theft.

Even without thislevel of participation, in order to make an informed choice aboutbiometrics
consumers will need to understand why and how the system is being used, what their options
are,and whatbenefits will follow. To properly weigh the pluses and minuses, they may wish
to ask the company proposing the biometric system some detailed questions so they can
determine if the company wanting to collect and use their biometric data is going to manage
thatinformation inaresponsible manner, and in accordance with fair information practices,
as outlined here.

If frontline staff are not sufficiently informed to answer their questions, consumers should
ask to speak to someone who is in a position to provide the necessary answers. A recent
Canadian survey assessed the level of awareness and knowledge of privacy laws and codes by
frontline staff and how well they applied them when dealing with customers. The results
indicated that, overall, employees of most organizations did quite poorly in their awareness
and implementation of core privacy and data protection principles that applied to their place
of employment.?!?
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Consumers should make their inquiries prior to participating in a biometric identification
scheme. Each biometric application will be different and each consumer will determine his or
her own level of comfort. If a company is not receptive to potential customers’ questions or
responsive to their privacy and security concerns, then consumers should carefully consider
whether they want to share their biometric data or, indeed, do any business with the
company.

Accountability Principle: A data controller should be accountable for complying with
measures that give effect to the principles stated above.

This principle gives effect to all the others. It means that the company, and more specifically,
the data controller, should be held responsible for protecting biometric data. It is not
sufficient for a company to say it will not invade consumer privacy or abuse biometric
information. Before consumers consent to the collection of their biometric they should
explore whether there is some type of mechanism for enforcing compliance with these
practices.
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Conclusion

Industry observers believe that the potential application of biometric technology is infinite.
“Any situation that allows for an interaction between man and machine is capable of
incorporating biometrics.”*'* They also predict that the benefits of biometrics will make the
technology’s use, and consequently, its acceptance, inevitable.

Biometric technology in consumer applications is still remote in Canada. Accordingly, it is
difficult to envisage the critical mass necessary for the technology to be considered “unavoid-
able,” at this time. This may indeed change in the next decade.

Despite the very real benefits to both business and consumers, as outlined in this paper, the
[PCbelieves that public acceptance of biometricsis not necessarily inevitable. It will only come
if the privacy concerns associated with the technology are effectively addressed.

Whether biometrics are privacy’s friend or foe is entirely dependent upon how the systems
are designed and how the information is managed. While the biometric industry has made
some positive initial steps, without private sector data protection legislation, Canadian
companies are still free to use biometric data without restriction.

It must be recognized that the use of biometrics needs to “conform to the standards and
expectations of a privacy-minded society.”?* The responsibility to ensure that this new
technology does not knowingly or unknowingly compromise consumer privacy lies not only
with businesses, but also with consumers.

Businesses must acknowledge and accept their obligation to protect their customers’ privacy.
Prior to introducing any biometric system, the impact that such an application may have on
consumer privacy should be fully assessed. To appropriately and effectively balance the use
of biometric information for legitimate business purposes with the consumer’s right to
privacy, companies should adoptand implement the fair information practices and require-
ments outlined in this paper. Voluntary adoption of such practices is essential if there is to be
meaningful privacy protection of consumers’ biometric data in the private sector.?'¢

Consumers need to advocate for their own privacy rights.?!” They can make a difference by
only doing business with companies that follow fair information practices and that make use
of the privacy-enhancingaspects of biometrics in the design of their information management
systems. Consumer preferences will be key in defining the appropriate uses and protection
of biometrics. Consumers have the power — they need to use it wisely.
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