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Privacy = Control



Why Are We Involved?

As a Privacy Regulator, we need to ensure that privacy Is
never overlooked, especially in emerging technologies;

We have embedded Privacy by Design into Smart Meters
and issued multiple joint publications with our biggest
utilities Hydro One and Toronto Hydro;

Partnered with:

GE, IBM and Telvent;

San Diego Gas & Electric (SDG&E);
Germany — Vattenfall;

Sacramento Municipal Utility District.



The Issue:
Privacy and the Smart Grid

 The creation of an entirely new

“library” of personal information;
(Elias Quinn, 2009)

* Increase In the granular collection,
use and disclosure of personal
energy information;

 The data linkage of personally
Identifiable information with
detailed consumer energy use.
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Can smart grid know too much?

Hydro meter info 2 boon
for thieves, marketers,
and must be protected,
privacy czar says
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“Assets Beyond the Meter —
Who Should Own Them?”

“There are sound reasons why consumers should remain
In control of the energy consumption information they
produce, even if there isn’t a law that requires this. The
underlying rationale is that consumer confidence and trust
in the Smart Grid, and in one’s local electricity
distributors, is vital in achieving the vision of a more

energy efficient electrical grid.”

— Commissioner Cavoukian,
Electric Light & Power Magazine
www.elp.com




Why Utilities Should be Concerned

Consumer confidence and trust is often lacking:

Residents of Marin County, California, created a
prominent road blockade to prevent PG&E trucks from
going into their town to Install smart meters;

Residents were worried about privacy, with one saying,
“I don't want to be watched all the time,”

79% of people knew little or nothing about the smart grid,;
76% didn’t know anything about smart meters;

(Market Strategies International Study, 2010);

As a result, consumers are wary, and at times, hostile.



SmartPrivacy



Setting the Stage:

We Need to
Change the Paradigm



Positive-Sum Model

Change the paradigm
from a zero-sum to
a “positive-sum” model.:
Create a win-win scenario,
not an either/or (vs.)
Involving unnecessary trade-offs
and false dichotomies ...

replace the “vs.” with “and”



The Decade of Privacy by Design
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Privacy by Design:
The 7 Foundational Principles

Proactive not Reactive:
Preventative, not Remedial:

Privacy as the Default setting;

~ull Functionality:

End-to-End Security:

~ull Lifecycle Protection;
Visibility and Transparency:
Keep It Open;

Respect for User Privacy:
Keep it User-Centric.

Privacy Embedded into Design;

Positive-Sum, not Zero-Sum:;

e

Privacy by Design
The 7 Foundational Principles

Ann Cavoukian, Ph.D».
Information & Privacy Commissdonar
Cntario, Canada
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Embedding Privacy at the Design Stage:
The Obvious Route

« Cost-effective;
* Proactive;
o User-centric;

o It’s all about control — preserving personal
control and freedom of choice over one’s
data flows and data-related decisions.



SmartPrivacy for the Smart Grid

“The smart grid is certainly a
good idea, which | strongly
support. But the focus has been so
singularly on controlling energy
use that | think the privacy issue Is
a sleeper — it Is not top-of-mind. ”

— Commissioner Cavoukian,
Toronto Star,
Smart grid saves power, but can it thwart

hackers?, August 3, 2009

SmartPrivacy for the Smart Grid:

Embedding Privacy into the Design of
Electricity Conservation

Irkzrmation snd Privecy Commissiorar,

WWW.privacybydesign.ca




Privacy by Design:
Achieving the Gold Standard in Data Protection
for the Smart Grid

 The Smart Grid in Ontario Privacy by Design:

Achieving the Gold Standard
in Data Protection for the Smart Grid

e Best Practices for the Smart
Grid: Privacy by Design
— The Gold Standard

« Smart Grid Privacy by Design
Use Case Scenarios

June 2010
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Operationalizing Privacy by Design

Ontario Smart Grid

Case Study with PbD:

» Methodology for
Operationalization;

 Operationalizing PbD across

Smart Grid Domalins;

» Working with partners —
Hydro One, GE, IBM, Telvent.

Operationalizing Privacy by Design:

The Ontario Smart Grid Case Study
(D
P
IEE TELVENT

February 2011

WWW.privacybvydesign.ca




Applying Privacy by Design to SDG&E’s
Smart Pricing Program

Applying Privacy by Design
Best Practices to SDG&E’s

 California’s Privacy Vision; Smart Pricing Program
« Smart Grid Deployment Plan;

* Privacy by Design and
Smart Pricing.

WWW.privacybydesign.ca




Building Privacy into Ontario’s Smart
Meter Data Management System

« Written in collaboration with Biilldlivg Privecy liffe
- Ontario’s Smart Meter Data

the Independent Electricity Management System:

SyStem Operat()r (| ESO), | A Control Framework

 Privacy by Design and the
Smart Metering Entity
Control Framework;

Independent Electricity

* Privacy by Design Control | ®ieso b
ObjeCtiveS_ ssssssssssssss et sl

WWW.privacybydesign.ca




Privacy by ReDesign
PbRD




1. Rethink: review existing risk

mitigation strategies and
systems, considering
alternatives that will be more
privacy protective;

. ReDesign: develop and enable
Improvements in the system
that will deliver original
function and privacy in a
doubly-enabling, positive-sum
manner;

. Revive: re-launch the newly
Improved, more privacy
protective system.

http://privacybydesign.ca/content/uploads/2011/05/PbRD.pdf

Privacy by ReDesign:

Building a Better Legacy

Wivw g aslgns?

Frumeyhydasion

May 2011

Ann Cavoukian, Ph.D.

Information and Privacy Commissioner,
Ortario, Canoda

Marilyn Prosch, Ph.D., CIPP

Associate Professor,
WP Carey School of Business




Privacy by ReDesign:

¥ Identifying potential targets A Practical Framework
for Privacy by ReDesign; for Implementation

* Framework for
Implementing
Privacy by ReDesign;

* Laying the foundations
for proactive success.

November 2011
Ann Cavoukian, Ph.D. Claudiu Popa, CIPE, CISA, PMP, CISSP
Information and Privacy Commissioner, Prasident and CEC,

Ontario, Canada Informatica Corporation
Founder, Informafica Ressarch

http://privacybydesign.ca/content/uploads/2011/11/PbRD-framework.pdf




Conclusions

- Lead with Privacy by Design, featuring control over
customer energy usage data — gain consumer confidence
and trust;

 Enable both the Smart Grid and Privacy to grow in tandem
— not one at the expense of the other — prevent the data
breach ... enable the service;

- Get smart about privacy — embed privacy into your
technical specifications, architecture, systems, devices
and business practices.

*If you don’t lead with Privacy by Design, you may end up
with privacy by chance — or worse, Privacy by Disaster!

 Be proactive — get Smart about Privacy!



How to Contact Us

Ann Cavoukian, Ph.D.

Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada

M4W 1A8

Phone: (416) 326-3948 / 1-800-387-0073
Web: www.ipc.on.ca
E-mail: info@ipc.on.ca

For more information on Privacy by Design,
please visit: www.privacybydesign.ca




