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A Growing Conflict: 

• Will we still have privacy in the future? 
 

(Yes)  
 

• In an emerging era of ever-expanding 

surveillance, increasing connectivity, 

information technology, accessibility … 

whither privacy? 



 

 

 

 

 

 — Lawrence Cummer, Backbone Magazine, Mar 2011 



 

 

 

 

 

 

Who Owns the Information? 

• Is personal information the property     

of the individual to whom it relates …  

  or the entity that collected it? 



Privacy = Freedom 

(think canary in a coal mine)  



Privacy = Control 

Informational Self-Determination 



 

 

 

 

 

 

The Issue:  

Privacy and the Smart Grid 

• The creation of an entirely new 

“library” of personal information; 
(Elias Quinn, 2009) 
 

• Increase in the granular collection, 

use and disclosure of personal 

energy information; 
 

• The data linkage of personally 

identifiable information with 

detailed consumer energy use. 
 



 

 

 

 

 

 

Why Are We Involved? 

• As a Privacy Regulator, I need to ensure that privacy is 
never overlooked, especially in emerging technologies; 

 

• We have embedded Privacy by Design into Smart Meters   
and issued multiple joint publications with our biggest 
utilities – Hydro One and Toronto Hydro; and have 
partnered with GE, IBM and Telvent; 
 

• To date, Ontario has installed over 4 million smart meters; 
 

• Toronto Hydro operates the largest municipal utility in 
Canada, while Hydro One provides electrical distribution to 
75% of the province – an area twice the size of Texas; 
 

• We have also partnered with San Diego Gas & Electric, a 
U.S. utility, and a German utility – Vattenfall. 
 



 

 

 

 

 

 

The Decade of Privacy by Design 



 

 

 

 

 

 

Privacy by Design: 
The 7 Foundational Principles 

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf 

1. Proactive not Reactive: 

 Preventative, not Remedial; 
 

2. Privacy as the Default setting; 
 

3. Privacy Embedded into Design; 
 

4. Full Functionality:              

 Positive-Sum, not Zero-Sum; 
 

5. End-to-End Security:           

 Full Lifecycle Protection; 
 

6. Visibility and Transparency:           

 Keep it Open; 
 

7. Respect for User Privacy:            

 Keep it User-Centric. 



 

 

 

 

 

 

SmartPrivacy for the Smart Grid 

“… the focus has been so singular                     

on controlling energy use                        
that I think the privacy issue                        
is a sleeper – it is certainly    
not top-of-mind.” 

 

 

 — Commissioner Cavoukian,  

Toronto Star,  

Smart Grid saves power, but can it thwart 

hackers?, August 3, 2009  

www.privacybydesign.ca 



 

 

 

 

 

 

• The Smart Grid in Ontario 
 

• Personal Information                           
on the Smart Grid 
 

• Privacy by Design:                       
The Gold Standard 
 

• Best Practices for the Smart 
Grid: Think Privacy by Design 
 

• Smart Grid Privacy by Design 
Use Case Scenarios 

Privacy by Design:                          

Achieving the Gold Standard in Data Protection       

for the Smart Grid 

www.privacybydesign.ca 



 

 

 

 

 

 

 

 

 

 

 

 

Operationalizing Privacy by Design 

www.privacybydesign.ca 

• Methodology for 

Operationalization; 
 

• Operationalizing                      

Privacy by Design across         

Smart Grid Domains; 
 

• Working with partners –             

Hydro One, GE, IBM, Telvent. 

Ontario Smart Grid         

Case Study: 



 

 

 

 

 

 

Applying Privacy by Design to  

SDG&E Smart Pricing Program 

• California’s Privacy Vision; 
 

• Smart Grid Deployment Plan; 
 

• Privacy Governance; 
 

• Privacy Framework; 
 

• Smart Pricing Program; 
 

• Privacy by Design and     

Smart Pricing.  

www.privacybydesign.ca 



 

 

 

 

 

 

Consumer Energy Usage Data (CEUD) 

 California Public Utility Commission  
 

• CPUC issued its decision adopting rules to protect the privacy and security 

of CEUD – Consumer Energy Usage Data – (Rulemaking 08-12-009, 

Decision 11-07-056, July 28, 2011); 
 

• Based on Fair Information Practice Principles; 
 

• “…the Privacy by Design methodology offers a promising approach to 

ensuring that data practices promote privacy, not just in the FIP of data 

minimization, but in all aspects of privacy planning.” (p. 73) 
 

• Rules apply to utilities, utility third-party contractors and third parties 

accessing customer information directly from the utility; 
 

• Customer consent not required for primary purposes such as utility 

operations, energy efficiency, demand response or energy management 

programs – all other purposes are considered secondary purposes and 

require positive customer authorization. 
 



Our Next Joint  

PbD/Smart Grid Venture 

• Sacramento Municipal Utility District (SMUD) 
 

• SMUD is taking steps to meet ambitious goals by dramatically 

reducing greenhouse gas emissions; 
 

• One way they are doing this is through technology that will put 

consumers in greater control of their energy choices – Smart Meter/ 

Smart Grid; 
 

• A big first step toward that future is the installation of smart meters 

across their entire service area; 
 

• Stay tuned – DistribuTECH Conference,                                           

      San Diego , January 2013. 

 
 

 

 

 

 

 



 

 

 

 

 

 

SmartData International Symposium 

May 14-16, 2012 

University of Toronto, Canada 

 
• Speakers will represent a broad range of international expertise, 

including the “father of evolutionary robotics,” Dr. Inman Harvey 
of the University of Sussex, and the leading expert on Dynamical 
Systems, Professor Enrique Pujals, of Brazil’s National Institute  
for Pure and Applied Mathematics and Dr. George Tomko, Expert-
in-Residence at the University of Toronto, and creator of SmartData. 
 

• Student poster sessions will take place throughout the Symposium,  
as selected through an open, international call for papers; 
 

• Funded by the Connaught Global Challenge; 
 

• More information available at www.ipsi.utoronto.ca/sdis/ 



 

 

 

 

 

 

Conclusions 

•Privacy = freedom of choice/personal control; 
 

•Lead with Privacy by Design, featuring control over 
customer energy usage data – maintaining consumer 
confidence and trust will be essential; 

 

•Enable both the Smart Grid and Privacy to grow in tandem 
– not one at the expense of the other – prevent the data 
breach … enable the service; 

 

•Get smart about privacy by making it a priority – embed 
privacy into your technical specifications, architecture, 
systems, devices and business practices. 

 

• If you don’t lead with Privacy by Design, you may end up 
with privacy by chance – or worse, Privacy by Disaster! 
 



 

 

 

 

 

 

How to Contact Us 

Ann Cavoukian, Ph.D. 
Information & Privacy Commissioner of Ontario 

2 Bloor Street East, Suite 1400 

Toronto, Ontario, Canada 

M4W 1A8 
 

Phone: (416) 326-3948 / 1-800-387-0073 

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca 

For more information on Privacy by Design,                

please visit: www.privacybydesign.ca 


