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Privacy by Design: 
The Trilogy of Applications
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Positive-Sum Model

Change the paradigm 
from a zero-sum to 

a “positive-sum” model:
Create a win-win scenario, 

not an either/or
involving unnecessary trade-offs

and false dichotomies



Privacy by Design: 
The 7 Foundational Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1. Proactive not Reactive: 
Preventative not Remedial;

2. Privacy as the Default;
3. Privacy Embedded into Design;
4. Full Functionality:              

Positive-Sum, not Zero-Sum;
5. End-to-End Security:        

Lifecycle Protection;
6. Visibility and Transparency;
7. Respect for User Privacy:            

Keep it User-Centric.





Why We Need Privacy by Design
Most privacy breaches remain 
undetected – as regulators, we 
only see the tip of the iceberg

The majority of privacy breaches remain          
unchallenged, unregulated ... unknown

Compliance alone, is unsustainable as the sole              
model for ensuring the future of privacy



Jerusalem – October 25, 2010



Dr. Ann Cavoukian 
Information and Privacy 
Commissioner of Ontario, Canada

Yoram Hacohen 
Head of Israeli Law, Information   
and Technology Authority



Landmark Resolution Passed to Preserve                  
the Future of Privacy
By Anna Ohlden – October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

TORONTO, October 29, 2010 /PRNewswire – A landmark 
resolution by Ontario's Information and Privacy Commissioner,   
Dr. Ann Cavoukian, was approved by international Data Protection and 
Privacy Commissioners in Jerusalem today at their annual conference. 
The resolution recognizes Commissioner Cavoukian's concept of 
Privacy by Design - which ensures that privacy is embedded into new 
technologies and business practices, right from the outset - as an 
essential component of fundamental privacy protection. 

Full Article:
http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

Adoption of “Privacy by Design” Resolution



Adoption of “Privacy by Design” Resolution

• October 29, 2010 – regulators from around the world gathered     
at the annual assembly of International Data Protection and 
Privacy Commissioners in Jerusalem, Israel, and unanimously 
passed a landmark resolution recognizing Privacy by Design   
as an essential component of fundamental privacy protection:

• Encourage the adoption of the principles of PbD as part     
of an organization’s default mode of operation;

• Invite Data Protection and Privacy Commissioners to 
promote PbD, foster the incorporation if its 7 Foundational 
Principles in privacy policy and legislation in their 
respective jurisdictions, and encourage research into PbD.



Privacy by Design – “Going Viral”
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Privacy by Design       
in Action



Biometric Encryption: 
A Positive-Sum Technology that Achieves Strong 

Authentication, Security AND Privacy

• Privacy-enhanced uses of 
biometrics, with a particular  
focus on the privacy and 
security advantages of BE over 
other uses of biometrics;

• How BE technology can help 
to overcome the prevailing 
“zero-sum” mentality by 
effectively transforming one’s 
biometric to   a private key.

www.ipc.on.ca/images/Resources/up-1bio_encryp.pdf



PerSay 
Voice Authentication Technology

PerSay (Israel) 
– has successfully combined 
their own voice authentication 
technology with Philips’ BE 
technology – a global first –
making voice biometric 
encryption a reality!

http://www.ipc.on.ca/images/Resources/2008-03-10.pdf



Conclusions

• Lead with Privacy by Design;
• Change the paradigm from the dated “zero-sum” 

to the doubly-enabling “positive-sum;”
• Deliver both privacy AND security or any       

other functionality, in an empowering                     
“win-win” paradigm;

• Embed privacy as a core functionality:               
the future of privacy may depend on it!



How to Contact Us

Ann Cavoukian, Ph.D.Ann Cavoukian, Ph.D.
Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web:   www.ipc.on.ca
E-mail: info@ipc.on.ca

For more information on Privacy by Design, please visit: 
www.privacybydesign.ca
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