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The Privacy Landscape



Information Privacy 
Defined

Freedom of choice – personal control

“Informational self-determination”

Fair Information Practices

Global Privacy Standard (2006)
www.ipc.on.ca/images/Resources/up-gps.pdf



What Privacy       
is Not

Security is, however, vital to privacy

Privacy Security=



Change the Paradigm



If Privacy is to Survive,   
Things Have to Change



Change the Paradigm to
Positive-Sum,

NOT 
Zero-Sum



The Zero-Sum Approach

Biometric Databases
Video Surveillance

Liberty
Civil Rights
Freedom

RFIDs



Positive-Sum 
Model

Change the paradigm 
from a zero-sum to 

a “positive-sum” model:
Create a win-win scenario, 

not an either/or
involving unnecessary trade-offs

and false dichotomies



Privacy by Design



Privacy by Design: 
The Trilogy of 
Applications

Information Technology

Accountable 
Business Practices

Physical Design 
& Infrastructure



Privacy by Design: 
The 7 Foundational 

Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1. Proactive not Reactive; 
Preventative not Remedial

2. Privacy as the Default

3. Privacy Embedded into Design

4. Full Functionality:       
Positive-Sum, not Zero-Sum

5. End-to-End Lifecycle 
Protection

6. Visibility and Transparency

7. Respect for User Privacy
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PbD: The Next Wave   
in Privacy



Why We Need Privacy by Design

Most privacy breaches remain 
undetected – as regulators, we 
only see the tip of the iceberg

The majority of data breaches remain  
unchallenged, unregulated ... unknown

Compliance alone, is unsustainable as the sole 
model for ensuring the future of privacy



Embedding Privacy         
at the Design Stage

• Cost-effective

• Proactive

• User-centric

• It’s all about control                       

– personal control over data flows





Privacy by Design 
in Action:

The Smart Grid



Can the Smart Grid 
Know Too Much?

Images – Toronto Star/Shutterstock – May 12, 2010



Personally Identifiable 
Information 

and the Smart Grid
• Modernization of the current electrical grid will 

involve end-user components and activities that 
will lead to increasing the collection, use and 
disclosure of personal information by utility 
providers, as well as third-parties

• What constitutes “personal information” on the 
Smart Grid is the subject of much discussion

• In the context of the Smart Grid, the linkage of 
any personally identifiable information with 
energy use would render the linked data as 
personal information and privacy considerations 
immediately apply



Smart Grid:         
Privacy Risks

• An electricity usage profile can 
translate into a source of detailed 
behavioural information

• Digital data is vulnerable to 
unauthorized access, copying, 
matching, merging and widespread 
dissemination for secondary purposes 
without the consent of the consumer 



Smart Grid:         
Privacy Risks

• Actual cases show that even data   
that has been anonymized is at risk  
of re-identification

• Potential insider threats within utilities 
and third parties



Personal Privacy                         
Must Remain Paramount

“So far, Ontario is leading the game, 
but the modernization of the grid is 
in its infancy and if vigilance isn’t 
maintained, personal habits could 
become everyone’s business.”

— Commissioner Cavoukian       

“We’ve taken the advice of the 
privacy commissioner upfront before 
the smart grid is even put in place.”

— Brad Duguid,                                     
Ontario Minister of Energy and 

Infrastructure

Toronto Star, May 12, 2010
http://tinyurl.com/24dzn9j



• The Smart Grid in Ontario

• Personal Information                           
on the Smart Grid

• Privacy by Design:                       
The Gold Standard

• Best Practices for the 
Smart Grid: Think 
Privacy by Design

• Smart Grid Privacy by 
Design Use Case Scenarios

Privacy by Design:                         
Achieving the Gold Standard in 

Data Protection for the Smart Grid

www.ipc.on.ca



Jerusalem – October 25, 2010



Smart Grid Privacy by Design: 
Ontario … and Beyond

• Many jurisdictions, around the world, are 
starting to enter into Smart Grid initiatives

• Utilities, embarking upon Smart Grid 
initiatives involving the collection of 
personally identifiable information, will 
benefit from the Best practices  for Smart 
Grid Privacy by Design

• Other jurisdictions will also benefit from 
Ontario’s experience  with building Privacy 
by Design into the foundational elements   
of all Smart Grid developments



Conclusions

•Lead with Privacy by Design

•Change the paradigm from “zero-sum” 
to “positive-sum”

•Deliver both privacy AND security in a 
doubly enabling “win-win” paradigm

•Embed privacy as a core functionality:         
the future of privacy will depend on it!



How to Contact Us

Ken Anderson                                        Ken Anderson                                        
––

 
Assistant Commissioner (Privacy)Assistant Commissioner (Privacy)

IPC Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone:  (416) 326-3333 / 1-800-387-0073
Web:   www.ipc.on.ca
E-mail: info@ipc.on.ca
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