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’/PbD Privacy by Design — “The sine qua non”
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Data Security
Fair Information Practices

“SmartPrivacy is the umbrella that offers the complete suite of protections to ensure data privacy. It consists of multiple
measures ranging from regulatory protections to education and awareness, but one measure stands out as the sine qua
non: Privacy by Design. Dr. Ann Cavoukian, Information & Privacy Commissioner of Ontario, Canada, August 13, 2009.



Privacy by Design:
B.D.  The Trilogy of Applications

Information Technology

Accountable Physical Design
Business Practices & Infrastructure



1.

RD.

Proactive not Reactive;

Preventative not Remedial

Privacy as the Default

Privacy Embedded into Design

Full Functionality: Positive-

Sum, not Zero-Sum

End-to-End Lifecycle Protection
Visibility and Transparency

Respect for User Privacy

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

Privacy by Design:
The 7 Foundational Principles

The 7 Foundational Principles

Ann Cavoukian, Ph.D.

Information & Privacy Commissonar
Omtario, Canada

Frivacy by Design is 2 concepe that 1 developed back in the 90's, to address the ever-growing and systernic
effects of Information and Communication Technologies, and of large-scale networked data systems,

Frivacy by Design asserts that the futare of privacy cannot be assured salely by compliance with regulatory
framewarks; rather, privacy assurance must ideally become an crganization’s default mede of speration.

Initially, deplaying Privacy-Enhancing Technologies (PETs) was seen as the solution, Today, we understand
that a more substantial approach is required - extending the use of PETE to taking o positve-sum, not a
zera-sum, approach,

Frivacy by Design now extends to a *Trilegy” of encompassing applications: 1) TT systems; 2) accountable
business practices; and 3) physical design and infrastructure.

FPrinciples of Privacy by Disign may be applied to all types of personal information, but should be applied
with special vigour to sensitive data such as medical information and Anancial data. The strength of privacy
protection requiremnents tend to be commensurate with the sensitivity of the data.

The cbijectives of Prinzey by Dosign — ensuring privacy and personal control over ane's information and, far
organizations, gaining a sustainable competitive advantage ~may be accomplished by practicing the following
principles:

1. Proactive not Reactive; Preventative not Remedial

The Privdcy by Design (FbDY) approach is characterized by proactive rather than reactive measures, It
anticipates and prevents privacy invasive events before they happen. PhD does not wait for privacy risks to
materialize, nor does it offer remedies for resolving privacy infractions once they have accurred - it aims to
prevent them from occurring, In short, Privscy by Design comes before-the-fact, not after.




Privacy in the Clouds
PD y

A White Paper on Privacy
and Digital Identity:
Implications for the Internet

e The 21st Century Privacy PRIVACY IN THE CLOUDS
Cha”enge; A White Paper on |

» Creating a User-Centric R
Identity Management INFORMATION AND PRIVACY COMMISSIONER OF ONTARIO
Infrastructure;

e Technology Building Blocks;
A Call to Action.

www.ipc.on.ca/images/Resources%5Cprivacyintheclouds.pdf




Smart Grid and
l’bD Ontario’s Smart Meter Initiative

e The Government of Ontario has committed to install a smart
electricity meter in all homes and small businesses by the end
of 2010 — Energy Conservation Responsibility Act, 2006;

 Smart meters will record electricity consumption on an hourly
basis and report that information via a wireless technology;

* Individuals will be able to access their meter data from the
previous day and be able to make choices about how to take
advantage of future rates;

* A “smart metering entity’ (the Independent Electricity System
Operator, or IESO) will receive and process the hourly
consumer consumption data transmitted daily;

e The IESO is a listed institution under Ontario’s FIPPA.



How to Contact Us

BD
Ann Cavoukian, Ph.D.

Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada

M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web: WWW.Ipc.on.ca

E-mail: Iinfo@ipc.on.ca

For more information on Privacy by Design, please visit:
www.privacybydesign.ca
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