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S Personal Health Information
RD Protection Act (PHIPA)

» Applies to organizations and individuals involved in the
delivery of health care services (both public and private
sector);

» The only health sector privacy legislation in Canada
based on consent: implied consent within healthcare
providers’ “circle of care,” otherwise, express consent;

» The only health sector privacy legislation that was
declared to be substantially similar to Canada’s federal
private sector law, the Personal Information Protection
and Electronic Documents Act (PIPEDA).



PD PHIPA as a Model for Health
b Research

» U.S. Institute of Medicine, in its publication:
Beyond the HIPAA Privacy Rule, Enhancing Privacy,
Improving Health Through Research — concluded that
the existing U.S. HIPAA Privacy Rule does not
sufficiently protect privacy;

» Pointed to Ontario’s Personal Health Information
Protection Act (PHIPA) as a model framework for
developing a new approach in the United States.
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Our Work with Facebook
BD

> In 2005, we were first approached by senior executives from Facebook
seeking input on their privacy measures;

» This work included holding a student focus group to determine if
and how students are aware of their privacy options;

» From our interaction with these students, we made the surprising
discovery that none of them had set their privacy filters, and most
were completely unaware of the privacy options available to them;

» We felt it was critical to get the message out that while social
networking websites can be addictive, they can also be dangerous;

» We wanted these students and others to understand that when they
choose to connect with their friends through a social networking
website, they must remember that it is they who are ultimately
responsible for determining what information they share with others.



: Talking to Youth:
lbD Beware of the 5 Ps

» | have spoken at a number of schools in my attempt
to reach out to students regarding how they can stay
safe, and in control, while online. My main message
to them has been to always be aware of the 5 Ps:

1. Predators

. Parents

Professors (Teachers)
. Prospective employers
. Police
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|PC Brochure:

l D When Online Gets Out of Line

» University and high school students
need to consider all the potential
Implications before posting personal
Information to online social networking
sites;

> It Is important that students take the time
to make informed choices about the site
they use, the information they post and
those with whom they choose to share
their information;

» Going on “automatic pilot” online is a
bad idea. Always think before you
click!
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KEEP DOORCLOSED

Make an Informud' O ma l oice

Ann Cavoukian
Information & Privacy Col rnml sloner of Ontarlo
and Facebook

www.ipc.on.ca/images/Resources/up-facebook ipc.pdf




|IPC Facebook Tipsheet

How to Protect Your Privacy on Facebook

RD

»When you sign up as a user of
Facebook, the default settings
allow all other Facebook users
to find you in searches;

» By default, your name and
thumbnail profile picture can
also be found on public search
engines. Facebook has selected
these settings based on what it
believes most users want, but
you can always change them
to restrict access to your
Information, as you see fit.

wWWW.ipc.on.ca/images/Resources/facebk-protectpriv. 442945156250.pdf

How to Protect your Privacy on Facebook

When you sign up as a user of Facshook, the default semings allow all other Facebook users o find wou in
searches. However, cnly those you have confirmed as friends or who share o nerworck with you have access
ta your full profile. By default, vour name and thumbnail profile picnare can also be found on public search
engines. Facebaok has selected these serings based on whar it believes most users wane, buc you can always
change them 1o resmicr access w your informarion, as you se= fr. Therefore, you can change the defaulc
semings to restrict access o your profile. Under che current seming, anly your friends, cheir friends and che
people oo your necerorks can see your profile. If wou download Facebock Fladorm chird-parey applicaticons

into your profile, some of your informarion may be shared (see section on Applicarions below), Tt is-;rgro:mn T
.

to explore chess defaule secrings, w0 adjust the privacy semings co thar with which you are combor

It's easy to change the default sertings. Once you sign in, click on “privacy”™ on the wop-right side of
the sereen or che bocrom-righe side, ar visic heep: (Facebook. comiprivacy. The Privacy Owverview: menu has four
caregories in which vou can devermine che degree of privacy you would like. You can dlick on each heading
to access the page on which you can make your changes. Privacy semings can ke customized o exchide or
include specihc %:iends or lises of friends. Creating these lists is done in the Friends secrion of che sive by
clicking on the Make a New List bumon and following che stepby—swep instrucrions.

Profile: This page conmins tao tabs, cach with numerous individual controls For who can see aspeco of your
prafle. On the Basic wah are coarrols for your enrire profile, and individual fearures of your profle: Basic
Informarion {which inchides Gender, Birchday, Homerown, Policical and Religicus Views, and Reladonship
Seanas), Personal Informadon (erhich includes wour Intereses, Acrivicies, Favoriess and your Abouc be secricn),
phetos and videos cagged of you, smous updares, cnline stacus, fiends, wall, education and work informarion.
On the Conmcr Informarion wab, you can wailor permissions for 1M Screen Mame, Maokile Phone, Land Phone,
Cucrene Address, Wiebsite and Email Address (if in fact you provided these derails far your prodile).

* To limic viewing of Profle informarion oo only your Facebook friends, selecr “All Friends™ in each drop-
doan menu. If you wish mo limic wiswing ro cermin ssgregared lise of friends thar you can sec up on
your main Friends page, or just to individual friends, or w excude cermain individuals and nersocks,
choose “Customize™ in the drop-down menus and adjust the semings accordinghy.

Search: You can conmol which Facebook users can find you in searches and what appears in your search
listing wichin the site; more imporeanchy, ¥ou can conerol whecher ¥ou are searchable by anpone oo public
search engines. Wichin Facebcok, you can resmict which neraorks have acoess o pour profile in ssarches and
whart acricns people can mke wich your szarch resules, such as conmering you or adding you as a friend.

* To be searchable anly by your Facsbook Friends, s=lece “All Friend s™ in the S=arch Visibilicr drop-down
menu and leave the firse ser of checkboxes below the drop-down memu blank.

* To amid being searchable on public search engines, when you have selecoed “Everyone™ in che deop-
dovam menu simply uncheck the box nexr to “Create a poblic search listing for me.”

Mews Feed and Mini-Feed: This page has chree rabs. On the “4crions Wichin Facebook™ mb, you can
conmal whar acricns show up automarically in your Mini-Feed and your Eriends” News Feeds.

# *Uncheck” any actions that vou do not want your Eriends © know abour aucomacically, such as when
vou make 2 comment on a posted item o add a friend.

On the “Acrions on External Websires™ rab, you can ope our of having your acrivity oo extemnal websires of
cermin partner organizatons posted to your Facsbook profile’s Mini-Feed, where it may also appear on your
friends' Mews Feeds. This is a fearure known as Facebook Beacon; there are oumerous parter websites
including Epicurious, Trpepad, Blockbuster, exc.




Joint IPC-Facebook Video:
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Be a Player: Take Control of Your

Privacy on Facebook

> Issues covered In our video
Include weak privacy controls,
the intrinsic risks involved in
using them, and some of the
protections students should be
aware of when posting their
personal information online, such
as being able to control access to
one’s profile and being able to
block access to specific
Information.

» This video can be viewed at
www.ipc.on.ca or for a free copy,
please email our office at
publicat@ipc.on.ca.

Be a Player: Take Control
of Your Privacy on Facebook

Commissianar
Juna 2008




Conference on Youth Privacy
BRD

» Last year, the IPC held a conference Youth Privacy Online: Take Control,
Make It Your Choice! — attended by professionals from a diverse range of
public and private sector organizations including education, technology and
social studies.

» The conference also highlighted the work of my office in developing and
distributing educational materials to schools. To date, we have distributed:

8,500 copies of our brochure — When Online Gets Out of Line: Privacy -
Make an Informed Online Choice

7,000 copies of our Tip Sheet — How to Protect Your Privacy on
Facebook

500 copies of our brochure — Reference Check: Is Your Boss Watching?
Privacy and Your Facebook Profile

* 500 copies of our DVD — Be A Player: Take Control of Your Privacy on
Facebook

» We have also recently updated our IPC School-K:its to include material on how
to safely navigate and engage in online social activities.



i Control Make it your choice!



|PC School Kits
BD

What Students Need to Know

° T_he IPC has been di_StribUting school about Freedom of Information
kits all across Ontario for more than a and Protection of Privacy
decade; - ' o

 These kits target Grades 5, 10, 11, and
12;

 The kits are designed to assist
educators in teaching children about
various topics including: privacy;
personal information; open
government; transparency; freedom of
Information laws; and how to access
government information.

y AS part Of a majo.r updat.e’ additiona.l A Study Guide for Secondarvy Schools
lessons about online social networking " Grade 10 Teacher’s Guide
are being added to the teachers' Kits. May 2008

www.ipc.on.ca/images/Resources/qrade-10-e-2008 802919762855.pdf
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| Smarll’rivacy_

www.smartprivacy.ca

f/lb]) Privacy by Design — “The sine qua non”
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Data Security
Fair Information Practices

“SmartPrivacy is the umbrella that offers the complete suite of protections to ensure data privacy. It consists of multiple measures ranging from
regulatory protections to education and awareness, but one measure stands out as the sine qua non: Privacy by Design.
Dr. Ann Cavoukian, Information & Privacy Commissioner of Ontario, Canada, August 13, 2009.
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Proactive not Reactive;
Preventative not Remedial

Privacy as the Default

Privacy Embedded into
Design

Full Functionality: Positive-
Sum, not Zero-Sum

End-to-End Lifecycle
Protection

Visibility and Transparency
Respect for User Privacy

Privacy by Design:
The 7 Foundational Principles

The 7 Foundational Principles

Ann Cavoukian, Ph.D.
Information & Privacy Commissonar
Omtario, Canada

Frivacy by Design is 2 concepe that 1 developed back in the 90's, to address the ever-growing and systernic
effects of Information and Communication Technologies, and of large-scale networked data systems,

Frivacy by Design asserts that the futare of privacy cannot be assured salely by compliance with regulatory
framewarks; rather, privacy assurance must ideally become an crganization’s default mede of speration.

Initially, deplaying Privacy-Enhancing Technologies (PETs) was seen as the solution, Today, we understand
that a more substantial approach is required - extending the use of PETE to taking o positve-sum, not a
zera-sum, approach,

Frivacy by Design now extends to a *Trilegy” of encompassing applications: 1) TT systems; 2) accountable
business practices; and 3) physical design and infrastructure.

FPrinciples of Privacy by Disign may be applied to all types of personal information, but should be applied
with special vigour to sensitive data such as medical information and Anancial data. The strength of privacy
protection requiremnents tend to be commensurate with the sensitivity of the data.

The cbijectives of Prinzey by Dosign — ensuring privacy and personal control over ane's information and, far
organizations, gaining a sustainable competitive advantage ~may be accomplished by practicing the following
principles:

1. Proactive not Reactive; Preventative not Remedial

The Privdcy by Design (FbDY) approach is characterized by proactive rather than reactive measures, It
anticipates and prevents privacy invasive events before they happen. PhD does not wait for privacy risks to
materialize, nor does it offer remedies for resolving privacy infractions once they have accurred - it aims to
prevent them from occurring, In short, Privscy by Design comes before-the-fact, not after.

Available at www.privacybydesign.ca




How to Contact Us
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Ann Cavoukian, Ph.D.

Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada

M4W 1A8
Phone:  (416) 326-3948 / 1-800-387-0073
Web: WWW.Ipc.on.ca

E-mail: Info@ipc.on.ca


http://www.ipc.on.ca/
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