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Privacy = Freedom




What Privacy i1s Not
l)bD IVacy |

Privacy # Security

Security Is, however, vital to privacy



Information Privacy Defined
RD

Information Privacy: Data Protection

 Freedom of choice; personal control;
iInformational self-determination:

e Control over the collection, use and
disclosure of any recorded information
about an identifiable individual;

e Privacy principles embodied in “Fair
Information Practices;”

o Global Privacy Standard (2006).

WWW.Ipc.on.ca/images/Resources/up-qps.pdf
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If privacy Is to
live well into the future,
things have to change



PD The Future of Privacy:

Positive-Sum
NOT
Zero-Sum



S Privacy OR Security:
RD. A Zero-Sum Game

Privacy vs. Security
(false dichotomy)

Security

Privacy
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We need to
change
the paradigm



Positive-Sum Paradigm

RD

o A Zero-Sum Paradigm describes a concept or situation in which one
party’s gains are balanced by another party’s losses — win/lose;
either/or; enhancing security often comes at the expense of privacy
— the more you have of one, the less you can have of the other;

A Positive-Sum Paradigm, in contrast, describes a situation in which
all participants may mutually gain together (win-win);

* To achieve a positive-sum model, privacy must be proactively built
Into the system so that privacy protections are engineered directly into
the technology, right from the outset;

* The effect is a minimization of the unnecessary collection and use of
personal data by the system, while at the same time, strengthening data
security, and empowering individuals to exercise greater control,;

* This can result in technologies that achieve strong security and privacy,
or privacy and functionality, delivering a “win-win” outcome.



Positive-Sum Model

RD

Change the paradigm
from a zero-sum to
a “positive-sum’ model:
Create a win-win scenarilo,
not an either/or
Involving unnecessary trade-offs
and false dichotomies



S Why We Need Technology
RD to Protect Privacy

“We need technology ... citizens need
technology to protect themselves because
the law Is not doing It.”

— Jennifer Granick
Electronic Frontier Foundation






\l’bD Privacy by Design — “The sine qua non”
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Fair Information Practices

“SmartPrivacy is the umbrella that offers the complete suite of protections to ensure data privacy. It consists of
multiple measures ranging from regulatory protections to education and awareness, but one measure stands out as
the sine qua non: Privacy by Design. Dr. Ann Cavoukian, Information & Privacy Commissioner of Ontario,
Canada, August 13, 2009.



Privacy by Design: “Build It In”
RD

| first developed the concept of “Privacy by Design’ in the 90s,
as a response to the growing threats to online privacy that were
beginning to emerge;

o “Privacy by Design” seeks to build in privacy — up front,
right into the design specifications; into the architecture;
embed privacy into the technology used — bake it in;

e Data minimization is key: minimize the routine collection
and use of personally identifiable information — use encrypted
or coded information whenever possible;

» Use privacy-enhancing technologies (PETs) where possible:
give people maximum control over their own data.



Privacy by Design:
B.D.  The Trilogy of Applications

Information Technology

Accountable Physical Design
Business Practices & Infrastructure



Privacy by Design:
RD Focus for 2009

e Technology — Building privacy directly into
technology, at the earliest developmental stage;

e Accountable Business Practices — Incorporating
privacy into competitive business strategies and
operations;

 Physical Design and Infrastructure —
Ensuring privacy In health care settings and
networked infrastructure.



PD Why We Need
b Privacy by Design

e Most privacy breaches remain undetected —
as regulators, we only see the tip of the iceberg;

e The majority of privacy breaches remain
unchallenged, unregulated, unknown;

o Compliance alone, Is unsustainable as a
model for ensuring the future of privacy; for
that, we must turn to proactive measures such
as Privacy by Design: embedding privacy
proactively into the core of all that we do.



Privacy by Design:
RD Foundational Principles

1. Proactive not Reactive; Preventative not Remedial

2. Privacy as the Default

3. Privacy Embedded into Design

4. Full Functionality: Positive-Sum, not Zero-Sum
5. End-to-end Lifecycle Protection

6. Visibility and Transparency

7. Respect for User Privacy



— Privacy by Design:
D The 7 Foundational Principles

1. Proactive not Reactive;
Preventative not Remedial

2. Privacy as the Default

The 7 Foundational Principles

Ann Cavoukian, Ph.D.

3. Privacy Embedded into Design

Frivacy by Design is 2 concepe that 1 developed back in the 90's, to address the ever-growing and systernic
effects of Information and Communication Technologies, and of large-scale networked data systems,

- - - =
" - Frivacy by Design asserts that the futare of privacy cannot be assured salely by compliance with regulatory
" . framewarks; rather, privacy assurance must ideally become an crganization’s default mede of speration.
Initially, deplaying Privacy-Enhancing Technologies (PETs) was seen as the solution, Today, we understand

that a more substantial approach is required - extending the use of PETE to taking o positve-sum, not a
um, Not £Zero-sum bl

Frivacy by Design now extends to a *Trilegy” of encompassing applications: 1) TT systems; 2) accountable
business practices; and 3) physical design and infrastructure.

FPrinciples of Privacy by Disign may be applied to all types of personal information, but should be applied

5 5 with special vigour to sensitive data such as medical information and Anancial data. The strength of privacy
. n — O — n I e CyC e ro e C I O n protection requiremnents tend to be commensurate with the sensitivity of the data.

The cbijectives of Prinzey by Dosign — ensuring privacy and personal control over ane's information and, far
organizations, gaining a sustainable competitive advantage ~may be accomplished by practicing the following
principles:

6. Visibility and Transparency

The Privdcy by Design (FbDY) approach is characterized by proactive rather than reactive measures, It
anticipates and prevents privacy invasive events before they happen. PhD does not wait for privacy risks to
materialize, nor does it offer remedies for resolving privacy infractions once they have accurred - it aims to
prevent them from occurring, In short, Privscy by Design comes before-the-fact, not after.

7. Respect for User Privacy

Available at: www.privacybydesign.ca
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The Next Wave:

From PETs to PETs Plus,
(0
Trans Tech



Background:
B D Privacy-Enhancing Technologies
(PETS)

e The IPC and the Dutch Data Protection Authority
coined the concept and methodology recognized
around the world today as privacy-enhancing
technologies (PETSs);

e In 1995, the IPC and the Dutch Data Protection
Authority published their landmark study, Privacy-
Enhancing Technologies: The Path to Anonymity.

Vol. | - www.ipc.on.ca/index.asp?layid=86&fid1=329
Vol. Il - www.ipc.on.ca/images/Resources/anoni-v2.pdf




Time for a Change...
PD J

... from PETs
to
PETs Plus



PETSs Plus
BD

The “Plus” In PETs Plus
refers to incorporating a
positive-sum paradigm



Taking PETs Plus Further
RD

from PETs Plus
o ...
Transformative Technologies



Transformative Technologies
BRD

Privacy-Invasive Technology + Positive-Sum Paradigm +

Privacy-Enhancing Technology =
Transformative Technology

Common characteristics of Transformative Technologies:

Minimize the unnecessary collection, disclosure, use and
retention of personal data;

Empower individuals to participate in the management
of their own personal data;

Enhance the security of personal data, if collected/used;

Promote public confidence and trust in personal data
governance structures;

Promote/facilitate the commercialization and adoption
of these technologies.



Transformative Technologies Deliver
l) D Both Security and Privacy:
b Think Positive-Sum not Zero-Sum
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° Exam p I es Of T ran Sfo rm at i Ve Transformative Technologies Deliver
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Ann Cavoukian, Ph.D

 Biometric Encryption

Privacy, in che form of informacicnal peivacy, refers o an individual's abilie o exercise personal comrol
aver the collection, use and disclomare of one's recorded informacion. Thus far, @ “zerosum® approach has
prevailed cver the relatanshipberaeen survail lance cechnolagies and privacy. A mero-mm paradigm describes
a poncepe of simaron in which one pamy's gains are balanced by anccher parry's bossess - win'bse Ina

- -
zera.mm paradsgm, enhancing sarveillance and securicy would necessarily come ar the expenss of privacy;
. I e O l | rVe I an ‘ e conversely, adding user privacy concrals would be viewed as decmcing from svstem performance. 1am
deeply apposed oo chis wewpont - thar privacy must be viewed as an obsracle ro achieving arher cechnical

abjectives. Similarly, & & unacceprable far che privacy communiny ta rejecr all farms of wechnal oy possessing
any surveillance capaciry and overlook their growing applications.

Bather than adopring a zero-sum appraach, 1 believe char o *positivesum® paradigm i boch desicable and
achievable, whersby adding privacy measures omirveillance serems nesd norweaken securicyor funeionalicy
bur rather, could in facrenglanoe the overall design. A posicive-sam (win-win) paradigm describes asicuation
. R I I D i which parncipants may all gain of lose ragether, depending on the chaices made

Toachieve a posicive-mm model, privacy must be proacrively buil ineo the syseem (1 have called this “privacy
by design®), w0 thar privacy protecions are enginesred directly in the wechnology, right from rthe ourser.
The effect & ro minimize the unnecessary colleion and uses of personal dara by the sysmem, seengrhen daa

seauriry, and empower individuals ro exercise grearer control over cheir own informarion. The reak would
be a eechnelogy char achisves srong szaurity and privacy, wich a *win-win" ourcome.

By adopring a positive sum paradigm and applvinga privacy-enhanc g eechnol ogy o a meveillince rechnodogy,
you dueﬁtrb!p. Ehzr [ am ngs\.‘ calling, ‘Trfrl:sﬁoraaﬁ?e Tt-:hnobgirr?." .ﬁmolin?ochﬂ things, rrmsﬁorm:cl;s'.:fr
technologies can Lirerally cransfoem eechnodogies normally asscciared with surveillance inro ones char are no
Io:dger PEVACY-InvAsive, SArving 1o minimize the unnecessacy collzaion, use and disclosure of personal dara,
and promoting public confidence and tnax in dara governance srucures

Positive-Sum Paradigm + Privacy-Eahancing Technology
{applied to Surveillance Technology) = Transformative Technology

www.ipc.on.ca/images/Resources/trans-tech-handout 1.pdf




Wireless Sensors
BD

e Information privacy defined k .l'bD” I

 Privacy by Design '

° Sensor TeChnOIOgy and Wireless Sensors and Home Health Care:
Wireless Sensor Networks What About Privacy?

° Health Care Appl ications Of Build It In - Ensure Privacy by Design
Wireless Sensor Networks i,

* Privacy and Wireless Sensor

Information and Privacy Commissioner
Ontario, Canada

Networks for Home Health Care
* Sensor Networks and (inteD
Privacy by Design
* Practical Application of '
Privacy by Design

WWW.IpPCc.oNn.ca
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Biometrics Transformed:
Biometric Encryption



|PC and Biometrics
BD

 The IPC has been a longstanding proponent of
biometric encryption technologies;

e We continue to press for strong privacy protections
In the development and deployment of interoperable
biometric technologies;

o Active member of the European Biometrics Forum
International Biometrics Advisory Council (IBAC).

www.eubiometricforum.com/index.php?option=content&task=view&id=457




European Biometrics Forum
PD P

e The European Biometrics Forum (EBF) was launched in 2003;
Member of International Biometrics Advisory Council (IBAC);

o Composed of leading biometrics and technology experts, the
EBF was established to develop world-class standards, best
practices and innovation in the biometrics industry to
strengthen trust and confidence in the use of emerging
biometric applications;

« The EBF Is supported by a network of national biometric
organizations, companies, universities and experts across
Europe in carrying out research for the development of a
roadmap for the European Biometrics industry to 2010.

www.eubiometricforum.com




Biometric Encryption:
l'bD A Positive-Sum Technology that Achieves
Strong Authentication, Security AND Privacy

 Privacy-enhanced uses of
biometrics, with a particular Bometric Encryption:
focus on the privacy and security A Positve-Sum Technology that Achives Sran
advantages of BE over other uses e —————
of biometrics;

 How BE technology can help to
overcome the prevailing “zero-
sum” mentality by effectively
transforming one’s biometric to
a private key.

’ Ann Cavouldan, Ph.D. Alex stolanov, Ph.D.
Information and Privacy Biometrics Scientist
Commissionen'Cmtarios

February 2007

wWww.Ipc.on.ca/images/Resources/up-1bio encryp.pdf




Biometric Encryption (BE)*
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What is Biometric Encryption?

e Class of emerging “untraceable biometric”
technologies that seek to transform the
biometric data provided by the user;

e Special properties:
- unigueness
- Irreversibility

* Pioneering development by George Tomko, Ph.D.
Founder of Mytec Technologies,1994.



Biometric Encryption
BRD

e Biometric encryption is a process that securely binds a PIN or
a cryptographic key with a biometric, so that neither the key
nor the biometric can be retrieved. The key Is recreated only if
the correct live biometric sample (a finger or iris) is presented
on verification;

 In biometric encryption, you can use the biometric to encrypt
a PIN or a password for numerous applications, such as access
to computers or bank machines. The PIN can be 100s of digits
In length since you don't need to remember it;

e Most important, the only item that has to be stored in a
database Is the biometrically encrypted PIN or password,
not the biometric template, so privacy is preserved.



Current BE Projects
PD J

* The Philips priviD™ (Netherlands) — is currently one of the most
advanced BE technologies in operation; unlike some BE systems, the
priviD™ system is very fast which allows for a true one-to-many mode;
It Is also very secure, making it extremely difficult to crack;

o PerSay (Israel) — has successfully combined their own voice
authentication technology with Philips’ BE technology making voice
biometric encryption a reality;

* Ontario Lottery and Gaming (OLG) — Professor Kostas Plataniotis and
Karl Martin, University of Toronto, have developed a privacy-enhancing
approach to video surveillance cameras using cryptographic techniques so
that it may only be viewed by unlocking the encrypted object with a secret
key. The OLG is now exploring the possibility of using this technology for
their self-exclusion program.



A Discussion of Biometrics
B.D_  for Authentication Purposes

- U ntraCeab I e B i OmetriCS The Relevance of Untraceable Biometrics

and Biometric Encryption:

— Ann Cavoukian, Ph.D.;

A Discussion of Biometrics
for Authentication Purposes

e Anonymous Biometrics e
— Max Snijder. N N

Inform

European Biometrics Group

August 2009

www.ipc.on.ca/images/Resources/untraceable-be.pdf
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Video Survelllance,
Transformed



TTC Surveillance Cameras

RD

In March 2008, | ruled that Toronto’s
Mass Transit System’s use of video
surveillance cameras was in
compliance with Ontario’s privacy law.

However, | called upon the TTC
to undertake a number of specific
measures to enhance privacy:

 Personal information will only
be collected for legitimate, limited
and specific purposes;

 Collection will be limited to
the minimum necessary and
only retained up to 72 hours;

* A comprehensive audit of the video
surveillance system must be
conducted by an independent third
party using the GAPP (Generally
Accepted Privacy Principles).

Privacy and Video Surveillance
in Mass Transit Systems:

A Special Investigation Report

Privacy Investigation Report
MCD7-68

March 3, 2008

Ann Cavouldan, Ph.D.

Information and Privacy
Commissioner of Ontario Commissioner

www.ipc.on.ca/images/Findings/mc07-68-ttc.pdf




CCTV Cameras:
l’bD Innovative Privacy-Enhancing
Approach to Video Surveillance

o At the University of Toronto, Professor Kostas Plataniotis and
Karl Martin have developed a privacy-enhancing approach to
video surveillance cameras;

e Their work, as described in Privacy Protected Surveillance
Using Secure Visual Object Coding, uses cryptographic
techniques to secure a private object (a face/image), so that it
may only be viewed by designated persons;

e QObjects of interest (e.g. a face or body) are stored as
completely separate entities from the background surveillance
frame, and strongly encrypted.



Innovative Privacy-Enhancing
“Transformative” Approach

(@ () (C)

Figure (a): original content stream; Figure (b): both shape and texture have been encrypted
and despite attempts to hack into this with an incorrect key, the objects of interest could
not be decrypted; Figure (c): example where only the texture of the whole body (or only
a face for example) is encrypted.




TTC Report:
P, D what the Experts are Saying

“The report is a valuable step forward toward ensuring that video

surveillance be carried out in ways that ensure that privacy is protected
and that oversight exists.”

— Professor Daniel J. Solove, Associate Professor of Law,
George Washington University Law School

“While I understand your report is specifically addressing only the Toronto
Transit Commission, it will be invaluable to municipalities throughout the
world which are facing similar vexing guestions about the proper use and
management of video surveillance technologies. Your recommendations
provide a principled yet workable model for how to protect individuals' legal
and moral right to privacy while also advancing the public's interest in safe,
efficient and affordable infrastructure.”

— Professor Fred Cate, Distinguished Professor of Law and
Director, Center for Applied Cybersecurity Research



TTC Report:
l’bD What the Experts are Saying (Cont’d)

“It sets the bench mark for informed discussion of CCTV In mass
transit systems ... It provides a roadmap for the most privacy
protective approach to CCTV. It offers potential technological
solutions that can further enhance privacy with CCTV imagery. It
presents specific recommendations and a requirement for an
Independent third-party audit (this is the Commissioner flexing her
muscles). Finally, it demonstrates that ... good system design,
vigilant oversight, and a commitment to privacy values can result

In ‘positive-sum’ models as Commissioner Cavoukian describes
them.”

— Murray Long, Editor and Publisher,
PrivacyScan
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RFID, Transformed:
Add an
On/Off Device



RFID, Transformed:

D
lbD The Problem

 Privacy concerns arise when RFIDs are associated
with personally identifiable individuals;

 Without appropriate security measures, embedding
passive RFIDs into identity cards is problematic;

* The solution generally proposed — a protective sleeve,
or Faraday Cage, Is not sufficient.



The Problem (cont’a)

RD

 WHTI-compliant passcards and Enhanced Driver
Licences (EDLS) contain passive RFID tags;

e These ID cards are being rolled out in border states
and provinces, including Ontario;

o Our position: you should be able to turn the RFID
off — the default should be off (the most privacy-
protective option), unless the user chooses to turn

It on, when needed.



RFID Transformed:
l'bD The Solution

» We asked technology experts, how can you turn it off?

o This will have profound implications for use in RFID-enabled
payment and access cards, and other forms of identification;

o Impinj® Inc., (www.impinj.com), has developed a prototype Gen2
RFID Tag (TouchTag™) that functions only when activated by
human touch — at a distance of up to 30 feet (9 metres);

» The tag remains inoperative (off) until the user touches a specific spot
on the tag, which then enables the tag to be read;

» When the user releases his or her finger from the tag, it once again
becomes inoperative — it turns off (which becomes the default).



®D

Privacy




/ Privacy-Embedded Laws
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Building Privacy
into an Identity MetaSyStem THE CASE FU.R PRIVACY-EMBEDDED

* When I noticed parallels between
Kim Cameron’s 7 Laws of Identity
and the Fair Information Practices
(FIPs), | found that it was possible
to embed privacy directly into
those Laws;

 There has never been a more
strategic time to ensure that
privacy interests are built into the
Identity Metasystem — the new
architecture of identity. b e

Commissianer of Dmarin

www.ipc.on.ca/images/Resources/up-7laws whitepaper.pdf




PD Evolution of Consumer Computing
b

1. The stand-alone PC in which the user’s software and data are
stored on a single, easily protected machine, such as word
processing, spreadsheets;

2. The Web in which most of the software a user needs is still on
their own PC, but more and more of the data they need is found
on the Internet, such as a Web browser:;

3. The “Cloud’ in which users rely heavily on data and software
that reside externally on the Internet. Examples: using Google
Apps for word-processing; virtual worlds such as Second Life
that enable users to build 3D environments combining Web
pages and Web applications.

See The Information Factories by George Gilder, Wired magazine, October,
2006, www.wired.com/wired/archive/14.10/cloudware_pr.htmi




) The Power and the Promise
RD of Cloud Computing

Limitless flexibility: With access to millions of different pieces of software
and databases, and the ability to combine them into customized services,
users are better able to find the answers they need, to share their ideas, and
enjoy online games, video, and virtual worlds;

Better reliability and security: Users no longer have to worry about their
hard drives crashing or their laptops being stolen;

Enhanced collaboration: By enabling online sharing of information and
applications, the Cloud offers users new ways of working and “playing”
together (think social networks);

Portability: Users can access their data and tools anywhere that they can
connect to the Internet;

Simpler devices: With data and the software being stored in the Cloud,
users no longer need a powerful computer. They can interface using a cell
phone, a PDA, a personal video recorder, an online game console, their cars,
or even sensors build into their clothing.



S The Digital Identity Needs
RD of Tomorrow

e What is needed — flexible and user-centric identity management:

 Flexible to support the multitude of identity mechanisms and protocols
that exist and are still emerging, and the different types of platforms,
applications and service-oriented architectural patterns in use;

« User-Centric because end users are at the core of identity management
— they must be empowered to execute effective controls over their
personal information;

« A truly flexible identity management system would not be limited to
laptop and desktop computers; it would also work on cell phones,
PDAs, consumer electronics like video recorders and online game
consoles — any way a user might touch the Internet.



Privacy in the Clouds
PD y

A White Paper on Privacy
and Digital Identity:
Implications for the Internet

e The 21st Century Privacy PRIVACY IN THE CLOUDS
Cha”enge; A White Paper on |

» Creating a User-Centric R
Identity Management INFORMATION AND PRIVACY COMMISSIONER OF ONTARIO
Infrastructure;

e Technology Building Blocks;
A Call to Action.

www.ipc.on.ca/images/Resources%5Cprivacyintheclouds.pdf




Ildentity Service Requirements

l'bD INn the Cloud

Cloud computing requires identity services that:

Are device independent;
Enable a single sign-on to thousands of online services;

Allow pseudonyms and multiple discrete (and valid)
Identities to protect user privacy,

Are Interoperable, based on open standards, and available
In open source software (to maximize user choice);

Enable federated identity management; and
Are transparent and lend themselves to audit.



Cloud Technology Building Blocks
BRD

1. Open source and proprietary identity software
based on open standards, which can be easily
Incorporated into the full range of online services;

2. Federated 1dentity so that once users have
authenticated themselves with one service or
Institution, their identity credentials will be recognized
elsewhere. Brokering of security and authentication
will eliminate the need to use a different stand-alone
log-on process for each application or online service
— resulting in significant gains for users;



Cloud Technology Building Blocks
]’bD (Cont’d)

3. Multiple and partial identities so that a user can access online
services, explore virtual worlds, and collaborate with others
without necessarily revealing their real name and identity to
everyone. Different pseudonyms should support differing
ranges of identification and authentication strengths;

4. Data-centred policies that are generated when a user provides
personal information and which travel with the information
throughout its lifetime to ensure the information is used only
In accordance with the rules;

5. Audit tools so users can easily determine how their data is
being stored, protected, and used, and find out if the policies
have been properly enforced.
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Federated Privacy
Impact Assessment
(F-PI1A)



Federated Privacy Impact Assessment

RD

Goals of an F-PIA:

e Provide an opportunity for
members to develop and codify a
Federation’s privacy policies;

e Demonstrate that privacy policies,
as defined by members of the
Federation, will be met;

 Demonstrate that an appropriate
technological architecture is in
place to prevent, to the extent
possible, accidental or malicious
violations of privacy policies.

(F-P1A)

‘ The New
Federated Privacy Impact Assessment
(F-PIA)

Building Privacy and Trust-enabled
Federation

Libmriy Alliance Project

www.ipc.on.ca/images/Resources/F-PIA 2.pdf




— 2010 -
l’bD Stay tuned for another new tool:
Moving from PIA to “PRM?”

 The idea for a Privacy Risk Management (PRM)
assessment tool was first envisioned at the annual Risk
and Insurance Management Society (RIMS) conference
In late 2008;

* My office formed a collaborative working group with
Sun Life Financial and the YMCA to develop a new
tool to build a bridge between risk management and
privacy concerns;

e Stay tuned — it’s coming in the Spring of 2010.



Conclusions

RD

Lead with Privacy by Design — embed privacy into the design
specifications of information technologies, accountable business
practices and operations;

Take It a step further — change the paradigm from “zero-sum”
to “positive-sum,” where both privacy and security can be
delivered, thereby raising the overall level of protection;

When you change the paradigm, you then change the mindset:
you can deliver both privacy AND security, not as mutually
exclusive “either/or” (false dichotomy) but also doubly
enabling “win/win;”

The future of privacy may very well depend on embedding
privacy into Design — let’s make it a reality!



How to Contact Us

BD
Ann Cavoukian, Ph.D.

Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada

M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web: WWW.Ipc.on.ca

E-mail: Iinfo@ipc.on.ca

For more information on Privacy by Design, please visit:
www.privacybydesign.ca
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