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Who Are We?



Three Statutes in Ontario

The role of the Information and Privacy 
Commissioner of Ontario (IPC) is set out in three 
statutes:

• Freedom of Information and Protection of Privacy 
Act (FIPPA);

• Municipal Freedom of Information and Protection   
of Privacy Act (MFIPPA);

• Personal Health Information Protection Act 
(PHIPA).



Responsibilities
Under its statutory mandate, the Commissioner is 
responsible for:

• investigating privacy complaints; 
• resolving appeals from refusals to provide access              

to information; 
• ensuring that organizations comply with the access        

and privacy provisions of the Acts; 
• educating the public about Ontario's access and privacy 

laws; and 
• conducting research on access and privacy issues, and 

providing advice and comment on proposed government 
legislation and programs. 

The Commissioner has strong order-making power, under 
all three statutes.



Personal Health 
Information



Unique Characteristics of 
Personal Health Information

• Highly sensitive and personal in nature;

• Must be shared immediately and accurately among a range  
of health care providers for the benefit of the individual;

• Widely used and disclosed for secondary purposes that are 
seen to be in the public interest (e.g., research, planning, 
fraud investigation, quality assurance);

• Dual nature of personal health information is reflected         
in PHIPA, and all other health privacy legislation.



Privacy Risks: 
Unauthorized Disclosures

3rd Party disclosures, not authorized by the patient, may 
threaten the integrity of the system:

• Fear of stigmatization, discrimination, loss of employment 
opportunities, denial of insurance, denial of housing;

A 2007 EKOS Canada Survey:
• Estimated that 1.2 million Canadians have withheld personal 

information from a health care provider because of concerns 
over who the information would be shared with, or how it   
might be used;

California HealthCare Foundation survey:
• One in six people (50 million) engage in privacy-protective 

behavior to shield themselves from misuse of their information.



Privacy-Protective Behaviors

• Multiple doctoring;

• Out of pocket payment;

• Avoiding testing;

• Avoiding treatment;

• Lying or withholding information from providers;

• Asking providers to misrepresent diagnosis in records;

• Inaccurate and incomplete information far less helpful for 
primary purposes, such as treatment, and secondary purposes 
such as research.



Differing Approaches 
to Privacy



Privacy Laws 
Canada, United States and Europe

Canada
• Public sector privacy laws: federal, provincial and municipal;
• Private sector privacy laws: (Federal) Personal Information 

Protection and Electronic Documents Act (PIPEDA); 
(Provincial) Quebec, British Columbia, Alberta;

• Health sector privacy laws: (Provincial) Ontario, Manitoba, 
Saskatchewan, Alberta.

United States
• Public sector privacy law: (Federal) Privacy Act;
• Sectoral privacy laws;
• Safe Harbor Agreement;
• Health sector privacy law: (Federal) Health Insurance 

Portability and Accountability Act (HIPAA).



United States: 
Safe Harbor Privacy Principles

1. Notice
2. Choice
3. Onward Transfer
4. Security
5. Data Integrity
6. Access
7. Enforcement



Canada’s 
Fair Information Practices

1. Accountability
2. Identifying Purposes
3. Consent
4. Limiting Collection
5. Limiting Use, 

Disclosure, Retention

6. Accuracy
7. Safeguards
8. Openness
9. Individual Access
10. Challenging Compliance

Personal Information Protection and Electronic Documents Act, 
www.privcom.gc.ca/legislation/02_06_01_01_e.asp



HIPAA Privacy Rule

• Requires Covered Entities to provide notice to consumers of their 
rights and protections;

• Requires Covered Entities to provide consumers with copies of or 
access to their information if requested;

• Permits health care providers to use and disclose patient data, 
without consent, for treatment, payment and health care 
operations;

• Puts limits on other uses and disclosures of patient information;
• Requires providers and other Covered Entities to obtain patient 

authorization for disclosures not expressly permitted by the 
Privacy Rule;

• Sets out rules for disclosures to researchers, law enforcement, and 
public health officials without consent or authorization;

• Provides oversight and enforcement mechanisms.



HIPAA Challenges

• US Department of Health and Human Services Office for Civil Rights 
reports that since the Privacy Rule went into effect in 2003, an estimated 
32,595 to 42,000 voluntary complaints have been received;

• As of July 2007, corrective action has been taken in fewer than 5,000 cases;

• To date, there has been only one “resolution agreement” between HHS and 
Providence Health and Services;

• To date, no civil penalties and only a handful of criminal prosecutions have 
resulted from the Privacy Rule;

• Many Covered Entities remain confused about what the Privacy Rule does 
and does not allow (see Policy Overview, Common Framework for 
Networked Personal Health Information, Markle Foundation).

www.connectingforhealth.org



Ontario’s Personal Health 
Information Protection Act (PHIPA)
• Applies to organizations and individuals involved in the delivery of 

health care services (both public and private sector);

• The only health sector privacy legislation in Canada based on consent: 
implied consent within healthcare providers “circle of care,” otherwise, 
express consent is required;

• The only health sector privacy legislation that was declared to be 
substantially similar to Canada’s federal private sector law, the Personal 
Information Protection and Electronic Documents Act (PIPEDA);

• PHIPA is undergoing its mandatory three year review and the consensus 
among stakeholders is that PHIPA is operating very well;

• Challenge with PHIPA is how it is being interpreted and applied by 
health information custodians.



Requirements of PHIPA
• Requires consent for the collection, use and disclosure of PHI, 

with necessary but limited exceptions;
• Requires that PHI be kept confidential and secure; 
• Requires a statement of information practices be made available to 

the public;
• Requires notification of patients when there is a privacy breach;
• Codifies individuals’ right to access and request correction of their 

own PHI;
• Gives patients the right to instruct health information custodians 

not to share any part of their PHI with other health care providers;
• Establishes clear rules for the use and disclosure of PHI for 

secondary purposes including fundraising, marketing and 
research;

• Ensures accountability by granting an individual the right to 
complain to the IPC about the practices of a health information 
custodian; and

• Establishes remedies for breaches of the legislation.



Electronic Health 
Records (EHR) 



The Development of an 
EHR in Ontario

Where are we?

… not very far



Where Ontario Stands in the 
Development of EHR

• Given the time and resources that have been 
devoted to e-health initiatives, Ontario is not as   
far along in the development and implementation 
of EHR as it should be;

• Ontario continues to lag behind most of the other 
provinces and communication among health care 
providers is still very limited;

• Several initiatives are complete or under 
development but we are still a long way from        
an integrated EHR system.



Personal Health 
Records (PHR)



PHRs – Alternative to an EHR?

• New PHR services are being developed and implemented to allow 
patients to integrate their own personal health information into one 
location;

• PHRs are offered by private sector organizations such as Microsoft  
and Google;

• PHRs can be networked with other health information systems (e.g. 
laboratory information systems, pharmaceuticals, x-rays, etc.);

• To the extent that PHRs allow patients to integrate relevant information 
and share this information to their health care providers, they are being 
characterized as an alternative to an interoperable EHR which all 
provincial governments are spending millions of dollars developing;

• The development of PHRs has the potential to transform the delivery   
of health care and may overtake and replace the development of EHRs.



Three Examples of PHRs
I am exploring three alternatives:

1. MyChart – A patient portal that allows the patient to view 
their personal health information (PHI) stored in 
Sunnybrook Hospital’s electronic medical records;

2. HealthVault – Internet-based product that allows patients 
to develop and control access  to their own PHI. I have 
populated an account with my medical records;

3. Google Health – Internet-based product that allows 
patients to enter their PHI or have their health care 
providers upload their PHI from compatible systems. 
Patient can also control who has access to their PHI.



Markle Foundation 
Framework



Markle Foundation Framework
• Connecting for Health Work Group on Consumer Access Policies for 

Networked Personal Health Information is a public-private collaboration 
engaging over 100 organizations that represent all the major components 
of the health sector, operated and financed by the Markle Foundation;

• Developed a framework that proposes a set of practices that encourage 
appropriate handling of personal health information as it flows to and 
from PHRs and similar applications or supporting services;

• In the US, providers of PHRs generally are not covered by health privacy 
legislation and once the consumer consents to the disclosure of their 
personal health information from a covered entity, that information is no 
longer subject to legislative protections;

• The lack of consistent rules and complex consumer notices are confusing 
for consumers;

• The Markle Foundation Framework was intended to fill this privacy 
policy void by encouraging a set of common practices that manage risk 
acceptably for consumers, health data sources, and consumer access 
services.



Connecting for Health 
Core Principles

1. Openness and transparency (Openness)

2. Purpose specification (Identifying Purposes)

3. Collection limitation and data minimization (Limiting Collection)

4. Use limitation (Limiting Use, Disclosure and Retention)

5. Individual participation and control (Consent)

6. Data quality and integrity (Accuracy)

7. Security safeguards and controls (Safeguards)

8. Accountability and oversight (Accountability)

9. Remedies (Challenging Compliance)



Features of Framework
• Very patient/consumer centric approach;

• Recommends strong privacy best practices;

• Envisions PHRs working in conjunction with EHRs;

• Overarching privacy principles are similar to those set out   
in Canada Health Infoway’s (CHI) Privacy and Security 
Architecture for interoperable EHRs;

• Whereas CHI’s framework allows for a range of privacy and 
security options to be determined by each jurisdiction, the 
Markle framework is more prescriptive in terms of 
recommending specific practices that are privacy protective;

• Markle framework also recommends harmonization of 
privacy best practices across all consumer access services.



Technology-Related 
Orders 

Under PHIPA



Guidance for Custodians
• The IPC provides guidance to health information custodians 

on technology-related privacy issues through issuing orders;

• 3 of the 5 orders issued to date have implications for 
technology;

• Unauthorized access to a patient’s electronic medical record 
resulted in Order #2;

• A stolen laptop containing unencrypted patient information 
resulted in Order # 4;

• The transmission of images of a patient providing a urine 
sample in a methadone clinic, through wireless video 
surveillance technology resulted in Order #5.   



IPC Fact Sheets

www.ipc.on.ca/images/R 
esources/up-fact_12e.pdf

www.ipc.on.ca/index.as 
p?navid=46&fid1=645

www.ipc.on.ca/images/ 
Resources/up- 
fact_13_e.pdf



Positive-Sum 
NOT 

Zero-Sum



Positive-Sum Model

Change the paradigm 
from a zero-sum to 

a positive-sum model:
Create a “win-win” scenario, 

not an “either/or”
involving unnecessary                   

trade-offs



Privacy by Design: “Build It In”

• Build in privacy – up front, into the design specifications; 
into the architecture; if possible embed privacy right into   
the technology used – bake it in;

• Assess the risks to privacy: conduct a privacy impact 
assessment; follow up with annual privacy audits;

• Data minimization is key: minimize the routine collection 
and use of personally identifiable information – use 
encrypted or coded information whenever possible;

• Use privacy-enhancing technologies (PETs) where possible: 
give people maximum control over their own data.



Transformative 
Technologies



Transformative Technologies

Surveillance Technology + Positive-Sum Paradigm + 
Privacy Enhancing Technology =                       

Transformative Technologies

Common characteristics of Transformative Technologies:
• Minimize the unnecessary collection, disclosure, use and 

retention of personal data;
• Empower individuals to participate in the management          

of their own personal data;
• Enhance the security of personal data, if collected/used;
• Promote public confidence and trust in personal data 

governance structures;
• Promote/facilitate the commercialization and adoption           

of these technologies.



Conclusions

• Similar privacy principles apply in both Canada and in the US, but 
with very different approaches to enforcement;

• In Ontario, IPC orders interpret the law and set the standard of 
practice to ensure compliance with the requirements of PHIPA;

• New technologies such as EHRs and PHRs can pose a threat to 
privacy unless privacy is built into their design and implementation 
– we call this “privacy by design;”

• Adopting a positive-sum paradigm of privacy AND security or 
functionality, where privacy is built right into the design, is a far 
more productive approach, leading to a “win/win” scenario;

• Transformative technologies maintain the functionality of 
technologies, yet transform them to operate in a privacy-protective 
manner by embedding privacy into their design.



How to Contact Us

Ann Cavoukian, Ph.D.
Information and Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web:   www.ipc.on.ca
E-mail: info@ipc.on.ca
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