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Personal Health 
Information Protection Act 

(PHIPA)



Privacy in the Context of 
Health Care

• Privacy is not a new issue in the health care context – all 
medical staff are well aware of the privacy issues;

• PHIPA was drafted in a manner such that privacy would not 
impede the delivery of health care services;

• Health information custodians may imply consent for the 
collection, use and disclosure of personal health information 
for the delivery of health care services;

• Express consent is required when personal health information 
is disclosed to a person who is not a health information 
custodian, or for a purpose other than the delivery of health 
care services.



Personal Health Information 
Protection Act (PHIPA)

• Applies to organizations and individuals involved in the 
delivery of health care services (both public and private 
sector);

• The only health sector privacy legislation in Canada based 
on consent: implied consent within healthcare providers’
“circle of care,” otherwise, express consent;

• The only health sector privacy legislation that was declared 
to be substantially similar to Canada’s federal private sector 
law, the Personal Information Protection and Electronic 
Documents Act (PIPEDA).



Status of PHIPA Complaints

• Total number of PHIPA complaints = 937;
• 878 are closed (94%); 58 are open (6%);

PHIPA complaints by category (open and closed):

TOTAL PHIPA COMPLAINTS (OPEN+CLOSED) No. %

Access/Correction 316 34%

Collection/Use/Disclosure 213 23%

HIC Reported Breach 324 34%

IPC Initiated Complaint 84 9%

Total Complaints 937 100%

— As of June 19, 2008



Health Order No. 2
Unauthorized Access



Health Order No. 2:
Unauthorized Access Results in Order
• Health Order No. 2 (HO-02) showed that the hospital’s policies and 

procedures failed to prevent ongoing privacy breaches by an employee, 
even after the hospital became aware that such breaches had occurred 
repeatedly;

• Even when the patient alerted the hospital to her concerns upon 
admission, the staff did not recognize the obvious threat to privacy    
posed by the estranged husband and his girlfriend- both employees         
of the hospital;

• Staff only recognized the threat to the physical security of  the patient,  
not the threat to her privacy;

• After learning about the breach, the hospital was more concerned about 
the employee’s right to due process (Human Resources Policy) than the 
patient’s right  to privacy;

• Hospitals can have both – but HR cannot trump privacy.



Commissioner’s Findings
• After receiving the privacy complaint, the hospital put a 

privacy/VIP flag on the patient’s electronic medical record    
– but the nurse continued to access the patient’s record;

• Found that the hospital had not taken steps that were 
reasonable in the circumstances to ensure that the personal 
health information was protected against theft, loss and 
unauthorized use or disclosure;

• Hospital was ordered to review its practices and procedures   
to ensure that human resource issues did not trump privacy;

• Hospital was ordered to implement a protocol that would 
require immediate steps to be taken upon being notified       
of an actual or potential privacy breach.



Health Order No. 3
Abandoned Records



The Incident
• College of Physicians and Surgeons of Ontario notifies the 

IPC that medical and rehabilitation clinic (Clinic) ceased 
operations and abandoned records with personal health 
information (PHI);

• IPC’s Registrar immediately contacts landlord and    
personally retrieves the records pursuant to 60(13) of PHIPA;

• The majority of records retrieved from the Clinic consisted of 
invoices; notes on patients; financial records relating to patient 
services; sign-in sheets and appointment books; and insurance 
carrier and benefits information.



• Corporate search reveals Clinic owned and operated 
by numbered company solely directed by licensed 
doctor;

• Determined that landlord wrote to Clinic three times 
regarding abandonment and requested that the 
Clinic notify him if it wished to claim any property 
on the premises;

• No provision in the lease for storage and/or 
retention of records of PHI.

Commissioner’s Investigation



Commissioner’s Review
• Owner’s brother advised he arranged for transfer of 6,000    

to 7,000 “medical” files to a professional storage company;

• He alleged that he contacted the College of Physiotherapists 
of Ontario (CPO) for advice respecting “non-active physio 
files”, which CPO denies; he was not sure what to do with 
the files;

• The owner’s brother had no knowledge of PHIPA, was 
unaware of the Clinic’s obligations and what constituted 
records of PHI;

• As a result, records containing PHI were left behind, and 
their whereabouts were unknown to the Clinic until they 
were contacted by the IPC.



Commissioner’s Order
• Enter into a written agreement with any record storage 

company used to retain records stipulating that PHI must    
be treated according to all aspects of PHIPA;

• Put in place practices and procedures to ensure that records 
of PHI are safeguarded at all times;

• Appoint a staff member to facilitate compliance               
with PHIPA;

• Enter into written contracts with health care practitioners 
acting as independent contractors outlining PHIPA
obligations of both parties regarding records of PHI;

• If impending closure of the group practice of HICs, make 
available to patients a written statement that describes how 
their records will be retained or disposed of and how they 
may obtain access to or transfer of their records.



Health Order No. 4
Stolen Laptop



Health Order No. 4
Stolen Laptop Results in Order

• Health Order No. 4 (HO-04) resulted from a hospital       
not having adequate policies and procedures to permit 
compliance with PHIPA;

• In spite of the known high risk of loss or theft, extremely 
sensitive personal health information  was transported on     
a portable device (laptop) without adequate safeguards;

• This is clearly unacceptable, more than two years after 
PHIPA came into force.



Encrypting Personal Health 
Information on Mobile Devices

• Why are login passwords not 
enough?

• What is encryption?
• What are the options?

• Whole disk (drive) 
encryption

• Virtual disk encryption
• Folder or Directory 

encryption
• Device encryption
• Enterprise encryption

www.ipc.on.ca/images/Resources/up-fact_12e.pdf



Brochure on Mobile Devices
Safeguarding Privacy In A Mobile Workplace

• Does your organization’s policy permit the 
removal of PII from the office?

• Is it necessary for you to remove PII from 
the office?

• Has your supervisor specifically authorized 
you to remove the PII in question for the 
office?

• Have you considered less risky alternatives, 
such as remote access to PII stored on a 
central server?

• If possible, have you de-identified the PII to 
render it anonymous?

• If it is not possible to de-identify the PII, 
have you encrypted it?

• If your mobile device is lost or stolen, will 
you be able to identify the PII stored on it?

www.ipc.on.ca/images/Resources/up-mobilewkplace.pdf



Commissioner’s Findings

• The laptop contained highly sensitive health information 
including HIV status;

• The researcher admitted that he did not need identifiable 
health information for the purposes of the research             
– it should not have been on the laptop in the first place;

• Although the hospital’s research protocol required 
researchers to only use coded information, the hospital      
did not take steps to ensure that researchers actually 
followed this protocol;

• The Hospital was ordered to either de-identify or encrypt   
all personal health information before allowing it to be 
removed from the workplace;

• Where personal health information is stored on a mobile, 
portable device, it must be encrypted.



Health Order No. 5
Wireless Technology



Health Order No. 5
Wireless Technology Results in Order

• Health Order No. 5 (HO-05) resulted from a 
methadone clinic that installed a wireless video 
surveillance system in its washroom to monitor 
patients providing urine samples;

• Video images were intercepted by a wireless rear 
view backup camera in a car outside of the clinic;

• Clinic immediately agreed to shut down the cameras 
and replaced the wireless surveillance system with a 
more secure wired system.



Commissioner’s Message
• Although the clinic did not video tape the images captured by the 

surveillance system, since the system created digital data that were 
transmitted via air waves, the IPC determined that these digital images 
were, in fact, records of personal health information subject to PHIPA;

• Custodians should either use a wired system which inherently prevents 
unauthorized interception, or a wireless one with strong security measures 
such as encryption, to preclude unauthorized access;

• In response to this incidence, all health information custodians should 
assess the use of their wireless communication technology for the 
collection, use and/or disclosure of personal health information; 

• In light of the evolving technological landscape, health information 
custodians should regularly and proactively review their privacy and 
security policies and procedures, and technologies employed;

• IPC has issued a new Fact Sheet: Wireless Communications 
Technologies: Video Surveillance Systems. A second Fact Sheet             
on Wireless Technology will follow.



Fact Sheet
Wireless Communication Technologies:

Video Surveillance Systems
• Special precautions must be taken to 

protect the privacy of video images;
• No covert surveillance should be 

conducted;
• Clearly visible signs should be posted 

indicating the presence of cameras and 
the location of their use;

• Recording devices should not be used;
• Only minimum number of staff should 

have access to the video equipment;
• Staff should receive technical training 

on the privacy and security issues;
• Regular security and privacy audits 

should be conducted, on an annual 
basis.

www.ipc.on.ca/images/Resources/up-fact_13_e.pdf



Fact Sheet
Wireless Communication Technologies:

Safeguarding Privacy & Security

www.ipc.on.ca/index.asp?navid=46&fid1=645

• A good starting point for 
understanding the impact of 
technological change is to 
regularly re-examine past 
assumptions and decisions; 

• Any time wireless technology 
is used to transmit personal 
information, that information 
must be strongly protected to 
guard against unauthorized 
access to the contents of the 
signal.



Radio Frequency 
Identification (RFID) 

in Health Care



Why Privacy in RFID is Pivotal
• Challenges when applying RFID technology in health 

care:
• RFID systems are a key part of an overall information system,   

so a holistic systems approach to privacy is warranted;

• RFID tags contain unique identifiers. The ability to uniquely 
identify items has privacy implications when those items can be 
associated with identifiable individuals;

• RFID tag data can be read remotely, without line-of-sight, without 
the knowledge or consent of the individual bearer. This has privacy 
implications for informed consent;

• RFID data systems can also capture time and location data, upon 
which item histories and profiles may be constructed, making 
accountability for data use critical. When such systems are applied 
to identifiable individuals, it may invoke thoughts of surveillance.



RFID and Privacy in Health Care: 
Guidance for Health Care Providers

Challenges/Risks of Using
RFID Technology in Health
Care:

1. Tagging Things

2. Tagging Things 
Associated with People 

3. Tagging People 

www.ipc.on.ca/images/Resources/up-1rfid_HealthCare.pdf



Tagging Things
RFID technologies have proven to be ideal for identifying and locating 
things because they increase the reading accuracy and visibility of tagged 
items far beyond bar codes and other labels;

This can result in greater efficiency for automating inventory processes, 
finding misplaced items, and generally keeping better track of things as 
they move through their life-cycles;

Some RFID health care deployment scenarios that involve the tagging of 
things include:

• Bulk pharmaceuticals;
• Inventory and assets (trolleys, wheel chairs, medical supplies);
• Medical equipment and instruments (infusion pumps);
• Electronic IT devices (computers, printers, PDAs);
• Surgical parts (prosthetics, sponges);
• Books, documents, dossiers and files;
• Waste and bio-hazard materials.



Tagging Things 
Associated with People

RFID technology can involve tagging items that may be linked to
identifiable individuals and to personal information, usually on a  
more prolonged basis – ranging from one week in the case of 
tagged garments, to several years in the case of patient dossiers.

Some examples of RFID deployment scenarios that involve tagging
things associated with people include:

• Readers, tablets, mobile and other IT devices assigned to staff;
• Access cards assigned to staff or visitors;
• “Smart” cabinets
• Equipment, garments, or spaces (rooms) assigned to patients;
• Blood samples and other patient specimens;
• Patient files and dossiers; and
• Individual prescription vials.



Tagging People

RFID use can also involve the intentional tagging and identification of
individuals. The distinction can be subtle since, technically speaking,
it is always the tag that is identified in any RFID system. 

When we talk about tagging people, we are focusing on the primary
purpose of the RFID deployment in question, as well as the relative
strength and permanence of the linkage of the tag to the individual
and their personal information.

Examples of RFID used (or intended to be used) to identify and track
individuals in health care contexts include:

• Health care employee identification cards;
• Patient health care identification cards;
• Ankle and wrist identification bracelets

(patients, babies, Alzheimer's patients);
• Implantable RFID chips and other biosensors.



Lakeridge reassures new 
parents in wake of Sudbury 
kidnapping
By Jillian Follert
newsdurhamregion.com
November 06, 2007
DURHAM - A week after a day-
old baby girl was abducted from 
a Sudbury hospital sparking a 
province wide Amber Alert, 
officials at Lakeridge Health are 
reminding parents that the local 
hospital network has high-tech 
measures in place to protect 
infants in its care.

Infant Protection System



Privacy Impact Assessment 
(RFID - PIA)

• Companion document to RFID Guidance paper, 
PIA processes;

• Offers practical advice on identifying RFID 
privacy and security risks; minimizing such risks 
through sound planning, design and technology 
choices.



Conclusions
• Order-making powers are used very judiciously;

• Orders are only issued for the most serious privacy breaches 
or when the IPC has a clear message to convey to HICs;

• Orders set standards to ensure HICs comply with the 
requirement to take steps that are reasonable in the 
circumstances to protect PHI;

• New technologies can pose a threat to privacy unless privacy 
is built into their design and implementation – we call this 
“privacy by design;”

• When implementing new technology, a Privacy Impact 
Assessment (PIA) is an essential tool to ensure that threats    
to privacy are identified early on so that issues can be 
addressed up-front.



How to Contact Us

Ann Cavoukian, Ph.D.
Information and Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web:   www.ipc.on.ca
E-mail: info@ipc.on.ca
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