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Online Soclal Networks

e A soclal network service uses software to build
online networks for communities of people who
share Interests and activities or who are Interested
In exploring the interests and activities of others
and sharing their own;

* Most services are primarily web-based and provide
a collection of various ways for users to interact,
such as chat, messaging, email, video, voice chat
file sharing, blogging, discussion groups, etc.;

« The main types of social networking services are
those which contain directories of some categories
(such as former classmates), means to connect with
friends (usually with self-description pages), and
recommender systems linked to trust.

http://en.wikipedia.org/wiki/Social networking




How Is the IPC involved?

e Jurisdiction

e Technology




Privacy Issues

* Privacy notice

* Privacy settings

e Sharing of information
 Third-party applications
e Deleting your profile

e Cyber-bullying
 ldentity theft




|PC Brochure:
When Online Gets Out of Line

e University and high school | eessSes—

students need to consider all the
potential implications before
posting personal information to
online social networking sites;

4
THINK SAFETY

L4
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KEEP DOORCLOSED

e [t Is important that students take
the time to make informed choices
about the site they use, the
Information they post and those
with whom they choose to share
their information;

Make an Informed Online Choice
Ann Cavouklan, Ph.D.

Infermation & Privacy Commissioner of Ontarlo,

« (Going on “automatic pilot” online o s
IS a bad idea.

wwWw.ipc.on.ca/images/Resources/up-facebook ipc.pdf




IPC Facebook Tipsheet

How to Protect Your Privacy on Facebook

1PC

NWW.ipC.oN.ca

When you sign up as a user
of Facebook, the default
settings allow all other
Facebook users to find you
In searches;

By default, your name and
thumbnail profile picture
can also be found on public
search engines. Facebook
has selected these settings
based on what it believes
most users want, but you
can always change them to
restrict access to your
Information, as you see fit.

wWwW.ipc.on.ca/images/Resources/facebk-protectpriv. 442945156250.pdf
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How to Protect your Privacy on Facebook

When you sign up as a user of Facebook, the default semings allow all orher Facebook users w find vouin
s=arches. However, only thoss you have confirmed as Friends ar wha share a nerwark with you have access
to your full profile. By defaulr, your name and thumbnail profile picoare can also be found oo public search
engines. Facebook has selected these secings based on whar it believes most users want, bur you can always
change them o resmict access w your informarion, as you see fir. Therefore, you can change the default
semings o restricr access o your profle. Under che current seming, only your friends, cheir friends and che
people on your nereorks can s== your profile, If you download Facebook Pladorm chird-parey applicacions
into your profile, some of your infoemarion may beshared jsee section oo Applications belaw). Irisimporrant
1o explore chess defaulr serrings, ro adjust the privacy semings o thar with which you are oombclubr:

It's easy to change the default sertings. Once you sign in, dlick on “privacy™ an the wp-right side of
the screenor the boreom-righe side, acvisic heep: fFacebook. comprivacy, The Privacy Overview menu has four
cacegories in which you can derermine che degree of privacy vou would like, You can click on each heading
to acczss the page on which you can make your changes, Privacy sewings can be cuscomized oo exclude or
include :pecihc?:iends or lises of friends. Creating these lists is done in the Friends secrion of che site by
clicking on the Make a New List bumon and following che step-by-step instructions.

Profile: This page conmins two tabs, each with numerous individual controls for whe can see aspecs of vour
profile. On the Basic tab are conrrols For your entire profile, and individual fearures of your profile: Basic
Information fwhich includes Gender, Birchday, Homenown, Political and Religious Views, and Reladonship
Seans), Personal Informaron (which includes our Inrereses, Activicies, Favoriess and your Abour Me secrion),
phetos and videos ragged of you, smrus wpdares, online starus, friends, wall, edueation and work informarion.
Oin the Conmer Informarion cab, you can ailor permissions for IM Screen Mame, Maobile Phone, Land Phone,
Current Address, Weebsite and Email Address (if in fact you prowided thess details for your profile).

* To limit viewingof Frofil information o only your Facebook friends, select “41 Friends™ in each deop-
down menn. If you wish o limir viewing to cermin segregared lism of friends thar you can ser up on
your main Friends page, or just ro individual friends, or m exclude cercain individuals and nersocks,
choose *Customize™ in the drop-down menus and adjust the s=mings accordinghy.

Search: You can conmal which Facebook users can find you in searches and what appears in your search
lizting within the sire; more imporeancly, you can conerol whecher you are searchable by anyone oo public
search engines, Wichin Facebook, you can resmicr which neraorks have access 1o pour proble in ssarches and
whar actions people can ke wich your search resules, such as conmering you or adding you as a friend.

* To be searchable only by your Facebook friends, sebecr *all Friend s™ in the Search Visibilior drop-down
mienu and lzave che fies sec of checkboxes below the drop-down meou blank.

# To avoid being searchable an public search engines, when you have seleceed “Everyane” in the deop-
down menu simply uncheck the box nexr ro “Create o public ssarch listing for me.”

Mews Feed and Mini-Feed: This page has thres wabs, On the “Acrions Wichin Facebook™ mb, you can
conmal whar acricns show up awmomarically in vour Mini-Feed and your friends’ Mews Feeds.

* “Uncheck” any acdons that you do not want your friends o know about aucomarically, such as when
you make 1 comment on o posted ieem ar add a Eriend.

O the “Acrions on Exvernal Websites” rab, you can ope our of having your activity oo external websives of
cermin partner arganizations posted o vour Facehook profle’s Mini-Feed, where it may also appear on your
friends’ Mews Feeds. This is a fearure known as Facebook Beacon; thers are numerous partner websines
including Epicurious, Trpepad, Blockbuster, e,




|PC Facebook Video

Issues covered in this video
Include weak privacy controls,
the intrinsic risks involved in
using them and some of the
protections students should be
aware of when posting their
personal information online, such
as being able to control access to
one’s profile and being able to
block access to specific
Information.

This video can be viewed at
www.ipc.on.ca or for a free copy,
please email our office at
publicat@ipc.on.ca.

Be a Player: Take Control
of Your Privacy on Facebook

i Ann Cavoukian, Ph.0.

Commissionar
[une 2008




|IPC Experiences with Facebook

e Beacon

» Friending feature (adding friends of
friends)

 False profile of Toronto city councillor




Current Initiatives
to Protect Youth Online

e WiredKids
e PrevNet
e Media Awareness Network

 Dr. Faye Mishna, University of Toronto,
Faculty of Social Work




WiredKids

|é WiredKids, the ultimate online safety project for kids ,bweens and teens! - Windows Internet Explorer
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The Fifth Annual Wired Kids Summit
Read about and sign up for the summit here >>
Anti-bullying event on May 24 2005
Parry Aftab and the Teenangels join Court TV and VIPs on an anti-bullying event briefing in DC
Read about and sign up for the event here >>
Wired Kids, Inc. WiredKids.org
www.wiredkids.org
/e
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wiredkids.com
Wired Kids, Inc. is a U.8. charity dedicated to protecting all Internet While a large portion of Wired Kids, Inc.'s work involves preventing
users, especially children, from cybercrime and abuse. It operates and helping investigate cybercrimes and abuses, Wired Kids also
several programs and Web sites designed to help everyone learn has a softer side. WiredKids.org has many online safety games for
how to protect their privacy and security online and to teach younger children and information for children of all ages as well as
responsible Internet use. helpful information for teachers, parents and law enforcement.
Follow this link to continue to WiredKids.org >>
Kids, Tweens and Teens!
« Aftab.com WiredKids is designed to teach kids how to surf
+ Cyberlawenforcement.org safely and how to have fun doing it. We have a
s« InternetSunerHernes arn ~ [ |lrenortline sn that vou can renart had =sites or net bl
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PrevNet

|E Home - Windows Internet Explorer g[i]ﬁ|
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PREVTN et

2 Promoting Relationships and Eliminating Violence

— A

O web @ site Search
Thursday, June 05, 2008 = Home = Members Login
Menu | P
Home PREVNet is a national network of Canadian Goals for PREVNet
researchers, non-governmental organizations
AboutUs (NGOs) and governments committed to stop Bullying Facts & Myths
bullying. Bullying is wrong and hurtful. Every child
Partners and youth has the right to be safe and free from PREVNet Toolkits
Bullying involvement in bullying. It affects children and youth
who are bullied, those who bully others, and those Research Summaries
Research who know it is going on.

PREVNet Toolkits In extending patronage io PREVNet, Her Excellency

Other Resources the Right Honourable Michaélle Jean, Canada's
Governor General wrote that: *Finding ways of
News & Events predicting and preventing the development of these

Canadian Teachers’
Federation

relationship problems [bullying] is a necessity.
Bullying is not only about threats and intimidation, it
is foremost about contempt and injustice "
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Media Awareness Network
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MEDIA AWARENESS NETWORK -
home | about us | membership | supporters | press centre | contact us | francais
MEDIA AND INTERNET EDUCATION RESOURCES
For Teachers For Parents
Resources and support for everyone interested in media
and information literacy for young people. To learn how
to get the most out of the tools and resources on this
site, wvisit our help section and our site map.
‘A‘ Pa—
Blog & N Spotlight
Media Issues Media Awareness Network receives $1.5
Research million in CRTC tangible benefits Donate Now
= through
Educational Games Media Awareness Network (MNet), Canada's Canadaticlpsore
Special Initiatives leading not-for-profit media education organization, is
pleased to announce $1.5 million in new funding over the .
Resource Catalogue ..\ oo cn years, from two of the country's largest nnYMEDm
broadcast companies.
Video podcasts
Content Cart created by youth
— full text
Site Directory
Help | Featured Resources
New educational resources on media and
global issues i P
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0 These lessons, which were funded by the Games |
Canadian International Development Agency (CIDA) and
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a better understanding of how media portrayals affect our o AT
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view of global development issues. Developed in | Developmerit | d
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9 Canadian Privacy Commissioners’

Joint Statement

e June 5, 2008 — the issue of children's online privacy was on the agenda at
a meeting of provincial privacy commissioners in Regina. At the meeting,
the commissioners agreed on a joint resolution to work toward increasing
awareness of how the Internet and privacy don't necessarily mix;

* The commissioners agreed that children need better protection against
personal and commercial exploitation online in addition to being educated
and protected from online predation, cyber stalking and cyber bullying;

* One of the steps - the website www.youthprivacy.ca is run by the federal
privacy commissioner;

e The commissioners came to the agreement that all of their respective
offices need to work with Internet companies to improve their privacy
policies so that everyone can understand what their personal information
IS going to be used for.



|IPC Event: Youth Privacy Online
@

Youth Privacy Online:

Tak trol
i entro Make it your choice!




How to Contact Us

Ken Anderson

Assistant Commissioner (Privacy)/Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada

M4W 1A8
Phone: (416) 326-3333/ 1-800-387-0073
Web: WWW.Ipc.on.ca

E-mail: info@ipc.on.ca
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