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What is PHIPA?




Personal Health Information
Protection Act (PHIPA)

« Applies to organizations and individuals involved in the
delivery of health care services in both the public and
private sectors;

« The only health sector privacy legislation in Canada based
on consent: implied consent within the “circle of care,”
otherwise, express consent;

« The only health sector privacy legislation that was declared
to be substantially similar to the federal PIPEDA legislation,
In 2005;

e The only legislation in Canada with a mandatory breach
notification requirement.




Mandate of the Legislation

Requires consent for the collection, use and disclosure
of PHI, with necessary but limited exceptions;

Requires that health information custodians treat all PHI
as confidential and keep it secure;

Codifies an individual’s right to access and request
correction of his/her own PHI;

Gives a patient the right to instruct health information
custodians not to share any part of his/her PHI with other
health care providers;

Establishes clear rules for the use and disclosure of personal
health information for secondary purposes including
fundraising, marketing and research;

Ensures accountability by granting an individual the right
to complain to the IPC about the practices of a health
Information custodian; and

Establishes remedies for breaches of the legislation.



Technology-Related
Orders




Health Order No. 2:

Unauthorized Access Results in Order

« Health Order No. 2 (HO-02) showed that the hospital’s policies
and procedures failed to prevent ongoing privacy breaches by an
employee, even after the hospital became aware that such breaches
had occurred repeatedly;

« Even when the patient alerted the hospital to her concerns upon
admission, the staff did not recognize the obvious threat to privacy
posed by the estranged husband and his girlfriend- both employees
of the hospital;

 Staff only recognized the threat to the physical security of the
patient, not the threat to her privacy;

« After learning about the breach, the hospital was more concerned
about the employee’s right to due process (Human Resources
Policy) than the patient’s right to privacy;,

e Hospitals can have both — but HR cannot trump privacy.



WARNING R X

® You are attempting to access what is considered to be a VIF patient
or patient whose information has been deemed highly sensitive
by the TOH Chief Privacy Officer.

---------------------------------------------------------------------------------

Any attempt to view VIP or highly sensitive patients is closely monitored
for potential violations of patient privacy,
The monitor will only be triggered if you proceed beyond this point,
Do you wish to continue?
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Commissioner’s Findings

After receiving the privacy complaint, the hospital put a
privacy/VIP flag on the patient’s electronic medical record
— but the nurse continued to access the patient’s record,

Found that the hospital had not taken steps that were
reasonable in the circumstances to ensure that the personal
health information was protected against theft, loss and
unauthorized use or disclosure;

Hospital was ordered to review its practices and procedures
to ensure that human resource issues did not trump privacy;

Hospital was ordered to implement a protocol that would
require immediate steps to be taken upon being notified of
an actual or potential privacy breach.



Health Order No. 4
Stolen Laptop Results in Order

e Health Order No. 4 (HO-04) resulted from a
nospital not having adequate policies and
procedures to permit compliance with PHIPA;

* |n spite of the known high risk of loss or theft,
extremely sensitive personal health information
was transported on a portable device (laptop)
without adequate safeguards;

 This is clearly unacceptable, more than two years
after PHIPA came into force.




e Why are login passwords

Encrypting Personal Health
Information on Mobile Devices

not enough?
* What Is encryption?
e What are the options?

Whole disk (drive)
encryption

Virtual disk encryption

Folder or Directory
encryption

Device encryption
Enterprise encryption

wWWwWw.Ipc.on.ca/images/Resources/up-fact 12e.pdf
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Fact Sheet

Encrypting Personal Health Information
on Mobile Devices

Section 12 (1) of the Personal Healsh
Iformarion Prorecrion Ace, 2004 (PHIPA)
sets out the reguirement that health
information custodians shall take steps that
are reasonable in the dreumstances to enmre
that personal bealth infermad on (PHI) inthe
custodian’s custody or control is protected
agairst theft, loss and unauthorized use or
disclosure and ro ensure that the records
containing the information are protected
agairst unauthorized copying, modificari on
or disposal.

The Ofice of the Infermation and Privacy
CommissionerOntario recognizes that the
delivery ofhealth care mayrequire the use of
PHI cutside of the workplace, and thatsuch
PHI may mcst effectively be trarsported and
used in electronic form. Morwithstanding
the 2ase of use and portability of electronic
decuments, it is sill important that only the
minimum necessary data ke transported in
thiz manner.

Because of the high incidence of loss or
thett of mobile devices such as laptop
computers, personal digital assistants
(PDAs), or Hash drives, custadiars need to
ersure that personal health information that
is stored on mobile devices is encrypred.
When encrypticon is implemented properly,
it renders PHI safe from disclosure. The
availability of encrypticn means thar it is
easier tosafeguard electronicrecords of FHI
thani it is to safeguard paper-based records
when being trarsported.

This fact sheet is intended far health
infarmati on custodians who store PHIon
mabile devices. However, itis also relevant
to anyone who stores perscnal information
cn o mobile device. If you are unsure of
the meaning of these guidelines, pleae
corsultacom puter systems security expert
to determine how to apply this fact sheet
to the information in your care. In many
cases, encryption can be oz easy asinstalling
asmple program and implementing proper
key management for the system.

Why are login passwords not
enought

It is not acceprable ta rely salely on lagin
passwords to protect PHI cn devices thar
are easily stolen or lost. “Strong” login
passwardswill prevent casual access to dara
on o devics, but may not prevent access
by lmowdedgeable thieves. Strong lagin

passwords are usually characterized by
» Mo dictionary words,

= A combination of lerters, numbers
and symbals;

+  FEight or more characeers, with 14
or more being ideal.

Forexample, * Lot cln™ is aweak password
becanse it uses dictionary words. On the
otherhand, youcoul dremember the phrase,
“My birthday is Ocrober 21 and Pm 257




Brochure on Mobile Devices
Safeguarding Privacy In A Mobile Workplace

» Does your organization’s policy permit the SAFEGUARDING
removal of PII from the office? Al e el
 |s it necessary for you to remove PIl from
the office? : =
 Has your supervisor specifically authorized crme e e
you to remove the PII in question for the -
office? B
» Have you considered less risky alternatives, — 2iEmzimmnmrsimier

O o wous migkie devion s L

such as remote access to Pl stored on a o
central server? @

 |f possible, have you de-identified the Pl to ——

render it anonymous? ——————————
 Ifitis not possible to de-identify the PII, PYOteh thie hormation
you keep on your laptops,
have you encrypted it? celiphones and PDAS
« |f your mobile device is lost or stolen, will ST S R e

you be able to identify the PII stored on it?
www.ipc.on.ca/images/Resources/up-mobilewkplace.pdf




Commissioner’s Findings

e The laptop contained highly sensitive health information
Including HIV status;

« The researcher admitted that he did not need identifiable
health information for the purposes of the research
— 1t should not have been on the laptop in the first place;

 Although the hospital’s research protocol required
researchers to only use coded information, the hospital
did not take steps to ensure that researchers actually
followed this protocol;

 The Hospital was ordered to either de-identify or encrypt
all personal health information before allowing it to be
removed from the workplace;

* Where personal health information is stored on a mobile,
portable device, it must be encrypted.




Health Order No. 5
Wireless Technology Results in Order

e Health Order No. 5 (HO-05) resulted from a
methadone clinic that installed a wireless video
surveillance system in its washroom to monitor
patients providing urine samples;

* Video images were intercepted by a wireless rear
view backup camera in a car outside of the clinic;

* Clinic immediately agreed to shut down the cameras
and replaced the wireless surveillance system with a
more secure wired system.




Commissioner’s Message

Although the clinic did not video tape the images captured by the
surveillance system, since the system created digital data that were
transmitted via air waves, the IPC determined that these digital images
were, In fact, records of personal health information subject to PHIPA,;

Custodians should either use a wired system which inherently prevents
unauthorized interception, or a wireless one with strong security measures
such as encryption, to preclude unauthorized access;

In response to this incidence, all health information custodians should
assess the use of their wireless communication technology for the
collection, use and/or disclosure of personal health information;

In light of the evolving technological landscape, health information
custodians should regularly and proactively review their privacy and
security policies and procedures, and technologies employed;

IPC has issued a new Fact Sheet: Wireless Communications
Technologies: Video Surveillance Systems. A second Fact Sheet
on Wireless Technology will follow.



Fact Sheet

Wireless Communication
Video Surveillance

Special precautions must be taken to
protect the privacy of video images;

No covert surveillance should be
conducted:

Clearly visible signs should be posted
indicating the presence of cameras and
the location of their use;

Recording devices should not be used,;

Only minimum number of staff should
have access to the video equipment;

Staff should receive technical training
on the privacy and security issues;

Regular security and privacy audits
should be conducted, on an annual
basis.

www.ipc.on.ca/images/Resources/up-fact 13 e.pdf

Technologies:
Systems
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Fact Sheet

Wireless Communication Technologies:
Video Surveillance Systems

Section 12(1) of the Persomal Health
Information Protection Act (PHIPA) sets
out the requireme nt that health informarion
custodians shall rake steps that are
reasonable in the circumstances o ensure
thatpersanal healthinformarion (PHI) in the
custodian’s custody or control is protecred
against theft, loss and nnauthorized nse or
disclosure and to ensure thar the records
containing the information are protecred
againstunauthorized copying, modificarion
or disposal

In a widely publicized incident, for which
an Order was issued — HO-005 — images
of a patient giving a urine sample in a
washroomwere beingaccessed by awireless
maobile rear-assist parking device (“back up
camera), in a car parked near a clinic. The
patientwas artending a methadone clinic in
which patients were required to give urine
samples under direct abservation. Theclinic
was unaware thar such an inrerceprion was
even possible

Closed Circuir Television (CCTV) or video
surveillance cameras are being used in
the Ontario health sector for a range of
purposes ranging from building security
o ohservational rescarch. Typically, these
uses increase efficiency or help prevent
negative patient cutcomes. The unintended
consequence of videosurveillance, however,
regardless of its primary funcrion, is often
an invasion of personal privacy. This risk
is increased if wireless communication

technology is uwsed withour adequare
protection

This fact sheer is intended ro address
privacy issues that arise from the use of
wireless communication technologies
The standard established in Order HO-
005 is that health information custodians
in Omearic should not use wireless video
surveillance cameras withour strong
security and privacy precautions. Any
organization that chooses to use wireless
communication technology to transmit
persenally identifiable information necds
to take appropriate proactive measares to
pratect the privacy of individuals.

What is wireless video
surveillance technology?

Wireless video surveillance systems, or
wireless CCTV, typically refer to systems
that mansmit wireless signals to relevision
monitors, not compurer sereens. The most
commencommercial use of this equipment
is for building securiry. Commercially
available systems do not normally have
privacy or security designed into the
mansmission of the signal. As a resulr,
such systems are easy to install bor will
allow unanthorized access unless special
precaurions are taken. Health informarion
custodians must ensure that no one ather
than specifically authorized staff have the
capability of viewing patient images




Fact Sheet

Wireless Communication Technologies:
Safeguarding Privacy & Security

A good starting point for
understanding the impact of
technological change is to
regularly re-examine past
assumptions and decisions;

Any time wireless technology
IS used to transmit personal
Information, that information
must be strongly protected to
guard against unauthorized
access to the contents of the
signal.

AIpc.on.ca/index.asp?navid=46&fid1=645
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Fact Sheet

Wireless Communication Technologies:
Safeguarding Privacy & Security

We are fast approaching the point where
it is reasonable to assume that any device
that creates or stores data either has, or
is connected to, some form of embedded
wirelesscapability. Cell phones and persanal
digital assistants (PDtAs) are increasingly
sophisticated, often combining muldple
wireless technologies in a single device.

Wireless technologies can reduce costs,
increase efficiencies, and make imporant
information more readily and widely
available. In the health care sector, for
example, wireless data communications
now make it possible for paramedics to
send cardiac images and dara directly ro
cardiologists, significantly reducing wait
Li]'“ € 1o treatment.

Clearly, the benefits of wireless
communications are many. Bug, there are
also risks. Withoor appropriate safeguards,
transmirting data wirelessly can be like using
an open filing cabinet in a waiting rocm. In
facr, this Office just recently issned an Crder
about a case where uwnauthorized viewers
had inadwvertently J]][(rctp(td“ irelessvideo
mﬂges of patients in a washroom providing
urine samples

This Fact Sheer addresses privacy issues
arising from the nse ofwireless technologies,
e}.pqndmg on Fact Sheet #]J Wirel
fcation Techn
nce Systems

Taking Care

The Persosnal Health Inforsmation Prote ction
Act (PHIPA), the Freedom of Information
and Protection of Privacy Act (FIPPA) and
the M. Fme\fonro,'fu,bn'.li fom and
Protection of Privacy Act (IMFIPPA) ser out
rcquucmcms for the pro‘[ccuono)‘ [:vuscnsl
I.l'| tDIJ’“ a UDJ] J]]Cl“ d.l]]g J]] tormauon ll'|
elecmronic form

In general, compliance with these Acs
requires that those responsible rake
reasonable measures to protect personal
information, which may include physical
safeguards, using role-based access to
personal information, or technological
measures such as encryption

The transmission of personal informarion
in electronic form, particularly through
the use of wireless rechnologies, means
adding “dara-in-motion™ to “data-ar-rest™
as a category of data to protect, and adds
anather layer of complexity to compliance
with these Adis

A gmd staring point for understanding
the impact of technolc-g.lral change or
new developments is to regularly re-
examine past assumptions and decisions
A reasonable precaurion is one that any
prodent and privacy conscions individual
or instimnticn would take. For example,
there wasa time when irwas reasonable 1o
browrse the web and download flleswithout




Conclusions

e It must be stressed that audits of privacy practices and
policies are critical and necessary to meet privacy laws
and regulations while reducing privacy-related risks;

e Audits can be efficiently and effectively achieved using
such tools as Generally Accepted Privacy Principles
(GAPP).

http://infotech.aicpa.org/Resources/Privacy/Generally+Acc
epted+Privacy+Principles/Generally+Accepted+Privacy+P
rinciples




How to Contact Us

Ann Cavoukian, Ph.D.

Information and Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada

M4W 1A8

Phone: (416) 326-3948 / 1-800-387-0073
Web: WWW.Ipc.on.ca
E-mail: Iinfo@ipc.on.ca
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