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The Development of an 
EHR in Ontario

Where are We?



Where Ontario Ranks
in the Development of EHR

Province/Territory Anticipated Progress to March 31, 2008

PEI Completion 

Alberta Completion

Northwest Territories Adoption

British Columbia Implementation 

Saskatchewan Implementation 

Newfoundland Implementation 

Quebec Implementation 

Nova Scotia Implementation 

New Brunswick Implementation 

Manitoba Planning

Ontario Planning

Yukon Planning

Nunavat Planning

— Canada Health Infoway, Electronic Health Records: Transforming health care, improving lives, 
Corporate Business Plan 2007-08, p. 17.



Alternatives to Provincial EHR
I am exploring two alternatives:

1. HealthVault – Internet-based product that 
allows patients to develop and control access   
to their own EHRs; working with Microsoft   
to obtain an account here in Canada; UHN   
has agreed to help populate my account,         
as well as Sunnybrook; 

2. EHR based on the Shared Information 
Management Services (SIMS) network –
working with UHN and Sunnybrook to       
pilot test my own EHR.



The Promise and the Peril

• More efficient and effective delivery of health care 
service; can save lives; enhance the quality of life;

• Prevent, detect and investigate privacy breaches 
(e.g., anonymization, user authentication, access 
controls, and audit logs);

• But not properly implemented, new technologies 
can have an adverse impact on privacy;

• Many high profile privacy and security breaches 
have been directly related to the improper 
implementation of the technologies in play.



Canadians’ Attitudes 
Towards EHRs

• Office of Health and the Information Highway, Health 
Canada reviewed public opinion polls on the use of 
information and communications technology in the health 
sector (2002);

• Review suggests Canadians would welcome expanded role 
for information technologies in the health sector, provided 
that privacy and autonomy are protected;

• 9 in 10 Canadians from all regions of the country support  
the development of information systems that would make    
it easier to access and share information;

• Canadians have serious fears, however, about the erosion        
of their privacy and doubts about the security of the Internet.



Public Opinions

• 80% of Canadians rate EHRs as a strong improvement over 
paper records in terms of the effectiveness for all those 
involved in the health care system and for the system overall;

• The most frequent reasons for supporting the EHR:
• increased access to and availability of health records;
• a faster, more efficient health system;
• cost-effectiveness;

• 84% agree that timely and easy access to personal health 
information is integral to the provision of quality health care.

— EKOS Survey, 2003/2004



Most Recent Poll

• In 2007, Canada Health Infoway, the federal Privacy 
Commissioner and Health Canada joined together to 
updated previous surveys;

• Public support for and comfort with the EHR increased      
to 90% — an all time high;

• 30% indicated that they had some interaction with the EHR 
– this group was even more supportive than others;

• A number of measures, including sanctions for 
inappropriate use, would increase the public’s       
confidence and comfort with the EHR.



Technology-Related Orders 
Under PHIPA

• Health Order No. 2 (HO-02)
– Unauthorized Access

• Health Order No. 4 (HO-04)
– Mobile Devices

• Health Order No. 5 (HO-05)
– Wireless Technology



Health Order No. 2:
Unauthorized Access Results in Order
• Health Order No. 2 (HO-02) showed that the hospital’s policies 

and procedures failed to prevent ongoing privacy breaches by an 
employee, even after the hospital became aware that such breaches 
had occurred repeatedly;

• Even when the patient alerted the hospital to her concerns upon 
admission, the staff did not recognize the obvious threat to privacy 
posed by the estranged husband and his girlfriend- both employees 
of the hospital;

• Staff only recognized the threat to the physical security of  the 
patient, not the threat to her privacy;

• After learning about the breach, the hospital was more concerned
about the employee’s right to due process (Human Resources 
Policy) than the patient’s right  to privacy;

• Hospitals can have both – but HR cannot trump privacy.





Commissioner’s Findings
• After receiving the privacy complaint, the hospital put a 

privacy/VIP flag on the patient’s electronic medical record    
– but the nurse continued to access the patient’s record;

• Found that the hospital had not taken steps that were 
reasonable in the circumstances to ensure that the personal 
health information was protected against theft, loss and 
unauthorized use or disclosure;

• Hospital was ordered to review its practices and procedures   
to ensure that human resource issues did not trump privacy;

• Hospital was ordered to implement a protocol that would 
require immediate steps to be taken upon being notified of     
an actual or potential privacy breach.



Health Order No. 4
Stolen Laptop Results in Order

• Health Order No. 4 (HO-04) resulted from a 
hospital not having adequate policies and 
procedures to permit compliance with PHIPA;

• In spite of the known high risk of loss or theft, 
extremely sensitive personal health information  
was transported on a portable device (laptop) 
without adequate safeguards;

• This is clearly unacceptable, more than two years 
after PHIPA came into force.



Encrypting Personal Health 
Information on Mobile Devices

• Why are login passwords 
not enough?

• What is encryption?
• What are the options?

• Whole disk (drive) 
encryption

• Virtual disk encryption
• Folder or Directory 

encryption
• Device encryption
• Enterprise encryption

www.ipc.on.ca/images/Resources/up-fact_12e.pdf



Brochure on Mobile Devices
Safeguarding Privacy In A Mobile Workplace

• Does your organization’s policy permit the 
removal of PII from the office?

• Is it necessary for you to remove PII from 
the office?

• Has your supervisor specifically authorized 
you to remove the PII in question for the 
office?

• Have you considered less risky alternatives, 
such as remote access to PII stored on a 
central server?

• If possible, have you de-identified the PII to 
render it anonymous?

• If it is not possible to de-identify the PII, 
have you encrypted it?

• If your mobile device is lost or stolen, will 
you be able to identify the PII stored on it?

www.ipc.on.ca/images/Resources/up-mobilewkplace.pdf



Commissioner’s Findings
• The laptop contained highly sensitive health information 

including HIV status;

• The researcher admitted that he did not need identifiable 
health information for the purposes of the research             
– it should not have been on the laptop in the first place;

• Although the hospital’s research protocol required 
researchers to only use coded information, the hospital      
did not take steps to ensure that researchers actually 
followed this protocol;

• The Hospital was ordered to either de-identify or encrypt   
all personal health information before allowing it to be 
removed from the workplace;

• Where personal health information is stored on a mobile, 
portable device, it must be encrypted.



Health Order No. 5
Wireless Technology Results in Order

• Health Order No. 5 (HO-05) resulted from a 
methadone clinic that installed a wireless video 
surveillance system in its washroom to monitor 
patients providing urine samples;

• Video images were intercepted by a wireless rear 
view backup camera in a car outside of the clinic;

• Clinic immediately agreed to shut down the cameras 
and replaced the wireless surveillance system with a 
more secure wired system.



Commissioner’s Message
• Although the clinic did not video tape the images captured by the 

surveillance system, since the system created digital data that were 
transmitted via air waves, the IPC determined that these digital images 
were, in fact, records of personal health information subject to PHIPA;

• Custodians should either use a wired system which inherently prevents 
unauthorized interception, or a wireless one with strong security measures 
such as encryption, to preclude unauthorized access;

• In response to this incidence, all health information custodians should 
assess the use of their wireless communication technology for the 
collection, use and/or disclosure of personal health information; 

• In light of the evolving technological landscape, health information 
custodians should regularly and proactively review their privacy and 
security policies and procedures, and technologies employed;

• IPC has issued a new Fact Sheet: Wireless Communications 
Technologies: Video Surveillance Systems. A second Fact Sheet             
on Wireless Technology will follow.



Fact Sheet
Wireless Communication Technologies:

Video Surveillance Systems
• Special precautions must be taken to 

protect the privacy of video images;
• No covert surveillance should be 

conducted;
• Clearly visible signs should be posted 

indicating the presence of cameras and 
the location of their use;

• Recording devices should not be used;
• Only minimum number of staff should 

have access to the video equipment;
• Staff should receive technical training 

on the privacy and security issues;
• Regular security and privacy audits 

should be conducted, on an annual 
basis.

www.ipc.on.ca/images/Resources/up-fact_13_e.pdf



Fact Sheet
Wireless Communication Technologies:

Safeguarding Privacy & Security

www.ipc.on.ca/index.asp?navid=46&fid1=645

• A good starting point for 
understanding the impact of 
technological change is  to 
regularly re-examine past 
assumptions and decisions; 

• Any time wireless technology 
is used to transmit personal 
information, that information 
must be strongly protected to 
guard against unauthorized 
access to the contents of the 
signal.



Conclusions

• EHRs have serious advantages, as well as challenges;

• The public generally supports EHRs, but wants        
to ensure that their privacy is well protected;

• Privacy protective features of systems that are 
currently in general use must be enhanced;

• I look forward to working with the government to 
expedite the development and implementation of 
EHRs in Ontario.



How to Contact Us

Ann Cavoukian, Ph.D.Ann Cavoukian, Ph.D.
Information and Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web:   www.ipc.on.ca
E-mail: info@ipc.on.ca
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