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Duis autem vel eum iriure dolor in hendrerit in vulputate 

velit esse molestie consequat, vel illum dolore eu feugiat nulla 

facilisis at vero eros et accumsan et iusto odio dignissim qui 

blandit praesent luptatum zzril delenit augue duis dolore te 

feugait nulla facilisi. Lorem ipsum dolor sit amet, consectetuer 

adipiscing elit, sed diam nonummy nibh euismod tincidunt ut 

laoreet dolore magna aliquam erat volutpat.

Lorem ipsum dolor sit amet consectetuer

Ut wisi enim ad minim veniam, quis nostrud exerci tation 

ullamcorper suscipit lobortis nisl ut aliquip ex ea commodo 

consequat. Duis autem vel eum iriure dolor in hendrerit in vul-

putate velit esse molestie consequat, vel illum dolore eu feugiat 

nulla facilisis at vero eros et accumsan et iusto odio dignissim 

qui blandit praesent luptatum zzril delenit augue duis dolore 

te feugait nulla facilisi.

Nam liber tempor cum soluta nobis eleifend option congue 

nihil imperdiet doming id quod mazim placerat facer possim 

assum. Lorem ipsum dolor sit amet, consectetuer adipiscing 

elit, sed diam nonummy nibh euismod tincidunt ut laoreet 

dolore magna aliquam erat volutpat. Ut wisi enim ad minim 

veniam, quis nostrud exerci tation ullamcorper suscipit lobor-

tis nisl ut aliquip ex ea commodo consequat.

Duis autem vel eum iriure dolor in hendrerit in vulputate velit 

esse molestie consequat, vel illum dolore eu feugiat nulla facili-

sis. Lorem ipsum dolor sit amet, consectetuer adipiscing elit, 

sed diam nonummy nibh euismod tincidunt ut laoreet dolore 

magna aliquam erat volutpat. Ut wisi enim ad minim veniam, 

quis nostrud exerci tation ullamcorper suscipit.

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed 

diam nonummy nibh euismod tincidunt ut laoreet dolore 

magna aliquam erat volutpat. Ut wisi enim ad minim veniam, 

quis nostrud exerci tation ullamcorper suscipit lobortis nisl ut 

aliquip ex ea commodo consequat.

Duis autem vel eum iriure dolor in hendrerit in vulputate 

velit esse molestie consequat, vel illum dolore eu feugiat nulla 

facilisis at vero eros et accumsan et iusto odio dignissim qui 

blandit praesent luptatum zzril delenit augue duis dolore te 

feugait nulla facilisi. Lorem ipsum dolor sit amet, consectetuer 

adipiscing elit, sed diam nonummy nibh euismod tincidunt ut 

laoreet dolore magna aliquam erat volutpat.

Duis autem vel eum iriure dolor 

Ut wisi enim ad minim veniam, quis nostrud exerci tation 

ullamcorper suscipit lobortis nisl ut aliquip ex ea commodo 

consequat. Duis autem vel eum iriure dolor in hendrerit in vul-

putate velit esse molestie consequat, vel illum dolore eu feugiat 

nulla facilisis at vero eros et accumsan et iusto odio dignissim 

qui blandit praesent luptatum zzril delenit augue duis dolore 

te feugait nulla facilisi. Nam liber tempor cum soluta nobis 

eleifend option congue nihil imperdiet doming id quod mazim 

placerat facer possim assum. 
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May 21, 2008

The Honourable Steve Peters
Speaker of the Legislative Assembly

I have the honour to present the 2007 annual report of the Information and 
Privacy Commissioner of Ontario to the Legislative Assembly.

This report covers the period from January 1, 2007 to December 31, 2007.

Sincerely yours,

Ann Cavoukian, Ph.D.
Commissioner
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However, it was also a tumultuous year. There are always new 

challenges, but 2007 brought major advancements for access 

and privacy. Pivotal orders issued by my office, key court  

rulings and other developments have raised the bar regarding 

government transparency and the protection of privacy.

2007 also marked the 20th anniversary of our office first 

opening its doors in late 1987, as a handful of newly hired staff 

prepared for the Freedom of Information and Protection of Privacy 

Act coming into effect January 1, 1988. I was lucky to be among 

the few to join Justice Sidney B. Linden’s startup team, in those 

early days.

Adoption Information Disclosure Act

One of the most significant advances for privacy in Ontario 

came in September 2007, when Justice Edward Belobaba of 

the Ontario Superior Court of Justice ruled that sections of the 

Adoption Information Disclosure Act breached the Canadian 

Charter of Rights and Freedoms. Most gratifying was the 

ruling that the privacy-invasive sections of the Act relating to 

access to birth registration information were “declared invalid 

and of no force and effect.” As the Court noted, the Charter, 

“... is intended primarily to protect individuals and minorities 

against the excesses of the majority,” and, accordingly, in this 

case, the charter protected the minority who wished to preserve 

their privacy.

I had urged the government to amend the proposed legislation 

to protect the privacy of those involved in past adoptions, giving 

birth parents and adoptees the right to file a “disclosure veto,” 

which would allow them the option of blocking access to the 

birth registration information. While this would provide much-

needed protection for the minority, it would, also, as the Court 

noted, “... in fact allow the vast majority to get the information 

they were seeking.”

My first response to the court ruling was one of elation! I 

immediately thought of all the birth parents and adoptees who 

had sent me so many heart-wrenching letters, e-mails and 

commissioner’s message

Personally, it has been quite a journey 

for me since the autumn of 1987, when 

I joined the I PC as the office’s first 

Director of Compliance. For the past decade, 

I have had the honour of serving as Commissioner, 

and during that time, I have seen major changes in 

both the access and privacy fields – for the latter, 

primarily arriving from unprecedented advances in 

technology. For me, 2007 represents a year that will 

stand out in my mind for the number of positive 

steps that were taken.
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phone calls expressing their concerns – and their fears – at the 

prospect of having their sealed files opened and the potential 

impact on their lives. I wrote to everyone for whom we had 

contact information with the good news.

My feeling of optimism for the future of privacy rights in 

Ontario grew when I reread the Court’s decision.

People expect, and are entitled to expect, that the 

government will not share their confidential or 

personal information without their consent. 

It is of critical importance that we never forget the Court’s 

words, “... privacy is undeniably a fundamental value in 

Canadian society,” because privacy is the very underpinning 

of liberty – the very foundation upon which our freedoms  

are built.

In November, I publicly applauded Premier Dalton McGuinty 

for his decision not to appeal the Court ruling and was extremely 

grateful for his decision. I also pledged the full support of my 

office in drafting a new law that would include a disclosure 

veto, allowing the individuals involved in past adoptions the 

option of exercising their right to privacy. After my office 

worked with the government, the resulting bill was introduced 

in the Legislature on December 10, with the government  

aiming at having the new law in place by the spring of 2008.

Used-Goods Decisions

Two other very positive steps for privacy in Ontario revolved 

around the same core issue – that the collection of extensive 

personal information from individuals whose only wish was 

to sell one or more second-hand items to a used-goods store, 

should not end up in police files. The first development was a 

court ruling; the second was a seminal order that I issued.

In July, the Ontario Court of Appeal struck down a City of 

Oshawa bylaw that had required used-goods retailers to collect 

extensive personal information from people who wanted to sell 

one or more second-hand items to such stores. This personal 

information, comprised of a photograph and the particulars 

of three pieces of government-issued identification, was then 

to be transmitted to, and stored centrally in, a police database, 

without any restrictions on its use or any judicial oversight. 

In September, for the first time in the 20-year history of my 

office, I invoked the power to order an institution to cease 

the collection of personal information. In Order MO-2225, I 

directed the City of Ottawa and the Ottawa Police to stop col-

lecting extensive personal information from individuals selling 

used goods to second-hand stores and to destroy all personal 

information already collected (with limited exceptions). 

We then published a set of guidelines – Privacy Guidelines for 

Municipalities Regulating Businesses Dealing in Second-hand 

Goods – in an effort to provide assistance to all municipalities 

and police services throughout Ontario. (For more information 

on MO-2225, see the High Profile Privacy Incidents chapter.)

Privacy Laws Not at Fault

There is, of course, no shortage of new challenges in access 

and privacy, and in 2007 I found myself in the unique position 

of having to defend privacy, not only from those who wish to 

erode it, but from those who seek to employ it as an excuse 

commissioner’s message
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or a scapegoat – and for reasons that have nothing to do with 

privacy, thereby trivializing it in the process.

A spate of newspaper columns, editorials and stories – cit-

ing several different incidents – decried privacy laws as “an 

obstruction to public safety,” with public officials blaming 

privacy laws for everything from allowing an escaped convict to 

roam about freely, to the tragedy of the Virginia Tech campus 

shootings. Throughout the autumn of 2007, I found myself 

writing to four major daily newspapers, ranging from the 

National Post to the Washington Post, discrediting the argument 

that privacy laws jeopardized public safety. The problem cited 

in each of those incidents was not with our privacy laws, but 

rather with those who failed to exercise their ability to disclose 

much-needed information, when required. (See the chapter in 

this Annual Report entitled, Don’t Hide Behind Privacy Laws.)

If You Use Public Funds, the Public has a Right to Know

There were a number of other court rulings in 2007 address-

ing important access and privacy issues. Among these was a 

very significant ruling by Ontario’s Divisional Court in which it 

upheld two decisions made by my office on the application of 

the solicitor-client exemption to legal fees. 

The July ruling was a strong endorsement of our approach 

to the disclosure of legal fee information under the Freedom 

of Information and Protection of Privacy Act and its municipal 

counterpart. The ruling underscores our consistent message 

that governments should actively disclose information about 

the expenditure of public funds.

One of the cases involved the amount of legal fees incurred by 

two ministries in defending lawsuits regarding the province’s 

provision of services to children with autism.

When my office ordered the disclosure of the total dollar 

amount for the legal services rendered, the government chal-

lenged this decision in Divisional Court. This court challenge 

was heard together with a similar case in which our office had 

ordered the disclosure of the total dollar amount on invoices 

for legal services rendered to a ministry in respect of an appeal 

to the province’s Health Services Appeal and Review Board.

The Court agreed with my office’s conclusion that no privi-

leged communications would be revealed by the disclosure of 

the bottom line or total amounts of invoices for legal fees in 

each of these cases. This was an especially gratifying ruling. 

Public Interest Override

In May, the Court of Appeal issued a very significant decision 

involving an appeal by the Criminal Lawyers Association. 

The Court granted the appeal, significantly expanding the 

circumstances upon which the “public interest override” provi-

sion in the provincial and municipal Freedom of Information 

and Protection Acts could be invoked. 

For more information on this decision and other key court  

rulings, see the Judicial Reviews chapter in this annual report.

Impact of Technology on Privacy

My office produced a number of key policy papers and fact sheets 

in 2007 on the impact that technology has – or may have –  

on privacy. These ranged from Biometric Encryption:  
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A Positive-Sum Technology that Achieves Strong Authen-

tication, Security AND Privacy, to Wireless Communication  

Technologies: Safeguarding Privacy & Security. 

I have devoted a chapter – Advancing Privacy through Technology 

– in this Annual Report to exploring the potential privacy 

implications of several leading emerging technologies and the 

related work my office is doing.

Honoured to be Linked with Distinguished  

Canadian Women 

In November 2007, I was honoured to be recognized as one 

of Canada’s top 100 most powerful women in the “Trailblazers 

and Trendsetters” category for my work in protect-

ing privacy. I feel privileged 

to share such a distinc-

tion with the noteworthy 

Canadian women who were 

given this award and I com-

mend the Women’s Executive 

Network for its ongoing work 

in drawing attention to the 

outstanding accomplishments 

of Canadian women in so many 

walks of life.

My Personal Thanks

I would like to give a very sincere thank-you to all of our IPC 

staff – past and present. So much has transpired since this 

office first opened its doors in 1987. Over the years, I have seen 

the demands and pressures on my office grow significantly 

and my staff have repeatedly met and exceeded the growing 

expectations placed upon them. There have been many occa-

sions where I was genuinely touched by the diligence and 

enthusiasm shown by my staff. I truly believe that the people 

of Ontario are very fortunate to have such talented and dedi-

cated people working on their behalf, in the pursuit of open, 

transparent government, and the protection of our personal 

privacy...essentially, for our freedom and liberty. You are all true 

professionals. My heartfelt thanks to you all, now as always!

Ann Cavoukian, Ph.D.

Information and Privacy Commissioner of Ontario
	 Leader. Trailblazer. Innovator.

IBM congratulates Dr. Ann Cavoukian, Ontario’s Information 

& Privacy Commissioner, on being named one of  

Canada’s Most Powerful Women: Top 100.™

Your unfailing commitment, passion, energy and the 

expertise you devote to privacy serves as an inspiration 

to us all!

IBM and the IBM logo are trade-marks or registered trade-marks of International Business 

Machines Corporation in the United States and/or other countries and are used under licence 

by IBM Canada Ltd. Other company, product and service names may be trade-marks or service 

marks of others. © Copyright IBM Corporation, 2007. All rights reserved.

®
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The purposes of the Freedom of Information and Protection of Privacy Act and the Municipal Freedom of Information  

and Protection of Privacy Act are:

a)	To provide a right of access to information under the control of government organizations in accordance with the  

following principles:

•	 information should be available to the public;

•	 exemptions to the right of access should be limited and specific;

•	 decisions on the disclosure of government information may be reviewed by the Information and Privacy 

Commissioner.

b)	To protect personal information held by government organizations and to provide individuals with a right of access to their own 

personal information.

The purposes of the Personal Health Information Protection Act are:

To protect the confidentiality of personal health information in the custody or control of health information custodians and to  

provide individuals with a right of access to their own personal health information and the right to seek correction of such  

information, with limited exceptions.

The Purposes of the Acts

6	 information and privacy commissioner of ontario
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Ontario’s Freedom of Information and Protection of Privacy Act 

(FIPPA), which came into effect on January 1, 1988, estab-

lishes an Information and Privacy Commissioner (IPC) as an 

officer of the Legislature. The Commissioner is appointed by 

and reports to the Legislative Assembly of Ontario and is inde-

pendent of the government of the day. 

The term “freedom of information” refers to public access 

to general records relating to the activities of government, 

ranging from administration and operations to legislation and 

policy. It is an important aspect of open and accountable gov-

ernment. Privacy protection is the other side of that equation, 

and refers to the safeguarding of personal information held by 

government. 

FIPPA applies to all provincial ministries and most provincial 

agencies, boards and commissions, as well as to universities 

and colleges of applied arts and technology. The Municipal 

Freedom of Information and Protection of Privacy Act (MFIPPA), 

which came into effect January 1, 1991, broadened the number 

of public institutions covered by Ontario’s freedom of informa-

tion and privacy legislation. It covers local government orga-

nizations, such as municipalities, police, library, health and 

school boards, and transit commissions.

The Personal Health Information Protection Act, 2004 (PHIPA), 

came into force on November 1, 2004, and governs the collec-

tion, use and disclosure of personal health information within 

the health-care system. It is the third of the three provincial 

laws that the IPC oversees. 

Together, these three Acts establish rules about how govern-

ment organizations and health information custodians may 

collect, use, and disclose personal data. They also establish a 

right of access that enables individuals to request their own 

personal information and have it corrected if necessary. 

The Commissioner plays a crucial role under each of the three 

Acts. In general terms, the Commissioner’s mandate is to:

•	 independently review the decisions and practices of  

government organizations concerning access and  

privacy; 

•	 independently review the decisions and practices of  

health information custodians in regard to personal  

health information; 

•	 conduct research on access and privacy issues; 

•	 provide comment and advice on proposed government 

legislation and programs; 

•	 review the personal health information policies and  

practices of certain entities under PHIPA; and 

•	 help educate the public about Ontario’s access, privacy 

and personal health information laws and related issues.

The Commissioner delivers on this mandate by fulfilling  

seven key roles:

•	 resolving appeals when government organizations refuse 

to grant access to information;

•	 investigating privacy complaints related to government-

held information;

•	 ensuring that government organizations comply with  

the Acts;

•	 conducting research on access and privacy issues and 

providing advice on proposed government legislation 

and programs;

•	 educating the public about Ontario’s access, privacy and 

personal health information laws and access and privacy 

issues;

•	 investigating complaints related to personal health  

information; and

•	 reviewing policies and procedures, and ensuring  

compliance with PHIPA.

In accordance with the Acts, the Commissioner has delegated 

some decision-making powers to her staff. Thus, the Assistant 

Commissioner (Privacy), Assistant Commissioner (Access) 

and other designated staff may issue orders, resolve appeals, 

and investigate privacy complaints. 

Role and Mandate



IPC prides itself on the timeliness, 
thoroughness and diligence we 
bring to every public issue.
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The public debate surrounding the tragic shootings at Virginia 

Tech late in 2007 provides an excellent example of this ten-

dency at work. In the aftermath of the tragedy, a key issue that 

emerged was communication, and how university officials 

had failed to communicate both with each other and with the 

parents of the killer prior to the massacre. Officials attributed 

this failure to their interpretation of the privacy laws they felt 

bound by; they believed that those laws prohibited them from 

sharing much-needed information. 

Newspapers, perhaps not surprisingly, seized upon this point 

and sensationalized it. Media reports of the incident were full 

of claims that privacy laws had prevented university and health 

officials from disclosing information that could have identi-

fied the threat posed by the shooter, thereby preventing the 

tragedy.

This view is mistaken. As I noted in my letter to the Washington 

Post at the time, the issue lies not with our privacy laws them-

selves but rather with officials who fail to disclose information 

when required. Even the panel that reviewed the circumstances 

surrounding the tragedy noted in its report that the incorrect 

interpretation of privacy laws “... may cause holders of such 

information to default to the non-disclosure option – even 

when laws permit the option to disclose.” 

More often than not, 

public officials are 

choosing to play it 

safe instead of gaining 

a proper understanding 

of what their options 

are for disclosure. And 

then, when information 

is withheld inappropri-

ately and problems – even 

tragedies – ensue, privacy 

laws are mistakenly faulted 

as being the culprit – doing 

“more harm than good.”

In reality, privacy laws are an essential part of the social fabric 

of our democracy. Privacy is a fundamental right that helps us 

to realize the other fundamentals that we value so dearly, like 

liberty and freedom. And when privacy is falsely pitted against 

security or public safety, or used as a convenient scapegoat for 

inaction, it is our very liberty that is threatened. And our atten-

tion is drawn away from the real issues at hand: bureaucratic 

inertia, misguided policies, inefficient practices, and poor 

judgment.

key challenges

Don’t Hide Behind Privacy Laws
By Ann Cavoukian, Ph.D.

Information and Privacy Commissioner of Ontario

Over the past year, I have been troubled by what 

seems to be an increasing tendency for public 	

officials to hide behind privacy laws when the issues 

at hand have in fact, little to do with privacy. 
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The problem in the case of the Virginia Tech massacre was not 

that privacy laws existed – it was that they were misinterpreted 

and poorly understood by those responsible for implementing 

them. 

It is certainly true that the primary purpose of privacy laws is 

to protect personal information collected, used or disclosed by 

public and private sector organizations. But clear exceptions 

always exist to enable authorities to collect and disclose certain 

information for specific purposes, such as law enforcement. 

Privacy laws give government agencies wide latitude when it 

comes to protecting public safety. It is up to those agencies to 

exercise that authority appropriately. 

In July 2005, I issued a fact sheet entitled, Disclosure of Informa-

tion Permitted in Emergency or other Urgent Circumstances (see 

www.ipc.on.ca), to clarify this point and identify circumstances 

when personal information could be disclosed under Ontario’s 

privacy laws. The exemptions include permitting disclosure:

•	 Where compelling circumstances affecting the 

health and safety of an individual exist; 

•	 In compassionate circumstances to facilitate 

contact with a close relative or friend if an 

individual is injured, ill or deceased;

•	 In situations where there is a grave health, 

safety or environmental hazard to the public; or

•	 Where it is necessary to eliminate or reduce  

a significant risk of harm to an individual  

or group.

The rules are similar in other Canadian jurisdictions.

In the United States, both the Health Insurance Portability 

and Accountability Act and the Family Educational Rights and 

Privacy Act permit the sharing of information in emergency 

situations involving imminent, specific threats to health or 

safety. The Privacy Act of 1974 has a similar provision allowing 

disclosure in compelling circumstances. 

key challenges



To imply that privacy laws – rather than the judgment shown 

in the application of those laws – are to blame for what hap-

pened at Virginia Tech is, in my view, irresponsible. A clear 

understanding of the facts is the essential foundation of our 

path of action, our social contract, and the choices that pol-

icy-makers make on our behalf. Misrepresenting the facts 

about privacy laws may titillate readers or fire controversy that 

helps sell more newspapers. But ultimately it focuses public  

attention, and the attention of our politicians, away from the 

real issue at hand, which is that laws must be thoughtfully, 

carefully, and intelligently applied. Especially where public 

safety is concerned. 

When we hear officials citing privacy as a barrier to the public 

interest, or the media arguing that privacy laws jeopardize 

public safety, we must learn to demand that these positions 

be justified. That’s why late last year, in a letter to the National 

Post, I challenged the media this way: “The next time someone 

tells you they can’t tell you something because of ‘privacy,’ dig 

deeper and ask them why.”

Now, I am challenging everyone who is ever told that informa-

tion could not be released because of privacy legislation to ask:

•	 Where in the law (section) does it state that  

the release of the information is specifically 

forbidden?

•	 Why (specific reasons) does the law forbid the 

release of the information?

•	 When is the release of such information 

allowable under the law?

•	 Are there not exemptions with regards to 

public safety?

I believe that if we begin to ask these questions, and to demand 

answers, we will see that privacy is not the barrier that some 

public officials and media outlets would have us believe, but 

rather a convenient cover for human error, lack of judgment, 

or inaction.

Privacy is too important to our social fabric to let it come under 

attack on the basis of false accusations. And I urge all of you 

– from individual citizens to large corporations to national  

and international media outlets – to take seriously our  

responsibility to protect that precious freedom.
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Who are you? Prove it! Never before in history have we been asked to identify 

ourselves as widely, as often, or as strongly, as today. New information 	

technologies are recording our digital identity data, helping to secure access 

to sensitive spaces and resources – but at what cost to our privacy? 
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There is a profound need for these organizations to manage 

personal information credibly. This requires not only adher-

ence to fair information practices, but also intelligent technol-

ogy choices.

The IPC has long advocated for the development and deploy-

ment of technologies that support privacy aims while delivering 

on core business objectives. In 2007, we continued our efforts 

with particular emphasis on promoting privacy-enhancing 

technologies. 

Privacy by Design

Integrating privacy fundamentals into information systems 

not only enhances privacy, but also data security. Some of these 

fundamentals include:

•	 Minimize personal information sought, 

collected, used, retained and disclosed –  

if you don’t possess the data, you can’t lose  

or misuse it;

•	 Empower individuals to participate in  

managing their own personal information 

– trust depends on openness, transparency  

and accountability; 

•	 Ensure strong safeguards – include strong 

audit and compliance measures.

“Privacy by design” begins early, at the conceptual stages 

of new, large, or complex information systems that process  

personal information. 

The IPC offers a wealth of guidance materials for effective  

privacy design, such as privacy impact assessment tools, avail-

able online at www.ipc.on.ca. 

Secure Technologies

Many privacy risks may be mitigated by deploying widely avail-

able technologies, such as encryption. Encryption and other 

types of signal-scrambling techniques transform data into a 

format unintelligible to those not in possession of the special 

passkey to decrypt the information. As long as the passkey is 

kept secure, the encrypted data cannot be viewed in “plain text” 

format, even if it is intercepted. 

Encryption has a number of other interesting properties that 

make it suitable for other uses and applications such as secure 

communications; strong identification, authentication and 

access control; privacy-enhanced data matching; and data 

integrity checking. 

In 2007, the IPC issued two important health orders in 

response to data security and privacy breaches, as well as guid-

ance notes on encryption and how to secure mobile devices and 

wireless video.

key challenges

Advancing Privacy through Technology

Information – especially personal information – is a core commodity in our 	

digital era. Growth and success in the digital age depends, in part, on the extent 

to which the public trusts how personal information is collected, used, disclosed 

and retained by the organizations that hold it.
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Privacy-Enhancing Technologies (PETs)

This year, as in the past, the IPC continued to encourage  

the development and use of privacy-enhancing technologies 

wherever possible. 

PETs incorporate essential privacy fundamentals, or fair infor-

mation practices (FIPs), directly into the information technol-

ogy and its operation. They have been defined as “a coherent 

system of ICT (Information and Communications Technology) 

measures that protect privacy by eliminating or reducing 

personal data or by preventing unnecessary and/or undesired 

processing of personal data, all without losing the functionality 

of the information system.” 

Awareness of, interest in, and demand for PETs appear to be 

growing around the world. European Commission officials, 

data protection authorities, standards developers and technol-

ogy researchers are actively funding and promoting research, 

development, and implementation of PETs. 

The IPC continues to be active in promoting privacy-enhancing 

tools and technologies. The IPC has engaged companies such 

as Facebook, Google, IBM, Microsoft, Oracle and others on 

matters of privacy and security, arguing for improved privacy-

enhancing design and functionality options for users. 

IPC PETs Research and Development Initiatives

Each year, the IPC presents an award for outstanding research 

in Privacy-Enhancing Technologies at the PET Workshop (now 

called the PET Symposium). An independent, international 

peer-review panel selects the winning papers from among the 

hundreds submitted. 

In 2007, the IPC presented the PET Award to the authors of 

a paper demonstrating the security risks of RFID-embedded 

payment fobs.

The IPC also joined with the University of Toronto to launch 

a new interdisciplinary graduate program combining Applied 

Science and Engineering with Information Studies. The 

Identity, Privacy and Security Initiative (IPSI) program sup-

ports new approaches to security that maintain the privacy, 

freedom and safety of the individual, as well as the broader 

community. 

Commissioner Cavoukian chairs the IPSI Advisory Board. She 

gave the inaugural lecture in September 2007, about how  

privacy and security technologies should not be viewed as 

trade-offs in a zero-sum game. Instead, she argued for a posi-

tive-sum paradigm, integrating both security and privacy 

requirements into new information technologies to deliver 

optimal “win-win” results.

This year, the IPC also concluded fours year of participation 

in the University of Ottawa’s On the Identity Trail research 

project, led by Professor Ian Kerr. The project brought together 

a multi-disciplinary research team to identify and address fail-

ures in bringing privacy-enhancing technologies to market and 

develop “applications for privacy-enhancing technologies that 

can find markets in the new economy.”

Promoting Use of PETs in Government and  

Businesses Operations 

In 2007, the IPC worked with many public sector and health 

organizations across Ontario on the direction, shape and 

key challenges

Always Think Before You Click: 	
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governance of large-scale IT projects that process personal 

information.

The privacy advice the IPC offered helped support critical 

architecture, design, and technology choices, as well as gover-

nance policies and operational procedures. Some key projects 

included:

•	 Health data repositories, entities and registries;

•	 Interoperable electronic medical records  

(EMR) systems;

•	 Public sector interactive Web portals;

•	 Identity management systems;

•	 Public video surveillance camera networks;

•	 Integrated public transit fare cards;

•	 Contactless smart card applications; and

•	 Law enforcement information-sharing  

initiatives.

The IPC also provided advice through a wide range of other 

avenues, including:

•	 The Government of Ontario select Independent 

Advisory Committee, created in 2005 to 

provide independent expert advice on imple-

mentation issues associated with large busi-

ness transformation initiatives involving ICTs; 

•	 The Ponemon Institute’s Responsible 

Information Management (RIM) Council, 

Privacy-Enabling Technology Working Group;

•	 Carnegie Mellon University’s CyLab Privacy 

Interest Group (CPIG);

•	 The European Biometrics Forum’s 

International Biometric Advisory Council 

(IBAC); and

•	 The OECD Workshop on Digital Identity 

Management.

The IPC also submitted written comments on initiatives in 

Ontario, Canada, the United States, Europe, and elsewhere on 

technology and privacy-related issues. 

In September, the IPC co-sponsored an international resolu-

tion by Privacy and Data Protection Commissioners on devel-

oping privacy-related standards for the use and deployment of 

new and existing technologies.

Biometric Encryption (BE)

Biometrics are unique physiological characteristics, such as 

fingerprints or iris scans, that can be used to recognize and 

verify identity. Biometric technologies promise to enhance the 

effectiveness of identification and authentication processes, 

help control access to physical and electronic resources, and 

improve the security of information systems. 

Implemented poorly, however, biometric technologies can be 

highly privacy invasive. Biometric data, once collected, may be 

stored, shared and used for numerous unauthorized secondary 

purposes, potentially opening the door to discrimination and 

identity theft.
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key challenges

While widespread adoption of biometric technologies is on the 

horizon, the IPC believes that ubiquitous use should not come 

at the cost of personal privacy. In March 2007, the IPC co-

authored a research paper with international biometrics expert 

Dr. Alex Stoianov, entitled Biometric Encryption: A Positive-Sum 

Technology that Achieves Strong Authentication, Security AND 

Privacy. The paper illustrates how biometrics may be deployed 

in a privacy-enhancing manner that minimizes the potential 

for surveillance, maximizes individual control, and ensures full 

functionality and enhanced security of the systems involved. 

With biometric encryption, instead of storing, for example, 

fingerprint templates in a database, the live fingerprints are 

used to encode some other information, like a password or 

account identifier, or cryptographic key. Only the biometrically 

encrypted result, not the biometric itself, is actually stored. 

This removes the need for organizations to collect and store 

actual biometric images in their database. In this way, many 

privacy and security concerns associated with the creation and 

maintenance of centralized databases are eliminated.

Another significant privacy advantage of using BE technology 

is the ability to generate multiple different outputs (or identi-

fiers) from the same biometric, and to even revoke and create 

new identifiers, if the need arises – much like changing a 

password or credit card number.

As an added bonus, BE can enable people to quickly, easily and 

securely encrypt (and decrypt) their own data, using only their 

biometric. 

With data minimization, user control, and enhanced security, 

BE qualifies as a true PET. These and many other advantages of 

BE over traditional biometrics are outlined in our paper, which 

is available on the IPC’s website. 

Interest in, and response to, the BE paper – from public policy-

makers, industry associations, and biometrics researchers 

around the world – has been tremendous. We were delighted to 

learn that a number of publicly funded research initiatives and 

small-scale trials of BE technology are already underway. Two 

particularly noteworthy initiatives are:

Private Speaker Identification: Netherlands-based Philips 

successfully integrated its PrivIDTM “private template” solu-

tion with voice biometric technology, creating a world-class, 

privacy-protected speaker verification solution, with enormous 

potential for use in remote client or account access scenarios, 

such as telephone banking.

Private Face Recognition: The Ontario Lottery and Gaming 

Corporation is exploring the use of facial biometrics to assist 

Ontarians who voluntarily choose to opt into the self-exclusion 

program so that they can be denied entry into casinos (because 

of a self-identified gambling addiction). Because of sensi-

tivities surrounding any use of automatic identification tech-

nologies in casinos, a privacy-enhanced solution is essential. 

In 2007, researchers at the 

University of Toronto Faculty 

of Engineering undertook 

research to develop a “made-

in-Ontario” BE solution that 

may be integrated with facial 

recognition technology. 

Radio Frequency Identification (RFID)

In 2006, the IPC developed and released Privacy Guidelines for 

RFID Information Systems and Practical Tips for Implementing 

RFID Privacy Guidelines. In 2007, the IPC partnered with 

Hewlett-Packard Canada to research and develop a guidance 

paper reviewing the many uses and benefits of RFID technol-

ogy for health-care providers, and providing guidance on how 

to identify and mitigate the privacy risks. RFID and Privacy: 

Guidance for Health-Care Providers was released in January 

2008.

Data Breaches

Even with the application of fair information practices and 

the use of privacy-enhancing technologies, data breaches will 

occur. The Personal Health Information Protection Act (PHIPA) 

makes Ontario the only jurisdiction in Canada where notifying 

patients of privacy breaches is mandatory. 

Of the hundreds of breaches reported to the IPC since PHIPA 

came into effect in late 2004, the majority have been relatively 

small scale and episodic in nature. These include occurrences 
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like a lost appointment book or a misdirected fax or letter. 

Others have been more significant, exposing systemic risks. 

These have included, for example, incidents of lost laptops 

containing unencrypted patient information.

Sadly, 2007 was another banner year for reported data breaches. 

Whether the result of hackers or employees, of malice, neglect 

or simple error, such breaches undermine public confidence.

Because data breaches can have such a major impact on inno-

cent lives – including putting them at risk for identity fraud 

and theft – many jurisdictions around the world are adopting 

mandatory breach notification. This trend towards transpar-

ency is a very welcome development. 

In 2007, the IPC continued to advocate for greater openness, 

transparency and accountability for data privacy and security 

breaches, calling upon the Ontario government to bring in 

legislation to address breach notification more widely. 

The IPC also developed and released a Breach Notification 

Assessment Tool, which is available online at www.ipc.on.ca, as 

are all IPC papers cited in this Annual Report.

Going Forward

2007 was a busy and productive year for the IPC in terms of 

promoting PETs and building better understanding of how 

privacy and technology can interact to the benefit of both. 

In an age characterized by revolutionary IT developments and 

exponential information creation, storage, transmission and 

use, the case for robust and credible information manage-

ment has never been greater. It is clear that the time has come 

for widespread use of PETs and acceptance of the concept of 

building privacy into the design of emerging technologies. 

With care, advances in technology will also mean advances  

in privacy.

In 2008, we will continue our important work in this area, 

advocating for privacy-friendly technology options for identity 

management systems, interoperable electronic health records, 

e-government portals, and many other large public and private-

sector IT projects. 

Whether visible or hidden, RFID 	

tags wirelessly transmit unique 

identifiers automatically and silently 	

to any device that asks.
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Ontario needs to move quickly towards implementing an  

effective interoperable electronic health record (EHR) that may 

be shared with patients and practitioners across the health-care 

sector. 

This is an essential step for all Ontarians, yet Ontario lags 

behind other provinces. Development of an EHR is a very 

important issue that should become a top priority. When 

health-care professionals can electronically access a patient’s 

complete health record, it will not only save lives, but will drive 

down costs.

As well as major health-care advantages, electronic health 

records present some privacy challenges. These challenges, 

however, can be met with enhanced privacy-protective features 

ranging from anonymization to user authentication; from strict 

access controls to electronic audit logs. I am highly motivated 

to work with the Ontario government to expedite the develop-

ment and implementation of effective, privacy-protective EHRs 

in Ontario.

Commissioner’s Recommendations

1.	 Make a Privacy-Protective Electronic Health Record a Priority

I am calling upon the Premier, who served for years as the head 

of the Ministry of Research and Innovation, and John Wilkinson, 

the Minister of Research and Innovation, to advance the  

development of transformative technologies (privacy- 

enhancing technologies  appl ied to  technologies  of  

surveillance), not only in the area of research, but particularly 

in the commercialization of such research to facilitate its 

entry into the marketplace. I would be delighted to offer my  

assistance to the Premier and Minister, in whatever capacity 

they feel necessary.

2.	 Advance the Development of Transformative Technologies

In an earlier Annual Report and in subsequent public com-

ments, I advocated for an amendment to the provincial and 

municipal Freedom of Information and Protection of Privacy 

Acts that would enable relatives of deceased persons to obtain 

information regarding the circumstances of the death of 

family members. This was based on our experience that local 

police services and the Ontario Provincial Police were required 

to deny relatives access to this type of information because 

disclosure was presumed to be an unjustified invasion of the 

deceased’s personal privacy.

To its credit, the Ontario government subsequently acted and 

introduced Bill 190, which contained amendments to the Acts 

that would permit institutions to disclose the personal infor-

mation of a deceased individual to family members in compas-

sionate circumstances. 

3.	 Give Families the Information they need after the Death of a Loved One
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Despite the fact that Bill 190 passed, our experience to date 

indicates that some police services are still reluctant to provide 

greater disclosure to family members. In fact, the existence of 

the new section permitting the disclosure of the personal infor-

mation of a deceased individual is often ignored.

In 2007, my office issued its first orders interpreting this 

new section after individuals appealed the denial of access to 

the information they were seeking about the death of a fam-

ily member. These orders recognized that the amendments 

resulting from Bill 190 were designed to increase disclo-

sure to relatives in order to assist them in understanding the  

circumstances of their loved one’s death, and to assist in bring-

ing some measure of closure to a difficult experience. 

All police services are asked to recognize the intent of the 

Legislature by giving a broad and generous interpretation to 

these new sections so that family members may gain greater 

knowledge of the circumstances surrounding the deaths of 

loved ones.

A number of provinces, including Ontario, are looking at 

providing an enhanced drivers’ licence (EDL) that citizens 

could use as an alternative to a passport, to cross the U.S. 

border. Privacy Commissioners from across Canada, earlier 

this year, issued a joint memorandum calling on all govern-

ments involved in such a project to take specific steps to protect 

privacy. While we supported the joint memorandum, Ontario, 

after extensive consultations with my office, had already com-

mitted to many of the key steps that all governments are being 

urged to take before implementing an enhanced drivers’ 

licence initiative.

There is, however, an essential step that the federal government 

must first take. Provinces and territories cannot be required to 

build their own databases of citizenship information – which 

is essential for EDLs. To do so would needlessly add to privacy 

and security concerns, not to mention the costs of a cumber-

some and highly duplicative process. Wasting taxpayer dollars, 

duplicating efforts and creating a mirror database that would 

serve as a magnet for identity thieves – that would be the result 

of this federal requirement.

I am urging the Government of Canada to securely provide 

citizenship information, upon request, to any province or 

territory that is implementing an EDL program, and abandon 

the privacy-invasive requirement that provinces recreate this 

information from scratch.

4.	 Make Citizenship Information Available to the Provinces
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957
filed with the IPC in 2007

FOI Appeals
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The Williams Commission on Freedom of Information and 

Individual Privacy was appointed in March 1977. The three-

volume set of recommendations the Commission presented 

to the provincial government a little more than three years 

later in August 1980 were ultimately used as the founda-

tion for Ontario’s Freedom of Information and Protection of 

Privacy Act, which passed third reading on June 25, 1987 and 

received Royal Assent four days later. The Act came into effect  

January 1, 1988.

Another key development started with a phone call in the  

summer of 1987 to Justice Sidney Linden from then-Attorney 

General, Ian Scott. Justice Linden, a lawyer who had earlier 

served as the first Police Complaints Commissioner for 

Metropolitan Toronto, was then executive director of the 

Canadian Autoworkers pre-paid legal services plan, the first 

privately funded national pre-paid legal services plan in 

Canada. 

The string of “firsts” for Justice Linden would continue. The 

phone call from the Attorney General was an invitation to 

meet with him. At that meeting, Justice Linden was offered the 

opportunity to become Ontario’s first Information and Privacy 

Commissioner. (The Attorney General had discussed the 

appointment with representatives of the two opposition parties 

before offering it to Justice Linden.)

“I was very enthused about this opportunity,” Justice Linden 

recalled recently. He started that summer on a contract basis, 

building a small team that had to quickly prepare for the Act 

coming into effect just a few months later. “It was an interest-

ing, challenging and exciting time. We had a small period of 

time to refine the processes.” 

One of his early decisions would continue to have an impact 

two decades later.

The newly appointed Commissioner “really didn’t want oral 

hearings” for every appeal of decisions made by government 

institutions responding to freedom of information requests, 

because of his concern that this would delay the appeal process. 

Instead, he set up a process for written submissions from both 

the appellant and the government organization. “This was a 

good success.”

Among his key staff in those early days was Ann Cavoukian, 

the current Commissioner, who joined the small start-up team 

as the first Director of Compliance in those 1987 early days 

and who was appointed Assistant Commissioner of Privacy  

in 1990. 

Justice Linden, who had been appointed to a five-year term, 

expected to complete that term until Attorney General Scott 

came calling again. In April 1990, he was appointed as Chief 

Justice of the newly reorganized Ontario Court of Justice 

(Provincial Division). 

20th anniversary feature

Key moments in the evolution 
of FOI and Privacy in Ontario

While 2007 marked the 20th anniversary of the passing of Ontario’s first freedom 

of information and protection of privacy law, the first real building blocks for 

that legislation were laid a decade before that.
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IPC Chronology — 1987 to 2007
Justice Linden, who is now serving as Ontario’s Conflict of 

Interest Commissioner, was asked recently what he thinks of 

the role of the Information and Privacy Commissioner today. 

“Information and privacy are very important subjects and 

have gotten even more important to our democratic system of 

government 20 years on …. The agency has been very fortunate 

that good people picked it up and took it to another level.”

Here are just a few of the milestones of the first 20 years  

of Freedom of Information and Protection of Privacy  

legislation in Ontario. The thousands of phone calls the IPC 

deals with each year, the long lists of meetings, media inter-

views, research and policy development, privacy investigations 

and appeals, speeches and other presentations, all the work 

that goes into our website, etc., cannot be addressed properly 

in this chronology. A few of the key events, submissions, policy 

papers, investigation reports and orders were chosen simply to 

give you a small glimpse into the type of work that goes on at 

the IPC.

1987
Ontario’s Freedom of Information and Protection of Privacy 

Act (FIPPA) passes

•	 The Act passed third reading on June 25, and received Royal 

Assent on June 29.

Justice Sydney B. Linden appointed as first Commissioner

•	 He would serve for nearly three years, leading a small team 

in carving out the office’s role and developing jurisprudence 

(the IPC’s early orders set the standards for government 

organizations to follow).

1988
The Freedom of Information and Protection of Privacy Act 

came into force January 1, 1988

•	 The Act, which gives individuals the right to request access 

to government-held information, including general records 

and records containing their own personal information, and 

requires that the government protect the privacy of an indi-

vidual’s personal information held in government records, 

came into effect on the first day of the year.

•	 The first IPC orders were issued and the first investigations 

conducted into privacy complaints.

1989
The Municipal Freedom of Information and Protection of  

Privacy Act (MFIPPA) passes

•	 Ontario’s second freedom of information and protection of 

privacy Act (which covers the local government sector) 

received third reading on December 14, and received Royal 

Assent the same day. The Act would come into effect just 

over a year later, on January 1, 1991.

20th anniversary feature
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The IPC undergoes major organizational restructuring

•	 After its first full year in operation, the IPC launched a major 

organizational restructuring to meet its multiple mandates, 

including the pending implementation of the Municipal 

Freedom of Information and Protection of Privacy Act. 

1990
Released the publication, HIV/AIDS: A Need for Privacy

•	 This publication – a good example of how the IPC produces 

publications that help focus attention on specific access or 

privacy issues – included information about the flow of HIV/

AIDS-related information in the Ontario public health sector, 

the potential consequences of disclosing HIV/AIDS-related 

personal information, and discussed such issues as anony-

mous testing, mandatory reporting, and contact tracing. 

Health Cards and Numbers Control Act passes

•	 This is an example of legislation being brought in after the 

IPC stressed to the government the need for such a law (in 

this case, to control the use of the new provincial health 

numbers in both the public and private sectors).

1991
Tom Wright succeeds Justice Linden as Commissioner

•	 Tom Wright, who was serving as the Assistant Commissioner 

(Access), was appointed as Ontario’s second Information 

and Privacy Commissioner.

The Municipal Freedom of Information and Protection of  

Privacy Act comes into force January 1, 1991

•	 The municipal Act is very similar to the provincial Act but it 

covers local government organizations, including munici-

palities, police services and school boards, instead of provin-

cial organizations. It gives individuals the right to request 

access to information held by local government organiza-

tions, including general records and records containing 

their own personal information, and it requires that these 

organizations protect the privacy of the personal informa-

tion they hold.

1992
IPC submission to the Ontario Telephone Services  

Commission on adopting recommendations for protecting 

caller privacy

•	 When the call-display feature on telephones first came into 

widespread public use, the IPC was concerned that it may 

result in individuals losing control of their personal infor-

mation. The IPC made recommendations to the Ontario 

Telephone Services Commission to ensure that the then-

current levels of privacy could be maintained, through  

features such as call-blocking.

Caller-ID Guidelines  for government organizations  

published

•	 These Guidelines were issued by the IPC to alert government 

organizations to the privacy concerns connected with Caller-ID 

technology and offer direction on how to address them.

1993
Release of Workplace Privacy: The Need for a Safety Net

•	 This publication, which examined workplace privacy issues, 

called upon the Government of Ontario to establish mini-

mum workplace privacy standards focusing on three issues: 

(1) electronic monitoring; (2) employee testing; and (3) 

employment records.

IPC Chronology — 1987 to 2007
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1994 
IPC proposes changes to both the provincial and municipal  

Freedom of Information and Protection of Privacy Acts in  

a submission to the Legislative Assembly committee

•	 The recommendations were made as part of the three-year 

review of the municipal Act. The IPC called on the govern-

ment to extend both access and privacy laws to a wider set  

of public organizations in order to make important public 

bodies such as hospitals, universities and social services 

agencies more accountable to the public. 

1995
Privacy-Enhancing Technologies: The Path to Anonymity, the 

first of two joint papers produced by the IPC and the Dutch 

Data Protection Authority, is published

•	 This groundbreaking paper looked at how technology could 

be used to help protect privacy. A joint study had examined 

leading technologies that allowed anonymous but authenti-

cated transactions – such as blind digital signatures, digital 

pseudonyms and the use of trusted third parties.

 The IPC’s website is launched

•	 The IPC launched its website to provide an additional source 

of information to the public about access and privacy.

Record set for number of FOI requests

•	 The number of freedom of information requests filed across 

Ontario – 26,316 – set a new record. (That record, after addi-

tional user fees were introduced the following year, would 

stand for seven years. New records have been set, however, 

in four of the past five years, including the 38,584 FOI 

requests filed in 2007.)

Impact of the Acts reduced

•	 The Labour Relations Act and Employment Statute Law 

Amendment (often still referred to as Bill 7) was given Royal 

Assent. It removed certain types of records relating to labour 

relations or the employment of individuals from the scope of 

the Acts. As a result, public sector employees were precluded 

from obtaining access to labour relations or employment-

related records about themselves, and from making a  

privacy complaint related to the collection, use or disclosure 

of their employment-related personal information

1996
Fees for FOI requests expanded

•	 The Savings and Restructuring Act further amended FIPPA 

and MFIPPA, bringing in additional fees. As well, a number 

of procedural processes were changed and government orga-

nizations were given the authority to refuse access in certain 

circumstances to records on the basis that a request was 

frivolous or vexatious. 

ORDER P-1190 – Ontario Hydro

•	 Ontario Hydro received a request from a newspaper reporter 

for access to the most recent internal evaluation reports 

prepared in response to peer reviews undertaken at each of 

its nuclear plants. The reports addressed regulatory compli-

ance and supplemented periodic reviews undertaken by the 

Atomic Energy Control Board. After Hydro denied access to 

the records on the basis that their disclosure could reason-

ably be expected to prejudice the economic interests or 

competitive position of Hydro, the reporter appealed the 

decision to the IPC. Then-Assistant Commissioner Tom 

Mitchinson found that a compelling public interest in the 

disclosure of records concerning nuclear safety existed and 

that this interest was sufficiently compelling to outweigh the 

purpose of the section 18(1)(c) exemption cited by Hydro. 

20th anniversary feature
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1997
Dr. Ann Cavoukian appointed as Commissioner

•	 Dr. Cavoukian, who had served as the IPC’s first Director of 

Compliance, then as Assistant Commissioner (Privacy), was 

appointed as Commissioner, and has since gone on to 

become the first Commissioner ever to be reappointed to a 

second term. She has served as Commissioner for more 

than half of the IPC’s first 20 years.

Identity Theft: Who’s Using Your Name?

•	 This policy paper not only flagged the issue for governments, 

the public and the media – at a time when the term ID theft 

was relatively little known – it offered a number of recom-

mendations on how individuals could protect themselves. 

This was the first of a number of papers produced by the IPC 

addressing what has become a major issue.

Drivers can maintain their anonymity on Highway 407

•	 The IPC worked with the Ontario Transportation Capital 

Corporation to ensure that the users of the new major elec-

tronic toll road, Highway 407, had the option of anonymity 

(setting up a pre-paid payment account and obtaining a tran-

sponder linked to that anonymous payment account).

Order P-1398 – Ministry of Finance

•	 The Ministry of Finance received a request from a journalist 

for access to records which evaluated what the economic, 

social and budgetary implications for Ontario would be if 

Quebec left Canada. After the request was denied, the 

reporter appealed the decision to the IPC. Senior Adjudicator 

John Higgins determined that the compelling public interest 

in those portions of the records that were subject to the 

exemptions in sections 13(1) (which governs information 

qualifying as advice or recommendations) and 15(a) (which 

protects from disclosure information related to the conduct 

of intergovernmental relations) was sufficiently strong to 

outweigh the purpose of these exemptions and the informa-

tion was ordered released. (He also found that certain infor-

mation which addressed Ontario’s strategic planning and 

the economic impact on particular sectors of the economy in 

the event of Quebec separating from Canada was properly 

exempt under the section 18(1)(d) exemption and that the 

public interest in the disclosure of this information was not 

sufficiently compelling to clearly outweigh the purposes of 

the section 18(1)(d) exemption.) 

1998
IPC convinces Ministry of Education to add freedom of  

information and protection of privacy to the curriculum 

being developed for new Grade 10 Civics program

•	 The Ministry of Education was in the process of developing 

new curriculum for a number of grade levels and the IPC’s 

Tribunal and Communications departments put together a 

proposal that was presented to the ministry in a face-to-face 

meeting with senior curriculum officials. The IPC continued 

to provide input throughout the consultation process for the 

new curriculum. The IPC was successful in having access 

and privacy not only added to the Civics curriculum, but 

placed in the “Specific Expectations” of what students would 

learn by the end of the course. As this Grade 10 subject is 

mandatory, every student in Ontario will learn about  

the significance of freedom of information and protection of 

privacy.

Start of Ask an Expert and special Teachers’ Guides programs

•	 The IPC also started to develop teachers’ guides on access 

and privacy for both Grade 5 (the first level where students 

study government) and Grade 10 (the Civics program). As an 

adjunct to this, work also began on a program – Ask an 

Expert – under which IPC speakers would address Grade 5 

classes.
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History in the Making … 

1988

1991

Protection Begins

FIPPA, which covers 
provincial ministries and 	
a number of provincial 
commissions and agencies, 
comes into effect January 1, 
1988.

1987
FIPPA

Ontario’s first freedom of 
information and protection of 
privacy law is passed.

First Commissioner

Justice Sydney B. Linden is 
appointed as Ontario’s first 
Information and Privacy 
Commissioner.

MFIPPA

The Municipal Freedom 
of Information and 
Protection of Privacy 
Act – which covers the 
local government sector 
– comes into effect 
January 1, 1991.

Tom Wright 
Appointed 
Commissioner

Tom Wright, who was 
serving as the Assistant 
Commissioner (Access), 
is appointed as the 
second Information and 
Privacy Commissioner.

1997
Biometrics &  
Privacy

After extensive input from the 	
IPC, the Social Assistance Reform 	
Act is passed with provisions 
“representing the most rigorous 
legislative framework in existence 	
for the deployment of a biometric 	
by a government agency,” said 
Commissioner Cavoukian.

1997
Ann Cavoukian, Ph.D.

Dr. Cavoukian is appointed 
as Commissioner and has 
since gone on to become 
the first Commissioner 
ever to be reappointed to 	
a second term. 
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2007
Safeguarding Information

Safeguarding Privacy in a 
Mobile Workplace is another 
example of the “how to,” 
practical publications the IPC 
is developing and issuing.

2006
7 Privacy-Embedded 
Laws of Identity

The IPC releases an import-
ant blueprint for a privacy-
enhanced global identity 
infrastructure to fight 
excessive disclosure of 
personal information and 
online fraud.

1998
Guides for Teachers

The IPC started work on its popular 
teachers’ guides – What Students Need 
to Know about Freedom of Information 
and Protection of Privacy – for Grade 5 
social studies teachers and Grade 10 
civics teachers.

2006
When Online Gets Out of Line

The brochure above was the first 	
of several IPC publications devoted 	
to the privacy issues related to 
Facebook and other online social 
networking sites.

Protect the information  
you keep on your laptops,  cellphones and PDAs

SAFEGUARDING  PRIVACY IN A MOBILE WORKPLACE

Ann Cavoukian, Ph.D.

Information and Privacy Commissioner of Ontario

Checklist for taking personally identifiable information  
(PII) out of the workplace:

  Does your organization’s policy permit the removal of PII from the office?

  Is it necessary for you to remove PII from the office?
  Has your supervisor specifically authorized you to remove the PII in ques-

tion for the office?
  Have you considered less risky alternatives, such as remote access to PII 

stored on a central server?  If you must remove PII from the office, have you kept the number of records, 

and the number of fields within those records, to the minimum necessary?

  If possible, have you de-identified the PII to render it anonymous?
  If it is not possible to de-identify the PII, have you encrypted it?
  Have you protected your mobile storage device and/or any files containing 

PII, with strong passwords?  If your mobile device is lost or stolen, will you be able to identify all the PII 

stored on it?

2004
PHIPA

The Personal Health Information 
Protection Act, governing the collection, 
use and disclosure of personal health 
information within the health sector, 
comes into force November 1, 2004.



28	 information and privacy commissioner of ontario

1999
Reaching Out to Ontario (ROTO) program launched

•	 To help the public learn more about its access and privacy 

rights, the IPC launched its ROTO educational initiatives 

program in the fall of 1999, with a series of presentations, 

seminars and public meetings (led by the Commissioner) in 

London, St. Thomas and Chatham over a period of three 

days. Since then, small IPC teams have visited more than 20 

cities or regions across Ontario, several of them twice.

2000
Province of Ontario Savings Office – A Special Report to the 

Legislative Assembly of Ontario on the Disclosure of Personal 

Information

•	 Commissioner Cavoukian tabled a special report in the 

Legislature based on an investigation by the IPC into an 

incident involving account holders of the Province of Ontario 

Savings Office (POSO). An IPC investigation had revealed 

that the account numbers and account balances of POSO 

customers, their Social Insurance Numbers and their names 

and addresses, were provided to the Privatization Secretariat 

and two private sector firms that were assisting it in review-

ing whether government involvement in certain businesses 

was still warranted. The IPC concluded that the disclosures 

of this information from POSO to the Privatization 

Secretariat and from the secretariat to the two firms were not 

in compliance with FIPPA. In a special addendum, the 

Commissioner was very critical of the Ministry of Finance, 

the ministry responsible for POSO. “… the Ministry of 

Finance engaged our Office in a series of protracted discus-

sions designed, in our view, to restrict the scope of our 

investigation and the investigative tools available to us …” 

The detailed information set out in the addendum sparked 

an emergency debate in the Legislature that lasted several 

days. That was the first – and last – time the Commissioner 

had to raise such concerns.

2001
Guidelines for Using Video Surveillance Cameras in Public 

Places is released

•	 These detailed Guidelines were developed to assist munici-

palities and police forces considering using a video surveil-

lance system in public areas. The Guidelines raised questions 

about whether such cameras were needed or if the goal 

could be accomplished otherwise, and outlined how specific 

privacy protections should be built in if the decision was  

to proceed with such a system. (The Guidelines were  

subsequently updated in 2007.)

Impact on privacy after the 9-11 attacks reviewed

•	 Commissioner Cavoukian repeatedly raised concerns she 

had with the new federal Anti-terrorism Act (part of the 

Canadian government’s response to the terrorists’ attacks in 

New York and Washington on September 11). “… it is impor-

tant to remember that the goal of these efforts is to protect 

our democratic society and its citizens – not to create a state 

in which people fear for their privacy as much as their secu-

rity, or one where public openness, transparency and 

accountability are swept aside under the misguided view 

that these fundamental democratic principles must be  

subservient to the needs of security.”

Launching of STEPs – Security Technologies Enabling  

Privacy

•	 This initiative was launched by the Commissioner to con-

vince governments, law enforcement agencies and security 

vendors that security measures did not automatically have to 

violate people’s privacy in order to be effective.
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IPC investigates the use of biometric face recognition  

technology in Ontario casinos

•	 The IPC was contacted by a reporter seeking information 

about the use of biometric facial recognition technology by 

the Ontario Provincial Police in Ontario’s three commercial 

casinos. The IPC immediately launched an investigation, 

which determined that the OPP were not scanning the faces 

of all casino patrons, just those acting “suspiciously,” whose 

faces were then compared to those in a pair of databases. 

(The facial recognition system used by the OPP was a form 

of biometric technology that utilized two databases: one of 

known and suspected casino cheats throughout North 

America – supplied by a private company – and another, 

maintained by the OPP surveillance team at each casino, 

containing the faces of casino cheats convicted in Ontario.) 

The Commissioner concluded that the OPP’s collection of 

personal information through this program complied with 

FIPPA, but she recommended that the Alcohol and Gaming 

Commission of Ontario post clearly visible signs at all  

casinos to notify patrons that video surveillance and facial 

recognition technology were in use.

2002
Unauthorized access to patient records at University Health 

Network assessed

•	 The IPC was contacted in May by the Chief Executive Officer 

of the University Health Network (UHN) – consisting of 

three major Toronto hospitals – who asked the Commissioner 

to conduct a privacy assessment of a certain hospital’s 

response to an apparent breach of patient privacy. (This was 

in the pre-PHIPA days when the health sector was not  

covered by an Ontario privacy law.) The breach occurred 

when two well-known Canadians, including one connected 

to the Toronto Maple Leafs, separately checked into the  

hospital system for treatment. When UHN ran audits on the 

electronic health records of the two patients, it discovered 

that a small number of staff and medical residents had 

accessed these records, even though they did not appear to 

be involved in their care. In its review, the IPC concluded 

that UHN had made considerable efforts to ensure that 

similar privacy breaches would not happen again. Among 

the steps taken, UHN conducted a series of inquires and 

took disciplinary action against the staff that had inappropri-

ately accessed the electronic patient records. 

2003
Commissioner Cavoukian named as Privacy Manager of  

the Year

•	 The Privacy Manager newsletter announced that it had 

selected Commissioner Cavoukian as The Privacy Manager of 

the Year for 2003. “Many privacy leaders from around the 

world were nominated,” said Publisher Robert Vinet, when 

making the announcement. “But the one name that kept 

coming up was that of Dr. Cavoukian …. We looked at all the 

nominees, and the one person who was head and shoulders 

above the rest was Dr. Cavoukian.” 

Mobile Licence Plate Recognition system – Toronto Police 

Services Board

•	 A Toronto newspaper reported that the Toronto Police 

Services Board was undertaking a pilot project testing the 

Mobile Licence Plate Recognition (MLPR) system, which 

included video cameras mounted on police cars that scanned 

the licence plate numbers of parked cars, which the system 

then compared to a “hot list” of stolen vehicles. The 

Commissioner initiated an investigation which determined 

that the operation of the system was in accordance with 

MFIPPA. However, the investigation also determined that 

the police did not have a contract with the supplier of the 

MLPR system, even though licence plate numbers were 

being disclosed to the company by the police. The 

Commissioner stressed that, in future, the police should 
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sign a contract containing strong privacy-protection clauses 

with any private sector business to which the police disclosed 

personal information. The IPC report also expressed strong 

concerns about the potential linkage of the MLPR system 

with global positioning system (GPS) technology. The 

Commissioner warned that any proposal to use the GPS-

configured system would be placed under a high level of 

scrutiny and that the IPC would oppose any attempt to use 

the system to track and record the movements of law-abiding 

citizens.

Hydro One and Ontario Power Generation brought under 

FIPPA

•	 When Ontario Hydro (which was subject to FIPPA) was 

divided earlier by the government into two large companies 

and several small ones, the two large companies – Hydro 

One and Ontario Power Generation – were left outside of 

FIPPA. After strong encouragement from the IPC, both 

were brought under FIPPA by the government in 2003.

IPC releases major report: What to do if a privacy breach  

occurs: Guidelines for government organizations

•	 These Guidelines were published to assist government  

organizations, but could be used by all organizations. They 

provide guidance on how to identify and contain a privacy 

breach, whom to notify, and proactive steps to take to avoid 

future breaches. 

2004
Release of Blueprint for Action

•	 In the Blueprint for Action contained in her Annual Report, 

Commissioner Cavoukian made a series of recommenda-

tions designed to promote open, transparent government 

and the protection of individual privacy in Ontario. To the 

recently elected government, she emphasized the impor-

tance of a central message being delivered to all levels of the 

Ontario government. In response, within hours of the 

release of this Annual Report in June 2004, the Premier 

issued a memorandum to all ministers and deputy ministers 

calling upon them, “to strive to provide a more open and 

transparent government.”

The Personal Health Information Protection Act (PHIPA) 

comes into force

•	 PHIPA – the first new privacy Act in Ontario in nearly 14 

years – came into force on November 1, 2004, after substantial 

input from the IPC. The law governs the manner in which 

personal health information may be collected, used and  

disclosed within the health-care system. It also regulates 

individuals and organizations that receive personal health 

information directly from health information custodians. 

Further, PHIPA sets out in law a patient’s right to access 

one’s own medical records, with very limited exceptions.

Thousands of cheques mailed out containing the personal 

information of others

•	 Commissioner Cavoukian tabled a special report with the 

Legislative Assembly on December 16 after investigating the 

disclosure of personal information by the Shared Services 

Bureau (SSB) of Management Board and the Ministry of 

Finance. Approximately 27,000 Ontario Child Care 

Supplement for Working Families cheques had been mailed 

out with counter-foils (cheque stubs) that contained the 

name and Social Insurance Number (SIN) of the recipient as 

well as the SIN (along with four additional digits) of another 

recipient. The Commissioner concluded that the breach was 

a consequence of a computer system enhancement to the 

payment-processing application and that the disclosures 

were clearly not in compliance with FIPPA. Among the  

recommendations made by the Commissioner – as well as a 

change in the testing process – was that MBS initiate an 

independent, end-to-end audit of SSB’s functions, opera-

tions and privacy practices involving the handling of  

20th anniversary feature



	 2007 Annual Report	 31

personal information. (In her 2005 Annual Report, the 

Commissioner reported that MBS delivered a completed 

audit that concluded that, as a result of increased efforts, the 

SSB was addressing privacy in a positive and proactive  

manner. MBS was also implementing another recommenda-

tion by the Commissioner to discontinue use of the SIN.) 

2005
Adoption Information Disclosure Act is passed

•	 In March 2005, Commissioner Cavoukian strongly urged 

the government to amend its proposed Adoption Information 

Disclosure Act, stressing that birth parents and adoptees from 

adoptions that had occurred prior to the final passing of this 

retroactive law be given the right to, if desired, file a disclo-

sure veto to prevent the opening of their sealed files. The Act 

was ultimately passed without Commissioner Cavoukian’s 

proposed disclosure veto. (However, in September 2007, the 

Ontario Superior Court ruled that the Act was unconstitu-

tional. “People expect,” said the Court, “and are entitled to 

expect, that the government will not share [confidential per-

sonal] information without their consent. The protection of 

privacy is undeniably a fundamental value in Canadian soci-

ety, especially when aspects of one’s individual identity are at 

stake.” The Premier did not appeal the ruling and a new ver-

sion of the law – with the disclosure veto advocated by the 

Commissioner included – was subsequently introduced for 

first reading in the Legislature in late 2007.)

IPC presented with the Privacy Innovation Award

•	 The IPC was presented with the Privacy Innovation Award by 

the International Association of Privacy Professionals and 

Hewlett-Packard for its innovative work, including the devel-

opment of short, easy-to-understand notices to the public 

about the new health information privacy law. (Usually, 

notices about new privacy legislation – often written to 

address any possible legal development – are lengthy and 

very hard for the average person to understand. The IPC’s 

much more effective notice system, developed with the 

assistance of the Ontario Bar Association, includes colourful 

and very pertinent posters that can be hung on office walls, 

as well as easy-to-read brochures that explain information 

practices.) 

First Health Order issued under PHIPA

•	 This order, following an investigation by the Commissioner 

into personal health records being strewn across Toronto 

streets as a backdrop to a film production, established new 

standards for the secure destruction of personal informa-

tion. (The records tossed onto the streets were to have been 

destroyed by a shredding company but were inadvertently 

sold by its recycling arm as scrap paper to the film company.) 

Order MO-1947 – City of Toronto

•	 A reporter sought access to information relating to lawsuits 

filed against four departments within the City of Toronto 

that were settled between 1998 and 2004. Access to the 

responsive records was denied, with the city citing exemp-

tions in the municipal Act (sections 11(c) and (d)) that address 

information whose disclosure could prejudice the city’s 

financial or economic interests, or its competitive position. 

After that decision was appealed to the IPC, the Commissioner 

ultimately concluded that the city had failed to provide the 

kind of detailed and convincing evidence required to estab-

lish the harms outlined in section 11. Commissioner 

Cavoukian reiterated the need for open and transparent 

government, particularly where the information sought 

relates to the expenditure of public funds. She encouraged 

the city to follow through on a commitment by Mayor David 

Miller to develop a culture of openness rather than one 

based on a “protective mindset.”
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Order PO-2435 – Ministry of Health and Long-Term Care

•	 The ministry received a request for all the records pertaining 

to the province’s e-Physician Project (including the Smart 

Systems for Health Agency), which consisted of various 

requests for proposals, contracts, invoices and so on related 

to the consultants hired for the project. The ministry applied 

the mandatory third party information exemption in section 

17(1) of the Act to the records. Assistant Commissioner Brian 

Beamish found that the information contained in service 

contracts entered into between the ministry and its consul-

tants and other documents that referred to the same infor-

mation were not “supplied” to it, as they had been the 

subject of negotiation. As a result, the information could not 

be exempted from disclosure under section 17(1). He also 

went on to evaluate whether the harms test in section 17(1) 

had been successfully established and found that it had not. 

Assistant Commissioner Beamish emphasized the need for 

public accountability in the expenditure of public funds as 

an important reason behind the need for “detailed and  

convincing evidence” to support the harms outlined in  

section 17(1).

2006
First Right to Know Week held

•	 Right to Know Week is based on the international Right to 

Know Day. On September 28, 2002, freedom of information 

organizations from various countries (primarily from 

Europe) met in Sofia, Bulgaria, created a network of Freedom 

of Information Advocates, and agreed to collaborate in the 

promotion of open government. Right to Know Week in 

Canada, launched by provincial and territorial Information 

and Privacy Commissioners and the federal Information 

Commissioner, builds on that theme. The week highlights 

the importance of Canada’s various freedom of information 

regimes. The IPC put together a special panel discussion for 

what quickly became a sold-out luncheon. Two panelists 

from the media and a moderator and panelist from the IPC 

discussed the importance of open government. (The IPC 

more than doubled the size of the facility for the 2007 panel 

discussion it organized, attracting another standing-room-

only crowd.)

Privacy and Data Protection Commissioners around the 

world accept the Global Privacy Standard

•	 International Privacy and Data Protection Commissioners 

accepted the Global Privacy Standard (GPS) that a commit-

tee of international commissioners – which Commissioner 

Cavoukian chaired – developed and brought forward. The 

GPS represents a harmonization of fair information prac-

tices into a single instrument, and for the first time, includes 

the explicit language of data minimization.

The Divisional Court affirms for the first time that the  

Commissioner has the authority to investigate and  

report on privacy complaints made by the public against 

government institutions

•	 At the same time, the Court held that the Commissioner’s 

privacy rulings were protected by “Parliamentary privilege” 

and were not subject to judicial review by the Courts because 

they fell within the general oversight and reporting mandate 

of the Commissioner – as an Officer of the Legislature.

Universities placed under the Freedom of Information and 

Protection of Privacy Act

•	 As repeatedly advocated by the IPC, universities (as they are 

in a number of other provinces) were brought under FIPPA 

on June 10, 2006.

The privacy implications of online social networking 

The IPC, partnering with Facebook, produces the first of  

several hands-on, practical publications addressing the  

privacy implications of the rapidly growing online social  

networking trend.
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2007
Court ruling strikes down bylaw

•	 In July, the Ontario Court of Appeal struck down a City of 

Oshawa bylaw that had required used-goods retailers to col-

lect extensive personal information from people who wanted 

to sell one or more second-hand items to such stores. This 

personal information, including a photograph and the par-

ticulars of three pieces of government-issued identification, 

was to then be transmitted to, and stored centrally in, a 

police database, without any restrictions on its use or judicial 

oversight. 

MO-2225 – City of Ottawa ruling sets precedent

•	 Commissioner Cavoukian – invoking for the first time a 

cease collection and destroy records provision in Ontario 

privacy laws – ordered the City of Ottawa and the Ottawa 

Police to stop collecting extensive personal information from 

individuals selling used goods to second-hand stores. She 

also ordered the destruction of personal information already 

collected. (For more details, please see the High Profile 

Privacy Incidents chapter in this Annual Report.)

Two key IPC decisions upheld

•	 In July, an Ontario Divisional Court’s ruling upheld two 

decisions made by the IPC on the application of the solicitor-

client exemption to legal fees. The ruling was a strong 

endorsement of the IPC’s approach to the disclosure of legal 

fee information under FIPPA and MFIPPA. (For more  

information on this and the next highlight, please see the 

Judicial Reviews chapter in this Annual Report.)

‘Public interest override’ provisions expanded

•	 Also in 2007, the Court of Appeal issued a very significant 

decision involving an appeal by the Criminal Lawyers 

Association. The Court granted the appeal, significantly 

expanding the circumstances upon which the “public inter-

est override” provision in the provincial and municipal 

Freedom of Information and Protection of Privacy Act may 

apply. 

Release of a key research paper, Biometric Encryption: A 

Positive-Sum Technology that Achieves Strong Authentication, 

Security AND Privacy

•	 Co-authored by the Commissioner and Alex Stoianov, Ph.D., 

this research paper sets out the privacy, security and trust 

problems related to biometric information systems and 

explains how an emerging new technology, biometric encryp-

tion, can address those concerns. “BE technology,” said the 

Commissioner, “not only holds the promise of superior pri-

vacy and personal control for individuals over their own bio-

metric data, but also stronger information security and 

greater user confidence and trust in biometric identification 

systems.” (For more information, please see the Advancing 

Privacy through Technology chapter in this Annual Report.)
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There were 38,584 freedom of information (FOI) requests filed 

across Ontario in 2007. This is the greatest number of requests 

ever filed, breaking the previous record of 36,739 set in 2006. 

Provincial government organizations received 14,281 FOI 

requests in 2007, a 1.5 per cent increase over 2006 (when 

14,076 requests were filed). Of these, 3,467 (nearly one- 

quarter) were for personal information and 10,814 (75.7 per 

cent) were for general records. 

Ontario’s 19 universities, which were brought under the legis-

lation as of June 10, 2006, received a total of 226 requests in 

2007 – their first full year subject to FOI. (See the universities 

chart in the Response Rate Compliance chapter.)

Municipal government organizations received 24,303 requests 

in 2007, a 7.2 per cent increase over 2006 (when 22,663 

requests were filed). Of these, 9,857 (just over 40 per cent) 

were personal information requests and 14,446 (just under 60 

per cent) were for general records. 

The Ministry of Environment once again received the largest 

number of requests under the provincial Act (6,094), followed 

by the ministries of Community Safety and Correctional 

Services (3,477), Labour (990) and Community and Social 

Services (707). Together, these four ministries received nearly 

four out of every five provincial requests (78.9 per cent).

Police Services Boards received the most requests under the 

municipal Act – 13,437 (slightly over 55 per cent). Municipal 

corporations were next with 10,259 (just over 42 per cent),  

followed by school boards (210 requests, slightly under one  

per cent) and electricity corporations (199, also just under one 

per cent).

The majority of provincial requests in 2007 (just over 71 per 

cent) were made by businesses, while individuals made the 

majority of municipal requests (slightly over 68 per cent). 

The Acts contain a number of exemptions that allow, and in 

some situations actually require, government organizations 

to refuse to disclose requested information. In 2007, the most 

frequently cited exemptions for personal information requests 

were the protection of other individuals’ privacy, followed by 

law enforcement. Privacy protection was also the most-fre-

quently cited exemption for general records requests, followed 

by law enforcement.

The Acts give individuals the right to request correction of 

personal information about them that is held by government 

organizations. In 2007, provincial organizations received five 

requests for corrections and refused four. Municipal organiza-

tions received 22 correction requests and refused four. 

When a correction is refused, the requester can attach a state-

ment of disagreement to the record, outlining why the infor-

mation is believed to be incorrect. There were four statements 

of disagreement filed with municipal organizations.

The legislation provides for a number of fees. In addition to 

the mandatory $5 application fee, government organizations 

can charge certain prescribed fees for responding to requests. 

Where the anticipated charge is more than $25, a fee estimate 

can be given to a requester before search activity begins. 

Requests by the Public

Early each year, provincial and municipal government organizations are required 

under the Acts to report to the IPC on the number of requests for information 

or correction of personal information they received during the past calendar 

year, as well as timeliness of responses, outcomes and fees collected.
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Organizations have discretion to waive fees where it seems fair 

and equitable to do so, after weighing several specific factors 

listed in the Acts.

Provincial organizations reported collecting $68,808.18 in 

application fees and $453,876.34 in additional fees in 2007. 

The corresponding numbers for municipal organizations were 

$120,192.68 and $302,022.59.

Search fees were the most commonly charged fees by provin-

cial organizations (just over 57 per cent – compared to nearly 

64 per cent in 2006), followed by reproduction costs (nearly  

20 per cent) and shipping charges (12 per cent). Municipal 

organizations, by contrast, most frequently charged for repro-

duction (nearly 29 per cent), followed by search fees (just over 

28 per cent) and preparation costs (26.5 per cent).

The average cost of FOI requests dropped slightly at the pro-

vincial level and rose slightly at the municipal level, though 

the average provincial fees were still substantially higher than 

municipal ones. The highest average fee was in the general 

records category under the provincial Act: $50.54, compared to 

$51.11 the previous year. (See the accompanying chart.)

requests by the public

Fees Collected – 2007

	 Provincial	 Municipal	
	 $	 $

Total Application Fees Collected	 68,808.18	 120,192.68

Total Additional Fees Collected	 453,876.34	 302,022.59

Total Fees Waived (dollars)	 31,968.51	 14,350.75

Average Cost of Provincial Requests

	 2006	 2007	
	 $	 $

Personal Information	 11.55	 10.54

General Records	 51.11	 50.54

Average Cost of Municipal Requests

	 2006	 2007	
	 $	 $

Personal Information	 8.64	 9.67

General Records	 21.04	 23.49

municipal Requests

Outcome of Requests – 2007

Provincial Requests

All Disclosed	 27.1%

Disclosed in Part	 30.3%

Nothing Disclosed	 34.4%

Withdrawn / Abandoned	 8.1%

All Disclosed	 37.2%

Disclosed in Part	 45.7%

Nothing Disclosed	 13.5%

Withdrawn / Abandoned	 3.6%
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Two calculations are made, reflecting the different provisions 

of the Acts. The first shows what percentage of freedom of 

information requests were responded to within the 30-day  

standard set by the Acts. 

The second compliance rate, listed in the tables as Extended 

Compliance, is the 30-day compliance rate adjusted to factor in 

Notices of Extension and/or Notices to Affected Person. These 

notices allow a government organization to be in compliance 

with the applicable Act while taking more than 30 days to 

respond to a request. They are used in circumstances where, 

for example, there is a need to search through a large number 

of records or consult with one or more people outside the 

organization. 

Notices of Extension are explained in more detail in section 

27(1) of the provincial Act and section 20(1) of the municipal 

Act. The corresponding sections for Notices to Affected Person 

are 28(1) and 21(1).

One Part of the Story

Since the IPC began emphasizing the importance of response 

times, the provincial 30-day compliance rate has climbed  

dramatically from 42 per cent to more than 80 per cent. 

While this is a positive indicator, it is important to understand 

that the response rate alone does not indicate that a particular 

government organization is doing an excellent job when it 

comes to freedom of information (FOI). For example, an insti-

tution may respond in a timely way but deny access to what 

should be routinely available information. Or it may include an 

unreasonably high fee estimate, or some other response that 

frustrates the intent of the applicable Act.

It is important that institutions adhere not only to the letter of 

the Act but also its spirit, which includes accountability, trans-

parency, and openness. 

Institutions Governed under the Provincial Act

Ministries, agencies and other institutions under the provincial 

Act achieved a record 30-day compliance rate of 84.8 per cent 

in 2007. This is the highest percentage since the inception of 

the provincial Act 20 years ago and a big improvement over the 

73.5 per cent achieved in 2006. 

The extended compliance rate also set a record at 92 per cent, 

up from 86.5. (This figure has only been calculated since 

2002.) 

The accompanying provincial chart lists ministries and agen-

cies ranked by the number of requests completed in 2007. As 

usual, the Ministry of the Environment completed by far the 

most requests – 5,988. Of these, 84.4 per cent were completed 

within 30 days, a sharp increase of more than 20 percentage 

points from the previous year. With notices, the ministry’s 

compliance rate was 87 per cent, up significantly from 76.5 per 

cent in 2006.

The Ministry of Community Safety and Correctional Services 

was the only other ministry that completed more than 1,000 

requests. It completed an even 3,400 in 2007. Of these, 82.8 

per cent were completed within 30 days, up slightly from 81.2 

in 2006. It recorded the same excellent extended compliance 

rate – 97.8 per cent – as the previous year.

Response Rate Compliance

Each year, the IPC reports compliance rates for ministries and other selected 

government organizations.
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Universities

Amendments to the Freedom of Information and Protection of 

Privacy Act made Ontario’s universities subject to the Act  

midway through June 2006. 2007 was the first full year for 

these institutions under the legislation.

The total number of completed requests by universities in 

2007 was 214, up from the 139 completed during the last  

six-plus months of 2006. The University of Ottawa completed 

28 of these (having received 41 over the year, significantly more 

than any other university). 

McMaster University and York University were the other 

two universities with more than 20 completed requests. The 

University of Windsor achieved a 100 per cent 30-day compli-

ance rate on 14 requests, and Ryerson improved from 12.5 per 

cent in 2006 to 92.3 per cent in 2007. McMaster finished with 

a 30-day compliance rate of only 16.7 per cent, but registered 

an overall 95.8 per cent compliance rate when notices were 

considered.

response rate compliance

Provincial Institutions

(includes organizations where the Minister is the Head) 

(ranked by number of requests completed in 2007)

	 	 Extended	
	 Within 1–30 Days	 Compliance*

	 Requests	 Requests	
	 Received	 Completed	 No.	 %	 %

Environment	 6090	 5988	 5056	 84.4	 87.0

Community Safety and Correctional Services	 3477	 3400	 2814	 82.8	 97.8

Labour	 875	 880	 810	 92.0	 96.1

Community and Social Services	 707	 667	 606	 90.9	 94.0

Government and Consumer Services	 429	 440	 400	 90.9	 93.0

Transportation	 333	 321	 296	 92.2	 99.4

Attorney General	 343	 308	 279	 90.6	 98.7

Health and Long-Term Care	 131	 144	 80	 55.6	 72.9

Natural Resources	 129	 120	 60	 50.0	 85.0

Finance	 84	 82	 63	 76.8	 93.9

Training, Colleges and Universities	 64	 63	 44	 69.8	 88.9

Revenue	 51	 59	 47	 79.7	 96.6

Municipal Affairs and Housing	 47	 49	 46	 93.9	 98.0

Children and Youth Services	 39	 42	 37	 88.1	 95.2

Education	 35	 40	 35	 87.5	 90.0

Agriculture, Food and Rural Affairs	 30	 28	 19	 67.9	 92.9

Cabinet Office	 25	 22	 22	 100.0	 100.0

Energy	 16	 17	 7	 41.2	 41.2

Public Infrastructure Renewal	 20	 17	 11	 64.7	 70.6

Citizenship and Immigration	 11	 11	 8	 72.7	 100.0

Culture	 10	 10	 9	 90.0	 100.0

Economic Development and Trade	 6	 10	 5	 50.0	 90.0

Aboriginal Affairs	 6	 8	 4	 50.0	 50.0

Health Promotion	 6	 8	 4	 50.0	 50.0

Intergovernmental Affairs	 7	 7	 7	 100.0	 100.0

Northern Development and Mines	 4	 4	 3	 75.0	 100.0

Tourism	 2	 3	 2	 66.7	 100.0

Francophone Affairs	 1	 2	 2	 100.0	 100.0

Research and Innovation	 0	 1	 0	 0.0	 100.0

Small Business and Entrepreneurship	 1	 1	 1	 100.0	 100.0

*Including Notice of Extension, section 27(1), and Notice to Affected Person, section 28(1). Such notices are used in circumstances where, for example, there is a need 

to search through a large number of records or consult with one or more people outside the organization.
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More Statistics Overall 

This year, the IPC has changed the way it reports on compli-

ance rates. In addition to the provincial chart and a universities 

chart, we are publishing – for easier comparison purposes – a 

municipal chart showing the 30 government organizations 

under the municipal Act that completed the most FOI requests 

last year. 

We are also publishing, on our website, compliance rates for 

up to the top 50 organizations in each of five local government 

categories, including police services and school boards. (Some 

categories do not have 50 organizations that responded to FOI 

requests in 2007.)

Institutions Governed by the Municipal Act

The accompanying Top 30 Municipal Institutions chart ranks 

institutions governed by the municipal Act by their number of 

completed requests. That Act covers not just municipalities but 

also police services, school boards, health boards, etc. 

The 30-day compliance rate for this entire group of institutions 

in 2007 was 86.9 per cent. With notices it was 91.1 per cent. 

Both figures are up very slightly from 2006.

The City of Toronto, with 5,548 completed requests, was the 

leader, completing more requests than all but one provincial 

ministry. In fact, every one of the top 30 municipal institutions 

completed more requests than two-thirds of the provincial 

ministries and agencies. 

Police services hold the second through eighth places on the 

top 30 municipal list (and the majority of spots overall, with 

19 of the 30). Toronto Police Services recorded a 79.4 per cent 

30-day compliance rate (83.1 per cent with notices). 

Two police services, Durham Regional and Niagara Regional, 

posted notable improvements in their compliance rates. 

Durham improved its 30-day compliance to 80.5 per cent in 

2007, from 65.5 per cent in 2006, with the extended compli-

ance percentage climbing to 84.4 from 69.8. Niagara’s 30-day 

Universities

(ranked by the number of requests completed in 2007)

	 	 Extended	
	 Within 1–30 Days	 Compliance*

	 Requests	 Requests	
	 Received	 Completed	 No.	 %	 %

University of Ottawa	 41	 28	 21	 75.0	 100.0

McMaster University	 10	 24	 4	 16.7	 95.8

York University	 19	 21	 13	 61.9	 85.7

Carleton University	 21	 19	 13	 68.4	 100.0

University of Toronto	 19	 19	 18	 94.7	 100.0

University of Western Ontario	 21	 19	 18	 94.7	 100.0

Queen’s University	 21	 18	 15	 83.3	 88.9

University of Windsor	 14	 14	 14	 100.0	 100.0

Ryerson University	 16	 13	 12	 92.3	 100.0

Laurentian University	 6	 9	 7	 77.8	 88.9

University of Guelph	 7	 7	 3	 42.9	 100.0

Trent University	 7	 7	 4	 57.1	 100.0

Brock University	 6	 5	 5	 100.0	 100.0

University of Waterloo	 4	 3	 3	 100.0	 100.0

Lakehead University	 6	 2	 2	 100.0	 100.0

Nipissing University	 2	 2	 2	 100.0	 100.0

University of Ontario Institute of Technology	 3	 2	 2	 100.0	 100.0

Wilfrid Laurier University	 2	 1	 1	 100.0	 100.0

Ontario College of Art & Design	 1	 1	 1	 100.0	 100.0

*Including Notice of Extension, section 27(1), and Notice to Affected Person, section 28(1). Such notices are used in circumstances where, for example, there is a need 

to search through a large number of records or consult with one or more people outside the organization.
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response rate compliance

percentage was 89.3, up from 76.6, while the extended compli-

ance percentage was 97.2, bettering 2006’s 83.2 per cent.

School Boards

School boards were again led in 2007 by the District School 

Board of Niagara, which completed 67 access requests, down 

slightly from 2006’s 74. The board posted an 88.1 per cent 

30-day compliance rate. 

Other boards completing 10 or more access requests were the 

Dufferin-Peel Catholic District School Board, Toronto District 

School Board and Thames Valley District School Board. 

For More Information

Extended charts of compliance statistics for municipalities 

(sorted by population), police services and school boards are 

available as part of a special report on the IPC’s website, www.

ipc.on.ca. This special report, Compliance Statistics: A look at the 

compliance rates of government organizations, has been posted as 

an adjunct to the Annual Report.

Top 30 Municipal Institutions

(ranked by number of requests completed in 2007)

	 	 Extended	
	 Within 1–30 Days	 Compliance*

	 Requests	 Requests	
	 Received	 Completed	 No.	 %	 %

City of Toronto	 5203	 5548	 4746	 85.5	 88.9

Toronto Police Services Board	 3194	 3108	 2468	 79.4	 83.1

Hamilton Police Service	 1403	 1384	 1105	 79.8	 92.3

Peel Regional Police	 1077	 1075	 1074	 99.9	 99.9

Durham Regional Police Service	 979	 962	 774	 80.5	 84.4

Niagara Regional Police Service	 956	 950	 848	 89.3	 97.2

Halton Regional Police Service	 905	 862	 852	 98.8	 99.8

Windsor Police Service	 705	 710	 580	 81.7	 95.1

Town of Oakville	 636	 635	 623	 98.1	 98.9

London Police Service	 618	 590	 415	 70.3	 97.6

City of Kitchener	 511	 512	 508	 99.2	 100.0

City of Mississauga	 457	 445	 437	 98.2	 99.3

Waterloo Regional Police Service	 396	 380	 377	 99.2	 54.7

Ottawa Police Service	 358	 368	 296	 80.4	 98.4

City of Ottawa	 378	 359	 302	 84.1	 89.4

Town of Richmond Hill	 345	 345	 337	 97.7	 100.0

City of Brampton	 335	 334	 331	 99.1	 99.4

Guelph Police Service	 333	 327	 297	 90.8	 95.1

Sarnia Police Service	 327	 323	 270	 83.6	 96.6

Brantford Police Service	 309	 309	 200	 64.7	 64.7

Barrie Police Service	 309	 307	 304	 99.0	 99.0

York Regional Police	 183	 188	 158	 84.0	 87.2

Thunder Bay Police Services	 181	 182	 180	 98.9	 99.5

South Simcoe Police Service	 138	 137	 96	 70.1	 73.7

Peterborough Lakefield Police	 134	 134	 134	 100.0	 100.0

City of Barrie	 132	 132	 119	 90.2	 90.2

City of Greater Sudbury	 123	 118	 105	 89.0	 89.8

City of Hamilton	 106	 111	 104	 93.7	 93.7

Chatham-Kent Police Service	 108	 108	 97	 89.8	 89.8

Regional Municipality of Peel	 98	 103	 63	 61.2	 62.1

*Including Notice of Extension, section 20(1), and Notice to Affected Person, section 21(1). Such notices are used in circumstances where, for example, there is a need to 

search through a large number of records or consult with one or more people outside the organization.
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If you make a written freedom of information request under 

one of the Acts to a provincial or municipal government organi-

zation and are not satisfied with the response, you have a right 

to appeal that decision to the IPC.

Records that do not contain the personal information of the 

requester are referred to as general records. Appeals concern-

ing general records may relate to a refusal to provide access, 

fees, the fact that the organization did not respond within the 

prescribed 30-day period, or other procedural aspects relating 

to a freedom of information request. 

When an appeal is received, the IPC first attempts to settle 

it informally. If all issues cannot be resolved, the IPC may 

conduct an inquiry and issue a binding order, which may 

require the government organization to release all or part of 

the requested information.

Statistical Overview

In 2007, a total of 957 appeals involving general records and 

personal information were submitted to the IPC. This repre-

sents an increase of just over seven per cent from 2006, when 

893 appeals were received. 

Overall, 873 appeals were closed in 2007.

Access to General Records

Appeals Opened

Overall, 571 appeals regarding access to general records were 

made to the IPC in 2007. Of these, 316 (just over 55 per cent) 

were filed under the provincial Act and 255 (or about 45 per 

cent) were filed under the municipal Act. 

Of the 316 appeals received under the provincial Act, 199  

(63 per cent) involved ministries and 117 (37 per cent) involved 

agencies. 

There were 32 general information appeals against deci-

sions made by each of the Ministry of Community Safety and 

Correctional Services, and the Ministry of Health and Long-

Term Care. The Ministry of the Environment had the next 

highest number (27), followed by the ministries of Natural 

Resources (19), Training, Colleges and Universities (17), and 

Transportation (16).

The Ontario Lottery and Gaming Corporation had 21 appeals, 

up from eight the previous year, making it the agency with the 

greatest number of appeals in 2007. Many of these related to 

requests that were sparked by a CBC report about the number 

of store owners and employees who have cashed winning  

lottery tickets. 

Other agencies with a relatively high number of general 

records appeals included the Ontario Realty Corporation (18), 

York University (10), Archives of Ontario (nine), McMaster 

University (seven), and the Office of the Public Guardian and 

Trustee (six).

Of the 255 general records appeals received under the munici-

pal Act, 168 (almost 66 per cent) involved municipalities, 57 

(about 22 per cent) involved police services, and 15 (or just 

under six per cent) involved boards of education. Another 15 

appeals (about six per cent) involved other types of municipal 

institutions.

Access

The Acts provide that, subject to limited and specific exemptions, information 

under the control of provincial and municipal government organizations should 

be available to the public.
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Issues in General Records Appeals Opened
	 Provincial	 Municipal	 Total

	 No.	 %	 No.	 %	 No.	 %

Exemptions Only	 134	 42.4	 139	 54.5	 273	 47.8

Third Party	 54	 17.1	 13	 5.1	 67	 11.7

Reasonable Search (sole issue)	 37	 11.7	 27	 10.6	 64	 11.2

Exemptions with Other Issues	 23	 7.3	 13	 5.1	 36	 6.3

Deemed Refusal	 23	 7.3	 11	 4.3	 34	 6.0

Interim Decision	 9	 2.8	 7	 2.7	 16	 2.8

Fee and Fee Waiver	 5	 1.6	 13	 5.1	 18	 3.1

Time Extension	 5	 1.6	 2	 0.8	 7	 1.2

Inadequate Decision	 0	 0	 2	 0.8	 2	 0.4

Frivolous or Vexatious	 0	 0	 1	 0.4	 1	 0.2

Transfer	 1	 0.3	 0	 0	 1	 0.2

Other	 25	 7.9	 27	 10.6	 52	 9.1

Total	 316	 100	 255	 100	 571	 100

access
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Types of Appellants in Appeals Opened
	 Provincial	 Municipal	 Total

	 No.	 %	 No.	 %	 No.	 %

Individual	 127	 40.2	 165	 64.7	 292	 51.1

Business	 118	 37.3	 55	 21.6	 173	 30.3

Media	 38	 12	 24	 9.4	 62	 10.9

Association/Group	 17	 5.4	 8	 3.1	 25	 4.4

Academic/Researcher	 9	 2.8	 0	 0	 9	 1.6

Government	 3	 0.9	 1	 0.4	 4	 0.7

Union	 4	 1.2	 0	 0	 4	 0.7

Politician	 0	 0	 2	 0.8	 2	 0.4

Total	 316	 100	 255	 100	 571	 100

In terms of the issues raised, 273 (or almost 48 per cent) of 

general records appeals were related to the exemptions claimed 

by institutions in refusing to grant access. In 64 (about 11 per 

cent) of the appeals, the issue was whether the institution had 

conducted a reasonable search for the records requested. 

Thirty-six (6.3 per cent) of the appeals related to exemptions 

combined with other issues. Another 34 (six per cent) were 

the result of deemed refusals to provide access, where the 

institution did not respond to the request within the time frame 

required by the Act. The remaining appeals were related to fees, 

time extensions, interim decisions and various other issues.

Of the provincial institutions, the Ministry of Health and Long-

Term Care had the highest number of deemed refusal appeals, 

with six. No other ministry or agency had more than two. Of 

the municipal institutions, the Town of Hawkesbury had two. 

No other municipal institution had more than one.

Most appellants (just over 50 per cent) were individual  

members of the public. 

Just over 85 per cent of appellants represented themselves. 

Lawyers (73) or agents (nine) represented appellants in about 

14 per cent of the general records appeals made in 2007.

This year, $11,625 in application fees for general records appeals 

was paid to the IPC and forwarded to the Minister of Finance.

Appeals Closed 

The IPC closed 544 general records appeals during 2007. Of 

these, 292 (almost 54 per cent) concerned provincial institu-

tions, while 252 (about 46 per cent) concerned municipal 

institutions.

Of the 544 general records appeals closed, 113 (just over 20 per 

cent) were closed at the intake stage, 252 (about 46 per cent) 

at the mediation stage, and 179 (or almost 33 per cent) at the 

adjudication stage.

More than 75 per cent of general records appeals were closed 

without a formal order being issued. Of these, 248 (about 60 

per cent) were mediated in full, 95 (23 per cent) were with-

drawn, and 32 (almost eight per cent) were screened out. 

Outcome of Appeals Closed Other Than By Order 
	 Provincial	 Municipal	 Total

	 No.	 %	 No.	 %	 No.	 %

Mediated in Full	 144	 62.3	 104	 57.5	 248	 60.2

Withdrawn	 45	 19.5	 50	 27.6	 95	 23.1

Other	 18	 7.8	 15	 8.3	 33	 8.0

Screened Out	 22	 9.5	 10	 5.5	 32	 7.8

Abandoned	 2	 0.9	 2	 1.1	 4	 1.0

Total	 231	 100	 181	 100	 412	 100
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access

Nearly one-quarter (132) of general records appeals were closed 

by an order. The IPC issued 61 provincial and 71 municipal 

orders related to general records. Thirteen interim orders were 

also issued, of which eight were provincial and five municipal.

Overall, in appeals resolved by order, the decision of the head 

was not upheld or only partially upheld in 51.5 per cent of the 

appeals. The decision of the head was upheld in about 44 per 

cent of the appeals. The remaining 4.5 per cent had other 

outcomes. 

Outcome of Appeals Closed By Order
	 Provincial	 Municipal	 Total

Head’s Decision	 No.	 %	 No.	 %	 No.	 %

Not Upheld	 10	 16.4	 16	 22.5	 26	 19.7

Partially Upheld	 17	 27.9	 25	 35.2	 42	 31.8

Upheld	 31	 50.8	 27	 38	 58	 43.9

Other	 3	 4.9	 3	 4.2	 6	 4.5

Total	 61	 100	 71	 100	 132	 100
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Order MO-2237 – Barrie Police Services Board

The appellant’s daughter died suddenly in the summer 

of 2005. At the time of her death, she lived in the City of 

Barrie and shared an apartment with another individual (the  

affected party). 

The Barrie Police and the Coroner’s Office conducted an 

investigation into the death, including carrying out interviews 

that were recorded digitally. One of the interviews was with the 

affected party. 

The appellant had made a request for information related 

to the investigation. The police granted partial access and 

relied on sections 38(a) and (b) of the Municipal Freedom of 

Information and Protection of Privacy Act to deny access to the 

remainder. The records at issue in this appeal included the 

digitally recorded interview with the affected party, a sudden 

death report, and police officers’ notes. 

The interview and other undisclosed information consisted of 

personal information relating to the deceased intermingled 

with that of the affected party. The appellant raised the pos-

sible application of the newly-enacted section 14(4)(c), which 

provides for the disclosure of personal information relating to 

a deceased individual to the spouse or close personal relative 

where “in the circumstances, the disclosure is desirable for 

compassionate reasons.”

Section 14 is relevant in assessing the application of the per-

sonal privacy exemption in section 38(b). The principal issue 

in the appeal was whether section 14(4)(c) permits disclosure 

of the personal information about the appellant’s daughter that 

is comingled with that of the affected person. If this section 

applies, the information is not exempt under section 38(b) as 

its disclosure would not constitute an unjustified invasion of 

personal privacy.

The adjudicator, Assistant Commissioner Brian Beamish, held 

that for the purposes of section 14(4)(c), “personal information 

of a deceased individual” can include intermingled informa-

tion about another individual. He also found that the privacy 

interests of other individuals could be a relevant circumstance 

in deciding whether disclosure was “compassionate.”

A three-part test was articulated to assist in determining the 

applicability of section 14(4)(c). First, it must be determined if 

the records contain the personal information of the deceased 

individual. Second, it must be established whether the requester 

is a spouse or “close relative” of the deceased individual. Third, 

one must ask whether the disclosure of the personal informa-

tion of the deceased individual is desirable for compassionate 

reasons in the circumstances of the appeal.

Assistant Commissioner Beamish adopted two dictionary 

meanings for the term “compassionate” in this case. They 

refer to being sympathetic and ascribing to the Legislature an 

intention to “address an identified gap in the access to informa-

tion legislation and increase the amount of information being 

provided to bereaved family members.”

Applying these principles, the Assistant Commissioner found 

that the disclosure of much of the remaining information 

from the digital recording and the police officers’ notebook 

entries was desirable for compassionate reasons under section 

14(4)(c). As a result, its disclosure would not be an unjustified 

invasion of personal privacy, and thus the information was not 

exempt from disclosure under section 38(b). 

High Profile Appeals

The IPC closed 873 appeals in 2007. Among the most high profile appeals were 

these three:
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In addition, Assistant Commissioner Beamish ordered the 

police to sever and withhold those portions of the records that 

relate only to the affected party and not the deceased individual, 

wherever possible. He further ordered that the appellant only 

be given access to the audio portion of the digital recording, 

in order to minimize the disclosure of the affected party’s 

personal information. 

Order PO-2541 – Archives of Ontario

The Archives of Ontario received a request for access to two cor-

rectional centre files dating from 1941 which relate to a named 

individual believed to be the requester’s birth father. The 

requester had received some information from the Adoption 

Disclosure Registry about his birth father, including his name 

and the fact that he had been incarcerated at the correctional 

centre at the time of the requester’s birth.

Archives located 19 pages of responsive records and refused to 

confirm or deny their existence to the requester under section 

21(5) of the Freedom of Information and Protection of Privacy Act. 

The requester appealed this decision to the Commissioner’s 

office. He indicated that he had required access to any medical 

information that might be in the records relating to his birth 

father, to assist in the medical diagnosis of a condition suffered 

by his daughter. 

Senior Adjudicator John Higgins first found that the records 

contained the personal information of the named individual, 

comprising certain medical information, as well as other 

information relating to his arrest and incarceration. The senior 

adjudicator then examined whether the exception to the gen-

eral prohibition against the disclosure of personal information 

in section 21(1)(b) applied to the medical information in the 

records. This section allows for the disclosure of another’s 

personal information in compelling circumstances affecting 

the health or safety of an individual.

The senior adjudicator found that the compelling circum-

stances contemplated by section 21(1)(b) had been satisfied 

and that the medical information in the records ought to be 

disclosed to the appellant. 

He based this finding on the fact that the name of the  

appellant’s birth father is identical to that of the individual 

who was incarcerated and that the information provided by  

the Adoption Disclosure Registry is consistent with the  

information in the records. He concluded that the individual 

identified in the records was, in fact, the appellant’s birth 

father. Accordingly, the Archives was not permitted to “refuse 

to confirm or deny” the existence of records under section 

21(5) as disclosure of the medical information would not be an 

unjustified invasion of personal privacy. The senior adjudicator 

ordered disclosure of the medical information.

Senior Adjudicator Higgins went on to conclude that the 

remaining information relating to the birth father’s arrest and 

incarceration was not, however, subject to the exception in 

section 21(1)(b). He found that the other personal information 

in the records was exempt from disclosure under section 21(1) 

as its disclosure would result in an unjustified invasion of the 

birth father’s personal privacy. 

Order MO-2258 and Privacy Complaint Report MC-060020-1 

– Toronto Police Services Board

This order and privacy complaint relate to the appellant’s  

concerns about getting a clear police reference check in  

connection with volunteer work. 

The appellant had been arrested in 2002. The arrest arose 

from an allegation by his younger brother that he and another 

individual (a third brother) had sexually assaulted him more 

than 40 years prior to the arrest. The arrest occurred shortly 

after the sexual assault allegation was brought to the atten-

tion of the Toronto Police Service. As a result, the appellant/ 

complainant was charged with indecent assault on a male 

pursuant to section 148 of the Criminal Code. The charge was 

eventually withdrawn by the Crown.

The appellant made an access and correction request to the 

Toronto Police Services Board under the Municipal Freedom 

of Information and Protection of Privacy Act. The police denied 

access to some of the requested information (the record of 

arrest and the occurrence report) and eventually denied the  

correction request. The appellant appealed and, during the 

course of the appeal, also submitted a privacy complaint.

high-profile appeals
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Throughout this process, the appellant was engaged in lengthy 

correspondence with the police, beginning before he made 

the access and correction request and continuing during the 

processing of his complaint and appeal based on his concerns 

about getting a clear police reference check.

The police service indicated to the appellant/complainant 

that information contained in its Centralized Occurrence 

Processing System (COPS) relating to his arrest and charge is 

permanently maintained pursuant to the Toronto Police Service 

Record Retention Schedule, City of Toronto By-law 689-2000 

and cannot, accordingly, be the subject of a correction request 

under section 36(2)(a) of the Act. The police advised him, 

however, that his photograph and fingerprint records had been 

destroyed and that the reference to him in the Canadian Police 

Information Centre (CPIC) database had been removed. 

In Order MO-2258, Senior Adjudicator Higgins addressed the 

issues arising out of the appellant’s access request, including 

the question of whether he is entitled to obtain access to the 

undisclosed portions of the records and whether he is entitled 

to have the records corrected and/or destroyed. 

Senior Adjudicator Higgins determined that certain portions of 

the responsive records were not exempt from disclosure under 

section 38(b) of the Act by applying the consent provision in 

section 14(1)(a) and the absurd result principle. He found 

that the disclosure of the personal information in the records 

would not result in an unjustified invasion of personal privacy. 

Further disclosure to the appellant was therefore ordered.

Next, the senior adjudicator addressed the correction issue. 

The test for whether to accept or reject a correction request 

under section 36(2)(a) is whether the record contains personal 

information that is “inexact, incomplete or ambiguous.” The 

senior adjudicator found that the personal information did not 

fit this description and that, consequently, section 36(2)(a) did 

not apply. 

In addition, the senior adjudicator addressed and rejected the 

possibility that section 36(2)(a) must be read in some different 

fashion so as to ensure that it is consistent with “Charter values.” 

He did, however, point out that this was not to be construed as 

a finding that the police reference check program complies 

with the Charter. He noted the particular importance of section 

11(a), which provides that individuals charged with offences are 

entitled to be presumed innocent until proven guilty.

In Privacy Complaint Report MC-060020-1, the senior adju-

dicator examined whether the collection and retention of 

the appellant’s personal information was in conformity with 

sections 28(2), 29(1) and 30 of the Act, as well as whether the 

information that would be disclosed in response to a police  

reference check request complies with the disclosure rules in 

section 32. He found that the collection and use of the informa-

tion was “for the purposes of law enforcement,” as contem-

plated by sections 28 and 29(1)(g) and that the retention and 

use of the information was in compliance with section 30. 

Under section 32, however, the senior adjudicator concluded 

that section 6 of Regulation 265/98, promulgated under the 

Police Services Act, mandates a discretionary approach to the 

disclosure of the existence of personal information in response 

to a request for a police reference check. The police appear to 

have declined to exercise their discretion to not disclose such 

information and as a result have breached the requirements 

of section 6 of Regulation 265/98. The proposed disclosure 

was therefore not in compliance with section 32. On the other 

hand, if the police reference check program conforms to the 

requirements of section 6 of the regulation, then section 32(e) 

would serve as the authority for such disclosure (as noted in 

section 41(1.2) of the Police Services Act).

Senior Adjudicator Higgins recommended that the police 

adopt a discretionary process for responding to police reference 

check requests to conform with the requirements of section 

6 of Regulation 265/98. In doing so, the police must bear 

in mind that this is a discretionary process in which relevant 

factors must be considered on a case-by-case basis. The senior 

adjudicator also recommended that the police service exer-

cise its discretion in relation to the specific proposed police  

reference check request by the appellant.
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Anyone who believes that his or her privacy has been  

compromised by a provincial or municipal government organi-

zation can file a complaint under the Acts with the IPC. In the 

majority of cases, the IPC attempts to mediate a solution. The 

IPC may also make formal recommendations to a government 

organization to amend its practices. 

Privacy Complaints 

A total of 213 privacy complaints were opened under the two 

public sector Acts in 2007 – an increase of 43 (or 25 per cent) 

from 2006, when 170 complaints were opened. Of these, 126 

(roughly 59 per cent) were filed under the provincial Act and 83 

(39 per cent) were filed under the municipal Act. 

There were four non-jurisdictional complaints. 

The increase in privacy complaints came primarily as a result 

of complaints under the provincial Act. The total complaints 

under that Act were up by 28 (or just over 28 per cent) from 

2006.

Overall, 222 privacy complaints were closed in 2007. This is an 

increase of 85 from the 137 complaints closed in 2006, repre-

senting a 62 per cent jump. 

The disclosure of personal information was raised as an issue 

in 158 (over 66 per cent) of the complaints closed. Another 28 

(almost 12 per cent) of the complaints were related to collec-

tion, while security was an issue in 20 cases (just over eight 

per cent). The remaining complaints involved issues including 

use, retention, notice of collection and consent.

While processing privacy complaints, the IPC continues to 

emphasize informal resolution. Consistent with this approach, 

209 of the 222 privacy complaints closed in 2007 – or about 94 

per cent – were closed without the issuance of a formal privacy 

complaint report or order. 

Of the complaints closed, individual members of the public 

initiated 131 (or 59 per cent) and the Commissioner initiated 

91 (41 per cent). This includes investigations into breaches that 

were self-reported by institutions.

Personal Information Appeals

The provincial and municipal Acts provide a right of access to, 

and correction of, personal information. If you make a request 

under one of the Acts for your personal information and are 

not satisfied with the response, you can appeal the decision to 

the IPC.

Personal information appeals can relate to refusal to provide 

access to your personal information, refusal to correct your 

personal information, the amount of fees charged, the fact that 

the organization did not respond within the prescribed 30-day 

period, or other procedural aspects relating to a request. 

When an appeal is received, the IPC first attempts to settle 

it informally. If all the issues cannot be resolved, the IPC 

may conduct an inquiry and issue a binding order that may 

require the government organization to release all or part of 

the requested information.

Privacy

The provincial and municipal Freedom of Information and Protection of Privacy 

Acts establish rules that govern the collection, retention, use, disclosure, 	

security,  and  d isposal  of  per sonal  information  held  by  government 	

organizations.
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Summary of Privacy Complaints – 2007
	 2006 Privacy Complaints	 2007 Privacy Complaints

	 	 	 Non-	 	 	 	 Non-	
	 Provincial	 Municipal	 jurisdictional	 Total	 Provincial	 Municipal	 jurisdictional	 Total

Opened	 98	 72	 0	 170	 126	 83	 4	 213

Closed	 82	 55	 0	 137	 129	 89	 4	 222

Number of Privacy Complaints Closed 1999 – 2007
	 	 	 Non-	
Year	 Provincial	 Municipal	 jurisdictional	 Total

2007	 129	 89	 4	 222

2006	 82	 55	 0	 137

2005	 52	 43	 2	 97

2004	 74	 41	 11	 126

2003	 66	 60	 2	 128

2002	 54	 38	 7	 99

2001	 64	 29	 6	 99

2000	 39	 41	 2	 82

1999	 40	 48	 0	 88

Privacy Complaints by Type of Resolution
	 	 	 Non-	
	 Provincial	 Municipal	 jurisdictional	 Total

	 No.	 %	 No.	 %	 No.	 %	 No.	 %

Informal Resolution	 101	 77.1	 55	 63.2	 0	 0	 156	 70.3

Withdrawn	 8	 6.1	 13	 14.9	 0	 0	 21	 9.5

Screened Out	 8	 6.1	 3	 3.4	 4	 100	 15	 6.8

Settled	 5	 3.8	 6	 6.9	 0	 0	 11	 4.9

Report	 3	 2.3	 8	 9.2	 0	 0	 11	 4.9

Abandoned	 6	 4.6	 2	 2.3	 0	 0	 8	 3.6

Total	 131	 100	 87	 100	 4	 100	 222	 100

Source of Complainants
	 	 	 Non-	
	 Provincial	 Municipal	 jurisdictional	 Total

	 No.	 %	 No.	 %	 No.	 %	 No.	 %

Individual	 57	 44.2	 70	 78.7	 4	 100	 131	 59

IPC Commissioner Initiated	 72	 55.8	 19	 21.3	 0	 0	 91	 41

Total	 129	 100	 89	 100	 4	 100	 222	 100
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Statistical Overview

In 2007, a total of 957 personal information and general infor-

mation appeals were submitted to the IPC. This represents 

an increase of just over seven per cent from 2006, when 893 

appeals were received. 

Overall, 873 appeals were closed in 2007.

Access or Correction of Personal Information

Appeals Opened

Overall, 386 appeals regarding access or correction of personal 

information were made to the IPC in 2007 compared to 328 in 

2006, an increase of almost 18 per cent. Of these, 185 (almost 

48 per cent) were filed under the provincial Act and 201 (or 

about 52 per cent) were filed under the municipal Act. 

Of the 185 personal information appeals received under the 

provincial Act, 130 (about 70 per cent) involved ministries 

and 55 (about 30 per cent) involved agencies. The Ministry 

of Community Safety and Correctional Services was involved 

in the largest number of personal information appeals (82), 

followed by the Ministry of the Attorney General (12). The  

ministries of Labour, Education, Children and Youth Services, 

and Transportation each had six of their decisions appealed.

privacy

Privacy Complaints by Type of Resolution and Stage Closed
	 Intake	 Investigation	 Total

	 No.	 %	 No.	 %	 No.	 %

Informal Resolution	 154	 78.2	 0	 0	 154	 69.4

Withdrawn	 20	 10.2	 1	 4.0	 21	 9.5

Screened Out	 15	 7.6	 0	 0	 15	 6.8

Settled	 0	 0	 11	 44.0	 11	 5.0

Report	 0	 0	 11	 44.0	 11	 5.0

Abandoned	 8	 4.1	 0	 0	 8	 3.6

Order Issued	 0	 0	 2	 8.0	 2	 0.9

Total	 197	 100	 25	 100	 222	 100

Issues* in Privacy Complaints
	 	 	 Non-	
	 Provincial	 Municipal	 jurisdictional	 Total

	 No.	 %	 No.	 %	 No.	 %	 No.	 %

Disclosure	 97	 71.3	 58	 59.8	 3	 75	 158	 66.7

Collection	 10	 7.4	 18	 18.6	 0	 0	 28	 11.8

Security	 18	 13.2	 2	 2.1	 0	 0	 20	 8.4

Use	 2	 1.5	 6	 6.2	 0	 0	 8	 3.4

General Privacy Issue	 3	 2.2	 3	 3.1	 1	 25	 7	 3.0

Retention	 2	 1.5	 3	 3.1	 0	 0	 5	 2.1

Personal information	 1	 0.7	 1	 1.0	 0	 0	 2	 0.8

Consent	 1	 0.7	 1	 1.0	 0	 0	 2	 0.8

Access	 0	 0	 2	 2.1	 0	 0	 2	 0.8

Accuracy	 1	 0.7	 1	 1.0	 0	 0	 2	 0.8

Manner of Collection	 0	 0	 1	 1.0	 0	 0	 1	 0.4

Notice of Collection	 0	 0	 1	 1.0	 0	 0	 1	 0.4

Disposal	 1	 0.7	 0	 0	 0	 0	 1	 0.4

Personal Information Bank	 0	 0	 0	 0	 0	 0	 0	 0

Right of Correction	 0	 0	 0	 0	 0	 0	 0	 0

Total	 136	 100	 97	 100	 4	 100	 237	 100

*The number of issues does not equal the number of complaints closed, as some complaints may involve more than one issue.
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Outcome of Issues* in Privacy Complaints
	 	 	 Non-	
	 Provincial	 Municipal	 jurisdictional	 Total

	 No.	 %	 No.	 %	 No.	 %	 No.	 %

Resolved – Finding Not Necessary	 119	 87.5	 72	 74.2	 0	 75.8	 191	 80.6

Act Does Not Apply	 12	 8.8	 13	 13.4	 4	 13.7	 29	 12.2

Complied in Full	 5	 3.7	 6	 6.2	 0	 6.3	 11	 4.6

Not Complied	 0	 0	 3	 3.1	 0	 3.2	 3	 1.3

Order Issued	 0	 0	 2	 2.1	 0	 0	 2	 0.8

Complied in Part	 0	 0	 1	 1.0	 0	 1.1	 1	 0.4

Total	 136	 100	 97	 100	 4	 100	 237	 100

*The number of issues does not equal the number of complaints closed, as some complaints may involve more than one issue.

Issues in Personal Information Appeals Opened
	 Provincial	 Municipal	 Total

	 No.	 %	 No.	 %	 No.	 %

Exemptions Only	 111	 60.0	 131	 65.2	 242	 62.7

Other	 23	 12.4	 16	 8.0	 39	 10.1

Reasonable Search (sole issue)	 21	 11.4	 14	 7.0	 35	 9.1

Exemptions with Other Issues	 17	 9.2	 16	 8.0	 33	 8.5

Deemed Refusal	 3	 1.6	 12	 6.0	 15	 3.9

Correction	 2	 1.1	 4	 2.0	 6	 1.6

Time Extension	 4	 2.2	 0	 0	 4	 1.0

Interim Decision	 2	 1.1	 2	 1.0	 4	 1.0

Third Party	 1	 0.5	 1	 0.5	 2	 0.5

Fee	 0	 0	 2	 1.0	 2	 0.5

Frivolous or Vexatious	 0	 0	 2	 1.0	 2	 0.5

Fee and Fee Waiver	 0	 0	 1	 0.5	 1	 0.3

Fee Waiver	 1	 0.5	 0	 0	 1	 0.3

Inadequate Decision	 0	 0	 0	 0	 0	 0

Failure to Disclose	 0	 0	 0	 0	 0	 0

Transfer	 0	 0	 0	 0	 0	 0

Total	 185	 100	 201	 100	 386	 100

Outcome of Personal Information Appeals Closed by Stage

	 Intake	 Mediation	 Adjudication	 Total

	 No.	 %	 No.	 %	 No.	 %	 No.	 %

Mediated in Full	 0	 0	 134	 97.8	 0	 0	 134	 40.7

Ordered	 1	 1.1	 0	 0	 70	 71.4	 71	 21.6

Withdrawn	 47	 50.0	 2	 1.5	 8	 8.2	 57	 17.3

Screened Out	 34	 36.2	 0	 0	 0	 0	 34	 10.3

Other	 7	 7.4	 0	 0	 9	 9.2	 16	 4.9

Abandoned	 5	 5.3	 1	 0.7	 9	 9.2	 15	 4.6

No Inquiry	 0	 0	 0	 0	 2	 2.0	 2	 0.6

Total	 94	 100	 137	 100	 98	 100	 329	 100
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The agencies with the highest number of personal information 

appeals included the Ontario Human Rights Commission (13), 

the University of Ottawa (10), and York University and the 

Archives of Ontario, both with five.

Of the 201 personal information appeals received under the 

municipal Act, 136 (almost 68 per cent) involved police ser-

vices, 47 (about 23 per cent) involved municipalities, and 13 

(6.5 per cent) involved boards of education. Five appeals (2.5 

per cent) involved other types of municipal institutions.

Overall, 242 (just under 63 per cent) of appeals were related 

to the exemptions claimed by institutions in refusing to grant 

access. In 35 (about nine per cent) of the appeals, the issue was 

whether the institution had conducted a reasonable search for 

the records requested. 

Another 33 (8.5 per cent) of the personal information appeals 

related to exemptions plus other issues, and 15 (or just under 

four per cent) were the result of deemed refusals, where the 

institution did not respond to the request within the time 

frame required by the Act. The remaining appeals were related 

to other issues, including fees, time extensions, and interim 

decisions.

Since personal information appeals, by definition, relate to 

a request for access and/or correction of one’s own personal 

information, all complainants are categorized as individuals. 

Overall, just over 70 per cent of appellants represented them-

selves in these personal information appeals. Lawyers (91) 

or agents (22) represented appellants in 29.3 per cent of the 

appeals.

The IPC received $3,340 in application fees for personal infor-

mation appeals in 2007; these fees were turned over to the 

Minister of Finance.

privacy

Outcome of Personal Information Appeals Closed Other Than by Order
	 Provincial	 Municipal	 Total

	 	 	 No.	 %	 No.	 %	 No.	 %

Mediated in Full			   59	 53.6	 75	 50.7	 134	 51.9

Withdrawn	 	 	 26	 23.6	 31	 20.9	 57	 22.1

Screened Out			   13	 11.8	 21	 14.2	 34	 13.2

Other			   3	 2.7	 13	 8.8	 16	 6.2

Abandoned			   9	 8.2	 6	 4.1	 15	 5.8

No Inquiry			   0	 0	 2	 1.4	 2	 0.8

Total			   110	 100	 148	 100	 258	 100

Outcome of Personal Information Appeals Closed by Order
	 Provincial	 Municipal	 Total

Head’s Decision	 No.	 %	 No.	 %	 No.	 %

Upheld	 16	 55.2	 24	 57.1	 40	 56.3

Partially Upheld	 11	 37.9	 13	 30.1	 24	 33.8

Other	 2	 6.9	 2	 4.8	 4	 5.6

Not Upheld	 0	 0	 3	 7.1	 3	 4.2

Total	 29	 100	 42	 100	 71	 100
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Appeals Closed

The IPC closed 329 personal information appeals during 

2007, virtually the same number as in 2006. In 2007, 139 (just 

over 42 per cent) of these appeals concerned provincial institu-

tions, while 190 (almost 58 per cent) concerned municipal 

institutions.

Of the 329 personal information appeals closed this year, 94 

(or almost 29 per cent) were closed at the intake stage, 137 

(about 42 per cent) at the mediation stage, and 98 (or about 30 

per cent) at the adjudication stage.

Overall, 258 (almost 80 per cent) of personal information 

appeals were closed without the need to issue a formal order. 

Orders were issued for the remaining fifth of these appeals. 

The IPC issued a total of 71 final orders for personal informa-

tion appeals – 29 provincial and 42 municipal. Seven interim 

orders were also issued – one provincial and six municipal.

In appeals closed by order, the decision of the head was upheld 

slightly more than 56 per cent of the time, and was not upheld 

or only partially upheld in 38 per cent of cases. Four appeals 

(5.6 per cent) had other outcomes. 
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City of Ottawa and Ottawa Police Service, Order MO-2225

In July 2007, the IPC received a complaint from an individual 

who was concerned with the amount of personal information 

that second-hand goods stores in the City of Ottawa were 

required to collect from the people selling them used goods. 

The complainant also expressed concerns about the stores 

providing this information to the Ottawa Police Service. 

Under a municipal bylaw, used goods stores in Ottawa were 

required to collect detailed personal information about sell-

ers of used goods, including the seller’s name, date of birth, 

address, their approximate height and weight, and the par-

ticulars of two pieces of government-issued identification. The 

bylaw required that used-goods stores retain this information 

and make it available for inspection by the police.

The Commissioner launched an investigation. Both the City of 

Ottawa and the Ottawa Police co-operated fully. 

During the course of the investigation, it became evident that 

many Ottawa used-goods stores were proactively providing the 

personal information they had collected about sellers to the 

Ottawa Police. In many cases, this was being facilitated by the 

use of computer software provided by a private company. The 

software enabled the Ottawa Police to remotely access trans-

action details, including personally identifying information 

about sellers.

There had been a court ruling a few months earlier about a 

very similar case. In Cash Converters Canada Inc. v. Oshawa 

(City) (Cash Converters), the Ontario Court of Appeal dealt 

with a challenge to a similar bylaw and information-collection 

regime that was in place in the City of Oshawa. In its decision, 

the Court considered the IPC’s past decisions relating to the 

collection of personal information under section 28(2) of the 

Municipal Freedom of Information and Protection of Privacy Act 

(the Act) and ruled that the impugned provisions of the bylaw 

conflicted with the Act. As a result, the Court made a signifi-

cant ruling, stating that those provisions of the Oshawa bylaw 

were “of no force or effect.”

In dealing with the privacy complaint involving the City of 

Ottawa and the Ottawa Police, the Commissioner carefully con-

sidered information provided by both institutions relating to 

the purpose and history of the bylaw. Based on a review of the 

material provided, as well as the precedent established by the 

Court of Appeal in Cash Converters, the Commissioner found 

that both the collection of personal information required under 

the municipal bylaw and the eventual disclosure and collection 

of this information by the Ottawa Police contravened section 

28(2) of the Act.

The Commissioner issued an order under section 46(b) of 

the Act requiring the cessation of the collection of personal 

information in contravention of the Act and the destruction of 

personal information that had been collected in the past. The 

order applied to both the Ottawa Police’s collection of personal 

information and the collection of personal information by the 

used-goods stores pursuant to the bylaw. 

This was the first order ever issued in this area that exercised 

our “cease collection and destroy records” authority under  

section 46(b).

High Profile Privacy Incidents

The I PC received 551 complaints in 2007 under Ontario’s three privacy Acts 	

covering the public and health sectors. Overall, 599 complaints were closed. The 

following three privacy investigations were among the most high profile.
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In the order, the Commissioner acknowledged that used-goods 

stores may need to collect some contact information from sell-

ers of used goods, but that this information should only be col-

lected for the store’s own legal or business purposes, and not 

for a different purpose under a municipal bylaw. The order also 

made it clear that personal information about sellers should no 

longer be proactively disclosed to the Ottawa Police.

Order HO-004 The Hospital for Sick Children 

On January 15, 2007, the IPC was contacted about a stolen 

laptop computer belonging to the Hospital for Sick Children 

(SickKids). The laptop contained the personal health informa-

tion of current and former SickKids patients. 

The IPC immediately commenced an investigation of this 

incident pursuant to the Personal Health Information Protection 

Act (the Act).

On January 4, 2007, a physician at SickKids, who was both a 

clinician and a researcher, had left the hospital with one of its 

laptop computers, intending to take it home to analyse research 

data that was stored on it. The physician did not, however, go 

directly home. Instead, he parked his minivan in a parking lot 

in downtown Toronto. When he returned he found that his 

minivan had been broken into and the laptop had been stolen. 

He reported the theft to the police and to SickKids, which, in 

turn, conducted an internal investigation and notified the IPC 

of the incident.

SickKids advised the IPC that the data on the laptop consisted 

of Excel spreadsheets containing the personal health informa-

tion of approximately 2,900 current and former SickKids 

patients involved in five prospective and five retrospective 

research studies. 

The amount of information pertaining to each patient varied, 

but in all cases, included identifiable personal health informa-

tion (PHI) including the patient’s name, SickKids hospital 

number and some information relating to the patient’s medical 

condition. In some cases, very sensitive information was also 

included, such as answers provided in interviews and question-

naires relating to morbidity and mortality details, perceptions 

of quality of life, drug therapy, and HIV status. 

All of the data stored on the laptop was also saved on SickKids’ 

main server. The only laptop security used was an eight- 

character alphanumeric login password. No encryption of any 

data had been enabled at either the file or disk level. 

At the time of the incident, remote encrypted access to PHI in 

shared folders was available to researchers through standard 

commercial software via a Virtual Private Network, and to clini-

cians for access to clinical applications through commercial 

software called CitrixTM. SickKids acknowledged that the 

researcher could have accessed this data remotely, which would 

have eliminated the need to remove it from the hospital on 

the laptop computer. SickKids also acknowledged that, in this 

particular case, the research data did not need to be accessed in 

identifiable form.

After the incident, SickKids undertook the process of notifying 

the affected individuals of the theft of the laptop.

On March 7, 2007, following the completion of the investiga-

tion, the Commissioner issued her fourth order (HO-004) 

under the Act. 

The Commissioner found that many of the requirements 

under the Act relating to the retention and security of PHI and 

its use in a research setting were absent from SickKids’ current 

policies across many departments, and that SickKids did not 

ensure that the PHI in its custody and control was retained in 

a secure manner.

Based on her findings, the Commissioner ordered SickKids to:

•	 develop or revise and implement policies and procedures to 

ensure that any PHI removed from the hospital in electronic 

form is either de-identified or encrypted;

•	 develop a policy relating to the use of secure remote access;

•	 develop a privacy breach protocol;

•	 review and revise its research protocols to ensure  

compliance with the Act; and

•	 educate and train staff regarding its new policies.

The Commissioner emphasized that health information  

custodians should avoid storing identifiable PHI on mobile 

computing devices. Where PHI must be stored on such 

devices, only the minimal amount of information necessary 
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should be stored and for the minimal amount of time neces-

sary to complete the work. The Commissioner also stressed 

that any PHI contained on a mobile computing device must be 

either de-identified or encrypted. In either of these instances, 

she would not consider the theft or loss of a device to be a loss 

or theft of PHI.

When the order was released, the IPC, to assist health-care 

providers, also issued a fact sheet, Encrypting Personal Health 

Information on Mobile Devices, and a brochure, Safeguarding 

Privacy in a Mobile Workplace, which provide direction on 

encryption and safeguarding privacy on mobile devices. 

Order HO-005 Larch Street Methadone Clinic

On April 30, 2007, the IPC was contacted by a reporter who 

advised that a video image of a patient attending a Sudbury 

methadone clinic had appeared on a wireless mobile rear-assist 

parking device (a “back-up camera” designed to improve vis-

ibility when a vehicle is in reverse), in a car parked near the 

clinic. The IPC immediately commenced an investigation 

pursuant to the Personal Health Information Protection Act.

The reporter, who was from the Canadian Broadcasting 

Corporation (CBC), advised the IPC that she had been  

initially notified of the situation by an individual who, much 

to his surprise, had seen images from a washroom on his 

vehicle’s back-up camera. 

The reporter enlisted a private investigator to determine if this 

could be true. The reporter and the investigator parked their 

car in same parking lot where the original incident occurred. 

From there, they saw an image of the washroom in their back-

up camera screen. While they were trying to figure out which 

building the image might be coming from, a woman entered 

the washroom and used the facilities.

Shortly thereafter, the woman viewed on the screen exited a 

nearby building. They approached the woman, who indicated 

that the facility she had just attended was a methadone clinic, 

and that she was aware of the presence of a surveillance cam-

era in the washroom. She indicated that patients of the clinic 

are monitored while providing urine samples to ensure that 

the samples are not tampered with. In addition, she advised 

the reporter that her written consent had been sought and 

provided to the clinic for it to engage in this practice, but not, 

much to her surprise, having the images broadcast outside of 

the clinic.

Upon being notified of the incident by the CBC, the IPC imme-

diately contacted the clinic. The IPC advised the clinic of the 

two incidents and asked it to immediately turn off the camera 

(which it did) and to contact its security firm to ensure that this 

type of incident could not occur again. The clinic contacted its 

security firm and a technician was dispatched that day. 

The technician advised the clinic that its surveillance cameras 

operated on wireless technology and that, as a result, the 

images in the camera could be viewed on any other wireless 

device using the same frequency. The clinic had not been 

informed of this, and was also unaware of the implications 

of having a wireless system, namely, that the images could be 

intercepted. 

The clinic advised the IPC that its surveillance system did not 

record the images captured by the cameras, as no recording 

devices were connected to the system. The system was designed 

so that the images could only be monitored in real time by 

clinic staff in the nurse’s observation station. In addition, the 

system was not connected to a computer or the Internet. 

After the incident, the clinic worked with the IPC to post a 

notice on the premises regarding the incident. The wireless 

system was replaced with a wired one.

Fol lowing the complet ion of  the invest igat ion,  the 

Commissioner issued her fifth order (HO-005) under the Act 

on June 7, 2007. The Commissioner found that the video 

image constituted a record and met the definition of personal 

health information under the Act, and that, had the clinic con-

ducted regular privacy and security reviews, it was likely that 

it would have become aware of the increased risks posed by 

emerging wireless technologies and taken steps to modify its 

monitoring system.

High profile privacy incidents
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Based on her findings, the Commissioner ordered the clinic to 

conduct an annual security and privacy review of its personal 

health handling systems and procedures to ensure continued 

compliance with the Act.

The Commissioner emphasized that, given the significant 

threat to privacy that wireless technology poses, health infor-

mation custodians who use video surveillance should either 

use a wired system, which inherently prevents interception, 

or a wireless one with appropriate protections, such as strong 

encryption, and annual reviews, to preclude unauthorized 

access. In addition, health information custodians should reg-

ularly review their privacy and security policies to ensure that 

the risks associated with the use of technology are minimized.

When the order was issued, the IPC also released two fact 

sheets, Wireless Communication Technologies: Video Surveillance 

Systems and Wireless Communication Technologies: Safeguarding 

Privacy & Security, which provide valuable advice on safe-

guarding privacy in a wireless world.
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In resolving complaints, the IPC maintained its focus on media-

tion and alternative dispute resolution methods. Consequently, 

only two health orders were issued in 2007, both as a result of 

privacy breaches stemming from the use of information and 

communication technology in health care.

Over the course of this past year, the IPC continued to work 

with health information custodians to help them refine their 

information practices, commenting on draft policies and pro-

cedures and issuing detailed guidance in response to recurring 

privacy issues. We also distributed thousands of copies of our 

more than 20 publications dedicated specifically to PHIPA at 

major health conferences. 

All of the IPC publications cited in this chapter are available on 

the IPC’s website, www.ipc.on.ca.

Three-Year Review

The IPC launched an internal review of PHIPA late in 2007, 

after the end of the Act’s third year in force (which occurred 

November 1, 2007).

As well as the IPC’s review, the legislation requires a commit-

tee of the Legislative Assembly to conduct a comprehensive 

review of PHIPA’s first three years.

Recently, Commissioner Cavoukian stressed the importance 

of the legislation. “As the person responsible for overseeing 

PHIPA over the past three years, I can attest to the fact that the 

legislation was well-crafted and is operating smoothly. It was 

designed to have a minimal impact on the delivery of health-

care services by allowing health information custodians to 

rely on implied consent within the circle of care, but requiring 

express consent outside of this trusted circle.” 

Health Privacy Day – The Privacy Prognosis in an Era of 

New Health Information Technology

September 24 was Health Privacy Day in Ontario. 

To mark the occasion, the IPC sponsored an international 

conference, The Privacy Prognosis in an Era of New Health 

Information Technology. The conference was devoted to privacy 

issues surrounding emerging health information technologies. 

It complemented the International Privacy and Data Protection 

Commissioners’ Conference, which was held later the same 

week in Montreal. 

The IPC conference was well attended by a broad range of par-

ticipants including Privacy and Data Protection Commissioners 

from around the world, health policy decision-makers and 

strategists, health regulatory bodies, privacy advocates, privacy 

consultants, chief privacy officers, health information technol-

ogy developers, academics, and students.

Follow-up on the IPC Review of Smart Systems for Health 

Agency

In last year’s Annual Report, the IPC reported on its review of 

the Smart Systems for Health Agency (SSHA), which supplies 

electronic goods and services to health information custodians 

as defined under PHIPA. The review was conducted in accor-

dance with section 6.1 of Ontario Regulation 329/04, which 

requires SSHA to put in place administrative, technical and 

physical safeguards, and practices and procedures reviewed by 

the IPC. 

The Personal Health Information 
Protection Act (PHIPA)

2007 was a busy year on the health privacy front. Public awareness of the 

Personal Health Information Protection Act (PHIPA) and of the complaints 	

process available through the IPC continued to grow as the legislation marked 

its third anniversary. 
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In its report, the IPC made 82 recommendations to help ensure 

a high level of data protection as Ontario transforms the deliv-

ery of health-care services by implementing new information 

and communications technologies. The report was published 

in March 2007.

In light of its findings, the IPC later in 2007 expressed concerns 

about the government’s proposal to move Ontario’s Electronic 

Master Patient Index (EMPI) from Cancer Care Ontario (CCO) 

to SSHA in the fall of 2007. 

The EMPI is a registry of all individuals who receive health 

care in the province. It supports integration of health services 

by enabling an individual’s personal health information to 

be consistently linked across the health sector. When fully 

implemented, the EMPI will play a central role in all e-health 

initiatives in Ontario.

The IPC asked for, and received, copies of two privacy impact 

assessments conducted on behalf of SSHA – one specific to the 

EMPI system itself and the other related to the transitioning of 

the EMPI from the CCO to SSHA. 

The IPC also commissioned an independent consultant, David 

Flaherty, former B.C. Information and Privacy Commissioner, 

to assess the extent to which SSHA had implemented the IPC’s 

recommendations prior to the transition. The consultant was 

also asked to examine whether SSHA would have adequate 

safeguards in place with regard to the EMPI during and after 

the transition. 

The consultant’s report was published on the IPC website in 

October 2007. Although he raised concerns about SSHA’s 

failure to make its privacy and security policies and procedures 

available to the public, he concluded that SSHA had made 

demonstrable progress towards full compliance with the IPC’s 

recommendations. He further concluded that there were no 

privacy and security concerns with the transfer of the EMPI 

from CCO to SSHA, recognizing that control of the EMPI 

would continue to rest with the Ministry of Health and Long-

Term Care. 

Following the review, the Commissioner wrote a letter to the 

SSHA. In it, she indicated that, provided that the issue of trans-

parency with respect to SSHA’s information practices could be 

resolved in a timely way, she was satisfied that the privacy and 

security safeguards were sufficient to support the transfer of 

the operation of the EMPI from CCO to SSHA. 

The transfer officially took place January 1, 2008.

Reviews of Prescribed Entities and Persons

In 2005, the IPC reviewed and approved the information 

practices and procedures of four prescribed entities and four 

prescribed persons who compile or maintain registries of  

personal health information. 

When the IPC reviews and approves the information practices 

of prescribed entities and prescribed persons, it issues reports 

to the organizations that include a number of recommenda-

tions to enhance the privacy and security of the personal health 

information collected, used and disclosed by the entities and 

persons. These reports are available on the IPC website.

In 2006, the Critical Care Information System was added as 

a registry, with Hamilton Health Sciences Corporation being 

prescribed as the “person” that compiles or maintains the 

registry. In 2007, Cancer Care Ontario was also prescribed as 

the person that compiles or maintains the Colorectal Cancer 

Screening Registry. The IPC will be reviewing the information 

practices and procedures of both these organizations shortly.

In the meantime, the IPC met in 2007 with each of the organi-

zations whose practices had been reviewed in 2005 to follow 

up on the status of their compliance with the IPC’s recommen-

dations. Each of the IPC’s recommendations had been  

implemented or were in the process of being implemented.

Preventing Abandonment of Records of Personal Health 

Information 

Changes in the practices of health information custodians may 

occur in a variety of circumstances, including death, bank-

ruptcy, retirement or relocation. In some cases, these changes 

result in records of personal health information being left in 

inappropriate places. 

A failure to adequately address privacy and security issues with 

respect to the treatment of personal health information in the 

event of a change in practice may lead to privacy breaches, 
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including the unauthorized disclosure and the denial of the 

individual’s right to access and correct records. It may also 

jeopardize the continuity of care to the individual.

This year, the IPC issued a fact sheet, How to Avoid Abandoned 

Records: Guidelines on the Treatment of Personal Health 

Information, in the Event of a Change in Practice, to help ensure 

personal health information is handled in accordance with the 

privacy and security requirements of PHIPA. 

The Guidelines provide information about correctly identifying 

health information custodians, what their obligations are, and 

best practices. They encourage custodians to think proactively 

about how they will continue to meet their obligations under 

PHIPA in the event of a change in practice by being aware of 

privacy-protective record-keeping practices, clearly identifying 

the custodian (especially in group practices), and addressing 

privacy safeguards and record management continuity.

To accompany the Guidelines, the IPC also issued a Checklist 

for Health Information Custodians in the Event of a Planned or 

Unforeseen Change in Practice. It provides a quick reference 

guide to help ensure that, in the event of a change in practice, 

health information custodians:

•	 correctly identify who the health information custodian is; 

•	 retain records in a secure manner;

•	 transfer records in a secure manner;

•	 dispose of records in a secure manner;

•	 notify patients about the change in practice;

•	 ensure that an appropriate person provides the notice to 

patients; and

•	 provide sufficient detail in the notice to patients.

The Checklist also provides a list of steps health information 

custodians should take to safeguard personal health informa-

tion prior to a change in practice. 

Preventing Privacy Breaches When Using Information 

and Communication Technology

PHIPA requires health information custodians to take steps 

that are reasonable in the circumstances to ensure that per-

sonal health information in their custody or control is protected 

against theft, loss and unauthorized use or disclosure, and to 

ensure that records containing personal health information 

are protected against unauthorized copying, modification or 

disposal. 

In January 2007, Commissioner Cavoukian issued her fourth 

Order under PHIPA after a laptop computer containing a 

large number of records of personal health information from a  

hospital was stolen from a parked vehicle. (Please see the  

chapter entitled High Profile Privacy Incidents for a more  

detailed discussion about this incident.)

In the order, the Commissioner sent a strong message to 

health information custodians that it is not reasonable to store 

personal health information on mobile devices, such as laptop 

computers, personal digital assistants or flash drives, unless 

steps are taken to protect it. Further, she stressed that pass-

words, which can be readily circumvented, are not sufficient 

protection.

Because of the high incidence of loss or theft of mobile devices, 

the Commissioner stressed that health information custodians 

need to ensure that any personal health information that is 

stored on them is encrypted. To the extent that personal health 

information on a mobile computing device has been effectively 

encrypted, and therefore inaccessible, the Commissioner 

advised that the loss or theft of the device would not be consid-

ered a loss or theft of personal health information. 

To assist health information custodians, the IPC issued a fact 

sheet entitled Encrypting Personal Health Information on Mobile 

Devices. 

The IPC also issued a brochure, Safeguarding Privacy in a 

Mobile Workplace, to provide guidance for individuals who take 

their work “on the road.” The brochure outlines a number of 

best practices for protecting mobile devices and any personal 

information that they may contain. 

Wireless Technologies

In June 2007, the Commissioner issued her fifth Order under 

PHIPA after video surveillance images of a patient using a 

washroom at a methadone clinic appeared on a monitor in a 

car that had a wireless mobile rear-assist parking device (“back-

up camera”). The incident is outlined in detail in the chapter 

High Profile Privacy Incidents.

The personal health information protection act
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Wireless devices transmit information over radio waves that 

are broadcast in all directions from the point of transmission, 

making the information accessible to any receiver within 

the devices’ range. Since there are a limited number of radio 

frequency bands available for transmitting information, the 

risk of inadvertent interception of information that is being 

transmitted from a wireless device is relatively high. 

In her order, the Commissioner sent an urgent message 

to health information custodians who opt to use wireless 

technology in their practices. She warned that, given the sig-

nificant threat to privacy that wireless technology poses, health 

information custodians who use video surveillance in their 

practices should either use a wired system, which inherently 

prevents such interception, or a wireless one with appropriate 

measures, such as strong encryption, to preclude unauthorized 

interception. She also reminded custodians to regularly review 

their privacy and security policies to minimize the significant 

risk to privacy posed by new technologies.

To assist health information custodians in safeguarding privacy 

and security with wireless communication technologies, the 

IPC issued two fact sheets. The first, Wireless Communication 

Technologies: Video Surveillance Systems, provides guidance for 

protecting privacy when using wireless video surveillance sys-

tems for transmitting personal health information. The second, 

Wireless Communication Technologies: Safeguarding Privacy & 

Security, provides general guidance on the protection of privacy 

when using any wireless communication technology. 

Determinations

Whenever records of personal health information must be 

inspected without the individual’s consent in the course of 

a review, the Commissioner must first determine that it is 

reasonably necessary to do so and that the public interest in 

carrying out the review justifies dispensing with consent in the 

circumstances. The Commissioner must also provide a writ-

ten statement to the person who has custody or control of the 

record, setting out her determination, reasons, and any restric-

tions and conditions the Commissioner has specified.

In 2007, the Commissioner made one such determination as 

part of her investigation into reports that records of personal 

health information were abandoned when a dental clinic 

closed without notice to patients. 

The investigation was launched after the Royal College of 

Dental Surgeons of Ontario wrote to the IPC stating that it 

had been contacted by a number of patients of a dentist in the 

Ottawa area who reported that the dental clinic had closed and 

asked for assistance in gaining access to their dental records. 

After repeated attempts to contact the owner of the clinic by the 

College, repeated notices to the owner by the Commissioner 

and a visit to the abandoned dental clinic by an IPC staff mem-

ber, the Commissioner decided to exercise her powers of sei-

zure under PHIPA and entered the clinic to take possession of 

the records of personal health information. The College agreed 

to take custody of the records, to ensure secure storage and to 

facilitate the patients’ right of access to the records.

In this case, it was not possible for the Commissioner to obtain 

the patients’ consent prior to retrieving the records of personal 

health information, since the identities of the patients were 

unknown to the Commissioner. The Commissioner deter-

mined that it was necessary to dispense with consent in the 

circumstances.

Statistical Review

Statistics related to requests for access to personal health infor-

mation or privacy complaints filed under PHIPA are collected 

in two different ways for this Annual Report: internally and 

externally. 

The internal collection is from the IPC’s own records, showing 

the number and nature of all privacy complaints filed with the 

IPC in 2007 under PHIPA. These are reported in the Privacy 

Complaints section of this chapter.

The external collection is through the reports filed by organiza-

tions that report to the IPC about PHIPA-related matters. 

External statistical reporting requirements under PHIPA do not 

provide for a comprehensive picture. All government organiza-

tions covered under the Freedom of Information and Protection 

of Privacy Act and the Municipal Freedom of Information and 

Protection of Privacy Act are required to file a detailed statistical 

report to the IPC each year. PHIPA covers much more than 

government organizations, however. Only government orga-

nizations that are also health information custodians or that 

employ one or more health information custodians (such as 
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doctors, nurses, or ambulance services) are required to report 

PHIPA-related information annually. A few custodians, such 

as some hospitals, are reporting voluntarily.

A brief review of access requests filed with health informa-

tion custodians, based on the available external statistics, is  

provided in the section of this chapter entitled Personal 

Information Requests.

Percentage figures given here have been rounded off and may 

not add up to 100.

Privacy Complaints

Complaints Opened

There were 338 complaint files opened under PHIPA by the 

IPC in 2007, an increase of just over 25 per cent from the 269 

complaints opened in 2006 and almost twice the number (177) 

opened in 2005, the legislation’s first full year.1 

Public hospitals accounted for 147 of the 338 complaints 

opened, or about 43 per cent, a much higher percentage than 

in either of the previous two years (24.5 per cent in 2006,  

26.6 per cent in 2005). 

There were 47 complaints opened involving doctors (almost 

14 per cent), 26 involving clinics (almost eight per cent), 18 

involving community or mental health centres, programs or 

services (about five per cent), and about three per cent each for 

the Ministry of Health and Long-Term Care and community 

care access centres. The remaining complaints involved other 

types of health information custodians or agents.

Overall, 111 (almost 33 per cent) of the complaints opened in 

2007 related to access to and/or correction of personal health 

information. The remaining 227 dealt with the collection, use 

or disclosure of personal health information. Of these, 139 

complaints were self-reported by health information custodi-

ans (about 41 per cent of the total number of complaints), while 

62 were filed by individuals (about 18 per cent). Another 26 

(almost eight per cent) were initiated by the Commissioner. 

Complaints Closed

The IPC closed 338 complaints in 2007, an increase of about 21 

per cent over the 279 complaints closed in 2006.

Of the complaints closed, 120 (almost 36 per cent) dealt with 

access to and/or correction of personal health information, 

while the other 218 dealt with collection, use or disclosure. Of 

the second type, 139 (about 41 per cent of the overall number of 

complaints closed) arose from privacy breaches self-reported by 

health custodians. Commissioner Cavoukian actively encour-

ages this kind of self-reporting. 

The remaining privacy complaints related to collection, use or 

disclosure that were closed in 2007 included 51 (about 15 per 

cent) filed by individuals and 28 (about eight per cent) initiated 

by the Commissioner.

Of the 120 complaints closed that were related to access to and/

or correction of personal health information, 54 (45 per cent 

of this category) were the result of deemed refusals, where a 

health information custodian fails to respond to the request 

within the statutory time frame. 

Fees were the issue in 14 (almost 12 per cent) of the complaints, 

and 11 (just over nine per cent) were about whether the health 

information custodian had conducted a reasonable search for 

the records requested. There were eight complaints related to 

the correction of personal health information. The exemptions 

applied to deny access to personal health information were 

the subject of five complaints. The remaining 28 complaints 

involved other issues.

As much as possible, the IPC prefers to resolve complaints 

either informally or through mediation. All 120 complaints 

dealing with access to and/or correction of personal health 

information were resolved without the IPC needing to issue 

an order. Of these, 84 (70 per cent) were closed informally at 

the intake stage, 28 (about 23 per cent) were closed during the 

mediation stage, and eight (almost seven per cent) were closed 

during the adjudication stage without an order having to be 

issued.

The personal health information protection act

1 PHIPA came into effect on November 1, 2004.
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Similarly, the overwhelming majority of the collection, use 

or disclosure complaints closed were resolved informally or 

through mediation. Of the 218 privacy complaints in this  

category, the IPC needed to resolve only two through orders.

Of the 51 initiated by individual complainants, 42 (about 82 per 

cent) were closed during the intake stage and nine (almost 18 

per cent) were closed during the mediation stage.

Of the 28 complaints dealing with the collection, use and dis-

closure of personal health information that the Commissioner 

initiated, 20 (just over 71 per cent) were closed at the intake 

stage and seven (25 per cent) at the mediation stage, with one 

complaint going to adjudication and being closed with an 

order. 

Of the 139 complaints that involved self-reported privacy 

breaches by health information custodians, 130 (almost 94 per 

cent) were closed at the intake stage, eight (about six per cent) 

at the mediation stage and one was closed with an order. 

Personal Health Information Requests

Government institutions reported that a total of 2,839 requests 

from individuals seeking access to/or correction of their per-

sonal health information were completed in 2007. This repre-

sents an increase of nearly 44 per cent from 2006. 

Overall, 2,450 requests, representing most of the increase, 

were reported by the Ministry of Health and Long-Term Care. 

The ministry’s requests were up 42 per cent from the 1,772 

received in 2006. The ministry’s 30-day compliance rate was 

also up. Over 99 per cent of requests were completed in the 

30-day period (up from 98.1 per cent the year before). Full 

access was provided in 2,402 cases – 98 per cent of requests, 

up from 96.2 per cent in 2006. 

PHIPA Complaints Opened 2007
	 Collection/Use/Disclosure

	 Access/	 Initiated by	 Self-reported	 IPC-	
Custodians, Agents and Others	 Correction	 Individual	 Breach	 Initiated	 Total	 %

Public Hospital	 40	 25	 76	 6	 147 	 (43.5)

Doctor	 26	 11	 5	 5	 47 	 (13.9)

Clinic	 10	 3	 7	 6	 26 	 (7.7)

Others (including Agents)	 6	 12	 8	 2	 28 	 (8.3)

Community or Mental Health Centre, Program or Service	 4	 2	 11	 1	 18 	 (5.3)

Ministry of Health	 6	 2	 3	 0	 11 	 (3.3)

Community Care Access Centre	 1	 0	 9	 0	 10 	 (3.0)

Agent	 7	 0	 0	 2	 9 	 (2.7)

Nursing Home	 5	 0	 1	 0	 6 	 (1.8)

Laboratory	 1	 1	 3	 1	 6 	 (1.8)

Pharmacy	 1	 0	 3	 2	 6 	 (1.8)

Other Health Care Professional	 1	 1	 4	 0	 6 	 (1.8)

Other Prescribed Person	 0	 0	 4	 0	 4 	 (1.2)

Independent Health Facility	 0	 1	 2	 0	 3 	 (0.9)

Dentist	 1	 1	 0	 1	 3 	 (0.9)

Drugless Practitioner	 1	 1	 0	 0	 2 	 (0.6)

Home or Joint Home (Aged or Rest Home)	 1	 1	 0	 0	 2 	 (0.6)

Nurse	 0	 1	 1	 0	 2 	 (0.6)

Social Worker	 0	 0	 2	 0	 2 	 (0.6)

Total	 111	 62	 139	 26 	 338 

	 (32.8%)	 (18.3%)	 (41.1%)	 (7.7%)	 (100%)
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The ministry charged fees for 79 requests (about three per cent 

of cases), and collected $1,935.50 for an average fee of $24.50 

per request where a fee was charged. In four cases, records 

were not accessed following a fee estimate. 

Other types of health information custodians reported the 

remaining 389 requests. Medical Officers of Health/Boards 

of Health handled 204 of them, and completed 194 or about 

95 per cent within the 30-day compliance period. The Brant 

County Health Unit had the most requests (92), and completed 

all of them within 30 days. For this category of health infor-

mation custodian, full access to the requested material was  

provided in just over 85.5 per cent of the requests. They charged 

fees for 46 of the 204 requests and collected $2,384.10 for an 

average of $51.83 for each request that was subject to fees.

Ambulance services completed 86 requests. They charged 

fees for 50 of the 86 requests, collecting an average of $55.06. 

Peel Region Paramedic Services had the highest number of  

requests (26).

Health-care providers working for school boards, and homes 

for the aged and nursing homes accounted for most of the 

remaining requests.

The personal health information protection act
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In effect, the Court amended FIPPA in a way that the IPC had 

been advocating since 1994 but did not have the authority to 

change. Section 23 of FIPPA states that where a “compelling 

public interest” in disclosure “clearly outweighs” the purpose of 

certain exemptions from the right of access, those exemptions 

do not apply. The Court of Appeal ruled that the exemptions 

for law enforcement (section 14) and solicitor-client privilege  

(section 19) must now be added to the list of exemptions  

subject to the section 23 override.

The Criminal Lawyers’ Association (CLA) had sought access to 

records relating to allegations of police and Crown misconduct 

in a murder case. The IPC upheld the Ministry of Public Safety 

and Security’s decision that the records were exempt under the 

law enforcement and solicitor-client privilege exemptions. In 

addition, the IPC found that although there was a compelling 

public interest in disclosure, the records could not be  

disclosed since section 23 did not apply to the section 14 and  

19 exemptions. 

In a 2-to-1 decision, the Court of Appeal held that the CLA was 

attempting to exercise its freedom of expression under section 

2(b) of the Charter by commenting on the alleged misconduct. 

The Court stated that, as a result of being denied access to  

the records, the CLA was unable to comment in any  

substantial way. 

The majority held that the Legislature’s primary purpose in 

enacting FIPPA was to assist in the exercise of expression and 

that any limits on this scheme amounted to a restriction on 

expression. They found that the exclusion of sections 14 and 19 

from section 23 had the effect of infringing on expression, and 

that the infringement could not be justified under section 1 of 

the Charter. As a result, the majority ruled that sections 14 and 

19 must be “read in” to section 23.

As a result of the Court of Appeal’s decision, the IPC now has 

the ability to decide independently whether records subject to 

the law enforcement and solicitor-client privilege exemptions 

should be disclosed in the public interest. 

The Supreme Court of Canada has granted the ministry’s 

application for leave to appeal the Court of Appeal’s decision. 

This appeal is tentatively scheduled to be heard by the Supreme 

Court in the fall of 2008.

In another important decision, the Divisional Court affirmed 

the IPC’s long-standing approach to the disclosure of infor-

mation about legal fees under FIPPA. The case involved two 

decisions in which the IPC found that total dollar figures on 

invoices for legal services rendered to the government could 

not be withheld under the section 19 solicitor-client privilege 

exemption. 

In the first case, the fees involved were for legal services  

provided to two ministries in defending lawsuits regarding the 

province’s provision of services to children with autism. The 

second case involved fees for legal services rendered in a series 

of appeals with respect to funding for medical testing for a rare 

form of eye cancer. 

Judicial Reviews

The Ontario Courts issued a number of important decisions in 2007, including 

one applying the Canadian Charter of Rights and Freedoms which expanded the 

circumstances under which the public interest may override the application of 

exemptions under the Freedom of Information and Protection of Privacy Act 

(FIPPA). 
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judicial reviews

The Court agreed with the IPC’s interpretation that while legal 

accounts are subject to a presumption of privilege, that pre-

sumption may be rebutted where the disclosure of the informa-

tion would not violate the confidentiality of the solicitor-client 

relationship by revealing privileged communications. Further, 

the Court held that the IPC did not err in finding that in both 

cases, the presumption of privilege was rebutted, particularly 

since the requesters asked only for the total amount of fees 

and did not seek any account details that would permit them to 

infer privileged information.

In yet another important 2007 decision, the Divisional Court 

considered requests by the Toronto Star for access to police 

electronic databases. The Court ruled that the police were not 

required to provide access by replacing individual names with 

randomly generated, unique numbers. The requester specifi-

cally stated that he did not want access to any information that 

would identify individuals.

The IPC found that the Toronto Police Services Board was 

required to provide the requester with the type of access he 

requested, since producing the record would not “unreason-

ably interfere with the operations of” the police. The Court 

found that the IPC erred in failing to consider whether the 

record was capable of being produced by means “normally 

used by the institution” under the section 2(1) definition of 

“record” in the Municipal Freedom of Information and Protection 

of Privacy Act (MFIPPA).

The Ontario Court of Appeal has granted the IPC and the 

Toronto Star leave to appeal the Divisional Court’s decision.

In a fourth case, involving access to information about firearms 

used in crimes, the Divisional Court ruled that the term “law 

enforcement matter” is not limited to a specific, ongoing inves-

tigation or proceeding.

The Toronto Star made a request to the Ministry of Community 

Safety and Correctional Services for access to information held 

by the Provincial Weapons Enforcement Unit relating to trace 

information about weapons found in Canada but not registered 

in Canada. The ministry denied access to the information 

based on various parts of the section 14 “law enforcement” 

exemption in FIPPA.

The IPC upheld the ministry’s decision in part and ordered the 

ministry to disclose certain limited information that did not 

qualify for exemption under section 14. Both the Toronto Star 

and the ministry applied for judicial review of the IPC’s order.

The Court agreed with the IPC’s finding that to support the 

application of the section 14 exemption, the ministry must 

provide “detailed and convincing evidence” to establish a rea-

sonable expectation of harm to the specific law enforcement 

interests. The Court upheld the IPC’s decision that some of 

the information qualified for exemption under section 14(1)(g) 

(intelligence information), and dismissed the Toronto Star’s 

application.

With respect to the ministry’s application, the Court held that 

the IPC reasonably concluded that sections 14(1)(c) (inves-

tigative techniques) and (l) (facilitate the commission of an 

unlawful act) did not apply. However, the Court ruled that the 

IPC erred in narrowly interpreting the term “law enforcement 

matter” to encompass only specific and ongoing investigations. 

In any event, the Court stated that in these circumstances, the 

information at issue is both “specific” and “ongoing.”

In a fifth case considered by the courts in 2007, the Divisional 

Court upheld the IPC’s application of the personal privacy 

exemption. The case involved a letter from an individual to 

a municipality about a proposed property development. The 

individual, a member of the public, wrote to the municipality 

voicing her concerns about the impact of the proposal. 

The property development company sought access to the letter, 

and the Town of Innisfil denied access on the basis of section 

14 of MFIPPA. The IPC upheld the town’s refusal, holding that 

the Planning Act did not expressly authorize the disclosure, 

and that the factors in section 14(2) in favour of confidential-

ity outweighed the factors in favour of disclosure. The IPC 

concluded that disclosure of the letter would constitute an 

unjustified invasion of the individual’s personal privacy under 

section 14.

On judicial review, the Court accepted the IPC’s submission 

that while the record may be permitted or required to be 

disclosed to the public under the Planning Act, the record 

may still qualify for exemption under MFIPPA. The Court 
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found the IPC’s interpretation and application of the section 

14 exemption to be reasonable and, therefore, dismissed the 

development company’s application.

This decision confirms the IPC’s long-standing view that 

FIPPA and MFIPPA are not intended to operate as a complete 

code for the disclosure of information in the administrative 

justice system in Ontario.

Finally, in a sixth case decided in 2007, the Divisional Court 

upheld the IPC’s interpretation and application of the third 

party commercial information exemption at section 17 of 

FIPPA.

The requester sought access to records relating to the request 

for proposal process initiated by the Ministry of Health and 

Long-Term Care for the provision of CT and/or MRI services 

at independent health facilities to be located in several Ontario 

communities. The ministry denied access to the records, 

mainly on the basis of section 17.

The IPC held that the records did not qualify for exemption, 

since the ministry and the two affected parties (who had sub-

mitted the proposals in question) had failed to provide detailed 

and convincing evidence to establish that disclosure could rea-

sonably be expected to result in any of the harms listed under 

section 17.

The two affected parties brought judicial review applications to 

the Divisional Court. The Court held that the Commissioner’s 

conclusions on the harms under section 17 were reasonable 

and consistent with prior IPC decisions.

2007 Judicial Review Statistics

New Judicial Review applications received in 2007:

Launched by:

Institutions1 		  8

Requesters		  0

Affected Parties2		  2

Total		  10

Outstanding Judicial Reviews as of December 31, 2007:

Launched by:

Institutions		  12

Requesters		  0

Institution and Other Party		  4

Affected Parties		  7

Total		  23

Judicial Reviews Closed/Heard in 2007:

Abandoned (Order Stands)3 		  2

Heard but Not Closed (decision pending)4 		  2

Matter Remitted Back to IPC		  0

IPC Order/Decision Upheld5		  4

IPC Order Not Upheld (appeal pending)6		  2

IPC Order Upheld in Part7		  1

Dismissed for Delay (Order stands)8		  1

Total		  12

1  MO-2199, PO-2494 & PO-2532-R, PO-2498, PO-2405 & PO-2538-R,  

   PO-2598, PO-2601-I

2  Reconsideration decision re: PO-2491, PO-2620

3  PO-2367, PO-2390

4  PO-1905 (Div.Ct.), MO-1966 (C.A.)

5  MO-1936, PO-2367, PO-2484, PO-2548

6  MO-1989  (IPC’s/Requester’s appeals to C.A. pending), PO-1779  

   (Ministry’s appeal to S.C.C. pending)

7  PO-2455

8  MO-1929
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The IPC’s extensive outreach program helps to increase aware-

ness of Ontario’s access and privacy laws and related issues. 

The program has six key elements:

•	 Targeted outreach through the Right to Know and Reaching 

Out to Ontario programs;

•	 A school-based initiative entitled What Students Need to 

Know about Freedom of Information and Protection of Privacy;

•	 A publications program;

•	 A public speaking program;

•	 An aggressive proactive media relations program; and

•	 A content-rich website. 

Targeted Outreach

There are several specifically targeted initiatives within the 

corporate outreach program, including the Right to Know and 

the Reaching Out to Ontario initiatives. 

Under the Right to Know program, the IPC organized two 

special events in 2007. The first was a Right to Know Blitz Day 

on September 28, which is International Right to Know Day. 

To mark the occasion, tables were set up at four Toronto-area 

malls. IPC staff handed out publications and answered ques-

tions from the public. 

Then, on October 31, the IPC co-sponsored a Right to Know 

Luncheon with the Toronto Regional Group of the Institute 

of Public Administration of Canada. A blue-ribbon panel 

explored a variety of issues related to Ontarians’ right to know 

and debated what is working and what is not in government 

openness and transparency. The panel was moderated by 

Commissioner Cavoukian and included Ombudsman André 

Marin, Auditor General Jim McCarter, and Conflict of Interest 

Commissioner Justice Sidney B. Linden.

This past year, the IPC also organized several special events 

that focused on health privacy. On September 24, which 

Commissioner Cavoukian designated as Health Privacy Day, 

the IPC hosted a conference, The Privacy Prognosis in an Era  

of New Health Information Technology. The conference was 

a precursor to the annual International Privacy and Data 

Protection Commissioners conference, which was held in 

Montreal, and was attended by privacy and data protection 

experts from around the world. 

School Program 

The IPC’s popular school program, What Students Need to 

Know about Freedom of Information and Protection of Privacy, 

offers free teachers’ kits tailored to three levels: the Grade 5 

social studies curriculum (where students first study govern-

ment), the Grade 10 civics curriculum, and Grade 11 and 12 

history and law courses. The program is supported by IPC 

staff presentations to a number of Grade 5 classes every school 

year.

All three teachers’ guides were developed by the IPC with 

the aid of curriculum professionals and classroom teachers. 

Materials are available on the IPC’s website in the Resources/

Educational Materials section. 

The three guides were updated late in 2007 and early 2008. 

Included among the changes is a new lesson for high school 

students, Make an Informed Online Choice, on the potential 

implications of posting sensitive personal information on 

social networking sites.

Since the IPC’s school program was launched in 1999-2000, 

more than 50,000 copies of the guides have been distributed.

Information About the IPC

Reaching Out
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The IPC distributed a total of 483,429 publications in 2007. 

All IPC publications are available on our website at www.

ipc.on.ca or by calling the Communications Department at 

416-326-3333 or 1-800-387-0073.

Speeches and Presentations

The IPC has an aggressive public speaking program aimed at 

building awareness of privacy and access issues among  

government officials, CEOs and senior executives, academics,  

health-care decision-makers, technology-sector leaders,  

lawyers, privacy professionals and students.

Commissioner Cavoukian herself gave over 30 keynote  

presentations at major conferences and other events in 2007. 

These included:

•	 The inaugural lecture of the University of Toronto’s new 

interdisciplinary Identity, Privacy and Security Initiative 

(IPSI). This initiative (www.ipsi.utoronto.ca) links two new 

graduate concentrations in privacy and security, offered 

IPC Publications

The IPC released 18 publications or videos on access and privacy topics in 2007. These included 14 new publications, updated  

versions of two key IPC publications, and two videos.

This year saw the release of a landmark policy paper on biometric encryption, entitled Biometric Encryption: A Positive-Sum Technology 

that Achieves Strong Authentication, Security AND Privacy. The IPC also released two popular tip sheets, How to Protect Your Privacy 

on Facebook and Reference Check: Is Your Boss Watching? Privacy and Your Facebook Profile.

Two important sets of guidelines were also released: Privacy Guidelines for Municipalities Regulating Businesses Dealing in Second-hand 

Goods and an updated version of Guidelines for the Use of Video Surveillance Cameras in Public Places.

The IPC publications issued in 2007 were, in chronological order:

Title	

•  If you wanted to know …What is involved if you are asked to provide a Police Background Check?

•  Biometric Encryption: A Positive-Sum Technology that Achieves Strong Authentication, Security AND Privacy

•  How to Avoid Abandoned Records: Guidelines on the Treatment of Personal Health Information,  

   In the Event of a Change in Practice

•  Checklist for Health Information Custodians in the Event of a Planned or Unforeseen Change in Practice

•  How to Protect your Privacy on Facebook 	

•  Encrypting Personal Health Information on Mobile Devices	

•  The Commissioner’s 2006 Annual Report

•  Safeguarding Privacy in a Mobile Workplace

•  Wireless Communication Technologies: Video Surveillance Systems 	

•  Privacy and Boards of Directors: What You Don’t Know Can Hurt You – Updated

•  Wireless Communication Technologies: Safeguarding Privacy & Security 	

•  Privacy Guidelines for Municipalities Regulating Businesses Dealing in Second-hand Goods

•  Guidelines for the Use of Video Surveillance Cameras in Public Places – Updated

•  In Her Own Words – A compilation video of some of the Commissioner’s recent TV interviews on key topics 

•  Privacy by Design ‘Build it in’ – A Crucial Design Principle (video)	

•  20/20 Access & Privacy Excellence – 20 Years in the Making

•  The winter 2007 edition of the electronic newsletter, IPC Perspectives

•  Reference Check: Is Your Boss Watching? Privacy and Your Facebook Profile	
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through the Faculty of Applied Science and Engineering and 

the Faculty of Information Studies. The Commissioner 

chairs the IPSI advisory council.

•	 Speeches at the international health privacy conference 

sponsored by the IPC and at the annual International  

Privacy and Data Protection Commissioners’ Conference  

in Montreal;

•	 A presentation to the CBC Editorial Board, at the CBC’s 

invitation, in which the Commissioner outlined key issues 

in access and privacy today and what is on the horizon;

•	 Presentations to the Harvard Privacy Symposium, the 

Emerging Leaders Forum, the annual Ontario Bar Association 

Privacy Summit, the International Association of Privacy 

Professionals, the International Association of Business 

Communicators, the e-Health Privacy and Security 

Conference, an Ontario Deputy Ministers’ Council Meeting, 

the Ontario Hospital Association’s annual conference, 

Havergal College, Public Safety Canada’s Biometrics Working 

Group, the Ministry of Government Services Access and 

Privacy conference, and many others.

Other staff are also active in the IPC’s public speaking pro-

gram. This past year, for example, the IPC’s two Assistant 

Commissioners – Ken Anderson and Brian Beamish – and 

other senior staff made presentations to audiences ranging 

from government officials and universities to health-care orga-

nizations, the police, and the private sector.

Presentations are also delivered each year as part of the IPC’s 

Reaching Out to Ontario program. For example, while in  

St. Catharines for the IPC’s Niagara Region Educational Initiative 

in late 2007, IPC staff participated in a videoconference  

session about Ontario’s Personal Health Information Protection 

Act with a group of Ontario hospitals. The session was also 

shown as a webcast.

Media Relations

The IPC has a proactive media relations program to help raise 

the media’s – and thus the public’s – awareness of access and 

privacy issues. 

The program includes presentations to editorial boards and 

newsroom staff on the role of the IPC and on access and 

privacy issues. In 2007, the Commissioner presented to the 

CBC’s Editorial Board, while other presentations were made 

to members of the news teams at the St. Catharines Standard 

and the Niagara Falls Review and to journalism, electronic 

media and other students at Mohawk, Niagara, Centennial 

and Humber Colleges. The Commissioner gave 97 interviews  

to media organizations from across Canada and around  

the world. 

IPC staff take media inquiries relating to freedom of informa-

tion, protection of privacy, and the Personal Health Information 

Protection Act. This year, the IPC assisted more than 180 jour-

nalists who requested interviews or background information or 

who had general inquiries about access and privacy, including 

how to file freedom of information requests. 

The Commissioner also issued 18 news releases in 2007.

IPC Website

The IPC has  a  r ich and ever -expanding websi te  a t  

www.ipc.on.ca. It provides access to IPC publications and 

orders, links to copies of the three Ontario Acts governing 

access and privacy, answers to frequently asked questions, 

educational material, news releases, selected speeches, forms, 

and much more.

The most downloaded items in 2007 included a tip sheet, 

How to Protect Your Privacy on Facebook, and HO-004 , the 

Commissioner’s order dealing with the need to encrypt per-

sonal health information that is stored on an electronic device 

for work at home or on the road. The order followed an IPC 

investigation into the theft from a doctor’s vehicle of a laptop 

computer containing the personal health information of 2,900 

patients at Toronto’s Hospital for Sick Children. 

Other frequently downloaded publications included the 

Commissioner’s 2006 Annual Report, released in May 

2007, the Breach Notification Assessment Tool and a fact sheet, 

Encrypting Personal Health Information on Mobile Devices.
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Part of the IPC’s mandate under the Acts is to offer comment 

on the privacy and access implications of proposed govern-

ment legislation or programs and on the existing or proposed 

information practices of health information custodians. 

In 2007, the IPC commented on the following: 

Provincial Consultations

Ministry of Community Safety and Correctional Services:

• Bill 28, Implementation of the Mandatory Blood Testing Act, 2006 

Ministry of Community and Social Services:

• Bill 12, Access to Adoption Records Act (Vital Statistics Statute  

  Law Amendment), 2007

• Implementation of Good Parents Pay website 

• Bill 165 – Provincial Advocate for Children and Youth Act, 2007  

  (Ministry of Community and Social Services and with the Ministry  

  of Children and Youth Services)

Ministry of Government Services:

• ServiceOntario Driver and Vehicle Services 

• Bill 184, Endangered Species Act, 2007 (related to consequential  

  amendments to FIPPA)

• Bill 152, Implementation of amendments to the Change of Name Act 

Ministry of Labour

• Bill 69, Implementation of the Regulatory Modernization Act, 2007

Municipal Consultations

Ottawa Police Services:

• Community Safety Letter Program

City of Ottawa, City of Oshawa and Ontario Association of  

Chiefs of Police:

• Regulation of businesses dealing in second-hand goods 

Health Information Custodian Consultations

Ministry of Health and Long-Term Care

• Review of Smart Systems for Health Agency information practices 

The IPC also worked with numerous non-government health informa-

tion custodians on matters related to the Personal Health Information 

Protection Act, 2004 (PHIPA) this year. These included the health 

professions associations and regulating colleges, prescribed registries 

and entities under PHIPA, individual hospitals and others.

Submissions and Special Reports

A letter from Commissioner Ann Cavoukian to the Honourable 

Stockwell Day, Minister of Public Safety, regarding “Lawful Access” 

and Customer Name and Address Information.

A letter from Assistant Commissioner Ken Anderson to the 

Honourable Donald H. Oliver, Senator, Chair of the Standing 

Senate Committee on Legal and Constitutional Affairs, regarding 

Bill C-31 (An Act to amend the Canada Elections Act and the 

Public Service Employment Act).

A letter and submissions from Commissioner Ann Cavoukian 

to the Toronto Police Services Board regarding the Review of a 

Proposed Policy Regarding the “Destruction of Adult Fingerprints, 

Photographs and Records of Disposition.”

A letter from Assistant Commissioner Ken Anderson to the 

Honourable Lawrence Cannon, Minister of Transport, Infrastructure 

and Communities, regarding the Proposed Federal Identity 

Screening Regulations and the Interrelated Passenger Protect 

Program. 

All four of these submissions can be found in the Resources 

section of the IPC’s website, www.ipc.on.ca.

Monitoring Legislation, Programs, and Information Practices
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organizational chart

financial Statement

	 2007-2008	 2006-2007	 2006-2007	
	 Estimates	 Estimates	 Actual

	 $	 $	 $

Salaries and wages 	 8,773,000	 8,239,000	 7,995,877

Employee benefits 	 1,886,200	 1,771,500	 1,440,032

Transportation and Communications	 323,700	 323,700	 293,308

Services	 1,523,800	 1,523,800	 1,732,345

Supplies and Equipment	 274,800	 274,800	 535,833

Total	 12,781,500	 12,132,800	 11,997,394

Note: The IPC’s fiscal year begins April 1 and ends March 31.

The financial administration of the IPC is audited on an annual basis by the Office of the Auditor General of Ontario.



APPENDIX 1

Public Sector Salary Disclosure

As required by the Public Sector Salary Disclosure Act, 1996, the following chart shows which IPC employees received more than 

$100,000 in salary and benefi ts for the calendar year ending December 31, 2007.

   Taxable
Name Position Earnings Benefi ts

  $ $

Cavoukian, Ann  Commissioner 193,773.33 352.17

Anderson, Ken  Assistant Commissioner (Privacy) 203,110.79 338.49

Beamish, Brian  Assistant Commissioner (Access) 203,110.79 338.49

Binstock, Robert  Registrar 121,976.46 202.73

Carter, Fred Senior Policy & Technology Advisor 107,713.24 179.35

Challis, William General Counsel 199,369.07 338.49

Chibba, Michelle Director, Policy 120,499.90 201.82

Cropley, Laurel Adjudicator 101,851.28 172.97

DeVries, Frank Adjudicator 102,271.53 173.10

Faughnan, Steven  Adjudicator 116,379.11 191.37

Geisberger, Janet  Director, Corporate Services 126,181.62 213.60

Goldstein, Judith  Legal Counsel 179,666.48 310.86

Goodis, David  Legal Counsel 179,666.48 310.86

Grant, Debra  Senior Health Privacy Specialist 112,958.53 181.47

Hale, Donald  Team Leader, Adjudication 130,628.67 207.28

Higgins, John  Manager, Adjudication 183,102.92 310.86

Jiwan, Mumtaz Team Leader, Mediation (Provincial) 104,057.11 164.72

Khandor, Ramesh Legal Counsel 106,693.37 168.49

Liang, Sherry  Legal Counsel 110,123.95 210.63

McCammon, Stephen Legal Counsel 130,300.50 234.34

Morrow, Bernard  Adjudicator 116,379.11 191.37

O’Donoghue, Mary Manager, Legal Services 195,627.35 338.49

Pascoe, Irena Team Leader, Mediation (Municipal) 100,464.72 164.72

Senoff, Shirley Legal Counsel 128,310.76 230.74

Smith Douglas, Diane Adjudicator 119,024.13 112.00

Swaigen, John Legal Counsel 183,102.92 310.86

Wong, Mona Manager of Mediation 121,874.00 202.73
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Information and Privacy Commissioner of Ontario

2 Bloor Street East, Suite 1400

Toronto, Ontario  M4W 1A8

Tel:  416 326 3333

Fax:  416 325 9195

1 800 387 0073

TTY:  416 325 7539

www.ipc.on.ca


